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1 Overview

This document describes the installation / configuration, administration, and maintenance of
the SIP-DECT® solution.

Other valid documentation

Please observe also the information to other parts of your SIP-DECT® installation given in
the documents listed in the section entitled References starting on page 261.

Reference

For a list of abbreviations and definitions valid for this manual please refer to the appropriate
chapters in the Appendix starting on page 256.

Trademarks
Linux® is a registered trademark of Linus Torvalds.

Red Hat® is a registered trademark of Red Hat, Inc.

Apache Tomcat™ is a trademark of the Apache Software Foundation.
Oracle™ and Java™ are a registered trademarks of Oracle Corporation.
Windows® and Excel® are a registered trademarks of Microsoft Corporation .

All other product and brand names are trademarks, registered trademarks, or service marks
of their respective holders.

1.1 The SIP-DECT® Solution

The SIP-DECT® solution comprises the following main components:

o Aastra SIP-DECT® base stations or Radio Fixed Parts (RFPs) being distributed over an
IP network and offering DECT and IP interfaces.

o Portable DECT devices known as handsets, Portable Parts (PP) or just device e.g. Aastra
620d.

e OpenMobility Manager (OMM): Management and signaling SW for the SIP-DECT®
solution, which runs on one of the Radio Fixed Parts or on a dedicated Linux x86 server
(for large installations). In addition, a standby OMM can be configured to ensure the OMM
function in case of failure or loss of network connection.

o A SIP Call Manager/IP PBX/Media Server platform e.g. Asterisk.

The following figure gives a graphical overview of the architecture of the SIP-DECT®
wireless solution:
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The IP PBX/media server/media gateway, OMM and the RFPs communicate through the IP
infrastructure. The RFPs and the Portable Parts communicate over the air, where the DECT
GAP protocol or DECT GAP with proprietary enhancements is used.

The SIP-DECT® solution supports seamless handover between RFPs which are in a group
of synchronized RFPs (cluster) and roaming between RFPs on remote sites.

Additional components are:

o LDAP server to facilitate a central corporate directory;

¢ Provisioning server to provide RFP configuration or user data files;

o Data backup server to automatically backup an OMM database on the server or to
automatically import an OMM database into the OMM;

e OM Locating server and clients to run the Aastra SIP-DECT® locating solution;

3" party messaging or alarm server to integrate the SIP-DECT® text messaging into a
unified messaging or alarm environment;

e Computer for administration and maintenance tools: Web browser, OM Management
Portal (OMP), DECT Monitor.
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1.2 About the Radio Fixed Parts (RFPs)

1.21 RFP Families

1.2.1.1 Former RFP Types (Till SIP-DECT® Release 2.1)

Aastra provides 3 types of RFPs for the SIP-DECT® solution:

e RFP32IP/RFP L32IP
DECT RFP as indoor model

e RFP 34 IP/RFP L34 IP
DECT RFP as outdoor model
e RFP 42 WLAN / RFP L42 WLAN
DECT RFP + WLAN Access Point as indoor model

In general the RFP 32 and RFP 34 have the same hardware and software capabilities.
Please be aware of the regulatory differences between North America and all other areas of
the world. These differences lead to different RFP 32/34 variants which use specific
frequency bands and field strengths:

e RFP 32 NA or RFP 34 NA (NA)
- Frequency Band 1920 to 1930 MHz
- 5 carrier frequencies
- Transmit Power 20 dBm

e RFP L32IP or RFP L34 IP (EMEA)
- Frequency Band 1880 to 1900 MHz
- 10 carrier frequencies
- Transmit Power 24 dBm

The RFP L42 WLAN is only available for the EMEA region.
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1.2.1.2

RFP 32 IP/RFP L32 IP / RFP 32 NA RFP L42 WLAN / RFP 42 WLAN
RFP 34 IP / RFP L34 IP / RFP 34 NA

i

2 Ethernet jack; Power supply in line with Power over Ethernet standard IEEE 802.3af

[ 1] (2]

1 Power jack (120 V/230 V AC adapter)

The difference between L-RFPs (L32 IP / L34 IP / L42 WLAN) and non-L-RFPs (32 IP /
34 IP / 42 WLAN) is that the “L” variants have a built-in license, please see chapter Licensing
for details.

Note: Since SIP-DECT® 3.0, the previous RFP family (RFP (L) 32/34 IP and
RFP (L) 42 WLAN) cannot longer run the Open Mobility Manager (see also chapter
1.3). The SW package for previous RFPs has a tftp extension e.g. “iprfp2G.tftp”.

New RFP Types (Since SIP-DECT® Release 3.0)

With SIP-DECT® release 3.0 Aastra provides 3 new types of RFPs for the SIP-DECT®
solution:
e RFP35IP/RFPL35IP

DECT RFP as indoor model

e RFP 36 IP/RFP L36 IP
DECT RFP as outdoor model with built-in dipole antennas

e RFP37IP/RFPL37IP
DECT RFP as outdoor model with connectors for external directional antennas

e RFP 43 WLAN / RFP L43 WLAN
DECT RFP + WLAN Access Point as indoor model with internal antennas for DECT and
WLAN
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The difference between L-RFPs (L35 IP / L36 IP / L37 IP / L43 WLAN) and non-L-RFPs
(351P /36 IP /37 IP /43 WLAN) is that the “L” variants have built-in licenses, please see
chapter Licensing for details.

In general the RFP 35/ 36 / 37 IP have the same hardware platform and software
capabilities. RFP 43 supports WLAN in addition to DECT.

.

1 Power 48V DC (optional)

2 1GBit Ethernet (PoE)

3 USB

4 DECT antenna connector (RFP (L) 37 IP)
5 Antennas (RFP (L) 37 IP)

The hardware of all the new RFPs complies with the different regulatory areas of the world.
There are no specific hardware variants required to use specific frequency bands and field
strengths. Transmit Power, frequency band and carrier frequencies are controlled by
software.

Other differences compared to the previous RFP family (RFP (L) 32/34 IP and
RFP (L) 42 WLAN) are:

¢ Boot from internal flash memory instead of net-boot; there is already a SIP-DECT®
software on board

o software update via TFTP, FTP(S), HTTP(S), SFTP supported
e supports 1GBit Ethernet
e supports CAT-iq 1.0 level high definition voice for the new Aastra 650c handset family

e hardware is ready to support Secure SIP and SRTP with a SIP-DECT® 3.0 follow-up
release

e uses an external 48V DC Power Supply (if no PoE available) which fulfils the latest
environmental requirements

e The RFP 43 WLAN supports the 802.11abg and 802.11n standards.
e The RFP 43 WLAN can house the OMM.

e The indoor RFPs have a USB 2.0 interface to connect external hardware for future
applications e.g. video camera.
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1.2.2 RFP only Mode

Within this mode the RFP converts IP protocol to DECT protocol and then transmits the
traffic to and from the handsets over a DECT time slot. On air the RFP has 12 available time
slots, 8 can have associated DSP/media resources for media streams. All DECT time slots
are used for control signaling, software download over air, messaging and bearer handover
independent of associated DSP/media resources.

2 control signaling channels are also used to carry bearer signals that signal the handset to
start the handover process. If the radio signal of another RFP is stronger than that of the
current RFP, then the handset starts the handover process to the RFP that has the stronger
signal as the user moves around the site.

Clusters

Groups of RFPs can be built which are named clusters. Within a cluster RFPs are
synchronized to enable a seamless handover when an user crosses from one RFP’s area of
coverage to another. For synchronization it is not necessary for an RFP to see directly all
other RFPs in the system. Each RFP only needs to be able to see the next RFP in the chain.
But it is preferable for an RFP to see more than one RFP to guarantee synchronization in the
event that one of the RFPs fails.

1.2.3 OpenMobility Manager (OMM) Mode

If the OMM shall not run on a dedicated Linux x86 server then one RFP within a SIP-DECT®
installation must be declared to operate as the OpenMobility Manager (OMM). The RFP
acting as the OMM may also act as a regular RFP as well if it is included into a DECT
cluster.

In OMM mode an RFP functions as a regular RFP. Additionally it is responsible for SIP
signaling between the SIP-DECT® system and the IP PBX/media server. Further on it takes
over the management part of the SIP-DECT® solution. You designate an RFP as the OMM
by assigning an IP address to the RFP within the DHCP scope (see chapter 9.5) or by setting
the data via the OM Configurator (see 9.6). After an RFP is designated as the OMM, it starts
the extra services on board (for example, the web service that supports the management
interface). All RFPs download the same firmware, but only one RFP activates the OMM
services.

Note: Itis possible to deactivate the DECT part of an RFP. If the DECT interface is
deactivated then all resources (CPU and memory) are available for the OMM.

1.3 About the OpenMobility Manager

With SIP-DECT® 3.0 the OpenMobility Manager (OMM) requires to run on one of the new
RFP types (RFP (L) 35/36/37 IP resp. RFP (L) 43 WLAN) or on a dedicated Linux x86
server.
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There is only one active OpenMobility Manager (OMM) in the system.

If the OMM runs on an RFP, a 100 Mbit network link is required.
If the OMM runs on a dedicated Linux x86 server, a 1 Gbit network link is required (see

also chapter 9.11.1).

In addition, a standby OMM can be configured to ensure the OMM function in case of failure
or loss of network connection. For more information on the standby OMM see chapter 9.13.

1.3.1 OMM Tasks
The OMM performs the following tasks:

depl-1669/0.3

Signaling gateway (SIP <-> DECT)

Media stream management

Managing sync-over-air functions between RFPs
Provides a Web service for system configuration
Provides additional services e.g.

- LDAP based central corporate directory

- OM Application XML interface (OM AXI) for OAM&P,
messaging, alerting service and locating

- Integrated Messaging and Alerting Service (OM IMA)
- Data backup and provisioning services

- SIP-DECT® XML terminal interface. This interface adapts the “XML API for
Aastra SIP Phones* for SIP-DECT handsets. The Aastra 600d handset family (firmware
release 4.00 required) and the Aastra 650c handset are supported.
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Additional information on the following topics are available with separate documents.

o Locating: please see the SIP-DECT®; OM Locating Application; Installation,

Administration & User Guide /27/.

o Integrated Messaging and Alerting Service: please see the SIP-DECT®; OM Integrated
Messaging & Alerting Application; Installation, Administration & User Guide /28/ and the
SIP-DECT®; Aastra 610d, 620d, 630d; Messaging & Alerting Applications; User Guide

1301.

o Integration of SIP-DECT® in unified messaging and alarm environments: please see /30/
and the OM Application XML Interface (OM AXI) specification /30/.

o User data provisioning: please see the SIP-DECT®; OM Handset Sharing & Provisioning;

User Guide /29/.

* Administration and Monitoring by 3rd party applications: please see the OM Application

XML Interface (OM AXI) specification /30/.

o SIP-DECT® XML terminal interface: please see the SIP-DECT® XML terminal interface

specification /36/.

1.3.2 SIP-DECT® Special Features and Capacities
Special features and capacities of the SIP-DECT® 3.0 solution are:

Feature/Handset GAP

Large DECT Systems (XXL) No connection
handover
beyond
256 RFPs

Messaging & Alerting no

Initiate Alarm Trigger *, # feature
access code
procedure,
no sensor
alarm

Locating yes

DECT XQ no

UTF-8 and alphanumeric no

dialing support

SIP-DECT® XML terminal no

AP| 2

CAT-iq 1.0 / Aastra Hi-Q™ no
audio technology ?

142d

yes

no

* # feature
access code
procedure,
no sensor
alarm

yes

no

no

no

no

' requires Aastra 600d firmware release 4.00 or higher

2 new with SIP-DECT® 3.0

depl-1669/0.3

600d '

yes

yes

yes

yes
enhanced
locating
features

yes

yes

yes

no

650c

yes

yes

yes

yes
enhanced
locating
features

yes

yes

yes

yes

Page: 15 (280)



SIP-DECT® OM System Manual Release 3.1

1.3.3

OMM Capacities and Features

The OMM capacities are:

Feature/SW Release

L-RFP:

RFP L32/34 IP and

RFP L42 WLAN

Standard RFP:
RFP 32/34 IP and
RFP 42 WLAN

L-RFP:

RFP L35/36/37 IP
and RFP L43 WLAN

Standard RFP:

RFP 35/36/37 IP and

RFP 43 WLAN
Handsets / users

Message / Alarm
receive

Message send
Locating
DECT XQ
UTF-8 and

alphanumeric dialing

support

SIP-DECT® XML
terminal API

CAT-iq 1.0 / Aastra

Hi-Q™ audio
technology

Release 1.8
RFP OMM Linux x86
server OMM
256 -
512 -

Release 2.1

RFP OMM Linux x86
server OMM

20 -
256 2 2048 2
512 4500
yes/yes? yes/yes?
yes ® yes ®
yes 2 yes 2
yes yes

1 Overview

Release 3.0 or later

RFP OMM

20"

256 12

20

256 2

512

yes / yes ?

yes ®

yes 2
yes

yes

yes

yes

Linux x86
server OMM

2048 2

2048 2

4500

yes / yes ?

yes ®

yes 2
yes

yes

yes

yes

' There must be at least one RFP L35/36/37 IP or RFP L43 WLAN to host the OMM (2nd
RFP for OMM standby).

2 The feature requires a license and is not available for L-RFP installations which are using

built-in licenses.

® This feature requires a license for standard RFP installations. There is a built-in license for

L-RFP installation.

* The feature is available with the new RFP (L) 35/36/37 IP and RFP (L) 43 WLAN and the
Aastra 650c handset (or other CAT-ig-capable devices). The feature is enabled per site and
requires that the RFPs are configured in the same site and cluster.

depl-1669/0.3
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14 About the Portable Parts

Portable Part (PP) is DECT standard terminology and in the context of the SIP-DECT®
solution is interchangeable with handset. Aastra provides the following handsets:
Aastra 142d, Aastra 610d / Aastra 620d / Aastra 630d, and (since SIP-DECT® 3.0)
Aastra 650c.

Aastra 142d Aastra 610d Aastra 620d Aastra 630d Aastra 650c

Notes on the Aastra 142d handset

Please be aware of differences in regulatory requirements between North America and all
other areas of the world. These differences lead to different Aastra 142d variants which use
specific frequency bands and field strengths:

Aastra DECT 142 (NA) Aastra 142d (global, all other countries)
Frequency Band 1920 to 1930 MHz (UPCS) Frequency Band 1880 to 1900 MHz

60 duplex channels 120 duplex channels

100 mW (maximum output per active 250 mW (maximum output per active
channel) channel)

5 mW (average output per active channel) 10 mW (average output per active channel)

In addition to the Aastra DECT 142 / Aastra 142d, standard 3rd party DECT GAP phones
may operate on the SIP-DECT® solution. But the functionality may be limited by the
characteristics of the 3rd party DECT phone.

Notes on the Aastra 600d and Aastra 650c handsets

The Aastra 610d / 620d / 630d supports both the NA and EMEA regulatory requirements.
The new Aastra 600d handset firmware release 4.0 should to be used with Aastra 610d /
Aastra 620d / Aastra 630d to support all SIP-DECT® release 3.0 features. Note that SIP-
DECT® release 3.0 still supports the previous Aastra 600d handset firmware release 3.03
but with limitation; for example this handset firmware is incompatible with some of the new
SIP-DECT® release 3.0 features such as UTF-8.

The Aastra 600d firmware release 4.0 has the following characteristics:

* New user interface e.g. new dial editor with alphanumerical and always en-bloc dialing

Support of UTF-8 in over the air signaling with the OMM
Digit and alphanumeric dialing
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e Support of SIP-DECT® XML terminal interface

e Support of microSD card to save subscription data and the most important local device
data (Aastra 620d / Aastra 630d)

e Additional subscription options
¢ Additional alarm melodies
e Profile indication in idle display

For more details please see /30/and /31/.

The Aastra 650c handset has the same feature set as the current Aastra 600d handsets. In
addition to the Aastra 600d firmware release 4.0x feature set, the new Aastra 650c handset
supports CAT-ig 1.0 and is thus capable to run G.722 (wideband) voice connections. For the
full experience of wideband audio the handset hardware e.g. speakers, microphone,
processor, have been improved.
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2

2.1

Getting Started

This chapter describes how to set up a small SIP-DECT® system using two RFP devices,
useable as a small stand-alone DECT telephony system or for evaluation purposes.

Note: The DHCP/TFTP configuration described here can be used to operate 3™
generation RFPs (RFP (L) 35/36/37 IP, RFP (L) 43 WLAN) together with older 2™
generation RFPs (RFP (L) 32/34 IP, RFP (L) 42 WLAN). However, a more
straightforward setup using the Java-based OpenMobility Configurator tool is
described in the SIP-DECT®: Installation & Administration Compendium document
(see /26/).

Prerequisites

Some hardware and software prerequisites are to be met to follow this quick start guide:
¢ alicensed RFP device (e.g. RFP L35 IP),

e aPC torun a browser or start Java programs,

o two or more DECT handsets (preferably two Aastra 600d / 650c),

o OMM-SIP installation medium with software, such as the “iprfp3G.dnld” file,

¢ aLinux PC server for setting up DHCP/TFTP, HTTP and SNTP services required e.g. to
update the RFP software,

o optional: a VolP communications system that provides SIP accounts.

You can use any operating system for the PC-based server system that provides a DHCP
and TFTP server. However, the following description details on a Linux x86 server.

For testing and evaluation, you may download and install virtualization software for your
workstation, such as “VmWare Player” or “VirtualBox”. Within a virtual machine, you are able
to operate a Linux system, for example the CentOS, Debian or Ubuntu “LiveCD” ISO files
that are downloadable for free on the respective Linux vendor web sites.

IMPORTANT : The PC-OMM (OMM in host mode, see also chapter 9.11) is not
supported on virtual machines due to specific real-time requirements.

Setting up DHCP / TFTP

An RFP in the factory default configuration will request the address configuration via DHCP.
While it is possible to configure a fixed (hon-DHCP) address for the RFPs (see chapter 9.6),
this description starts with setting up a DHCP server that will answer the DHCP requests.
The DHCP server will be limited to answer only DHCP requests from Aastra RFPs (sorted
out by MAC address), so the new DHCP server will not disturb the operation of possibly
other DHCP servers in your LAN.

Also you need a TFTP server that offers the software file for the RFPs. For 3" generation
RFPs (RFP (L) 35/36/37 IP and RFP (L) 43 WLAN), the TFTP server provides the software
file for updates (“iprfp3G.dnld”). For older 2™ generation RFPs (RFP (L) 32/34 IP and

RFP (L) 42 WLAN), the TFTP server provides the software file loaded during RFP startup
(“iprfp2G.tftp”). The IP address and the software file download location is part of the DHCP
answer, the RFP receives during start-up. By using this DHCP-provided configuration, the
RFP downloads the software file and starts the program that is included in the software file.
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The following steps will start a Linux x86 server system where you can configure and run the
DHCP/TFP server program.

1 Start the Linux x86 server system. The Linux desktop should be displayed after start-up.
The following screenshot depicts the situation if you start with a Live CD Linux (CentOS
6.2 to be precise).

[;G. Places System @ @ 1[]}» @ Sat Feb 18, 18:46 LiveCD default user

25 Accessories

iprfp3g.dnid iprfp2g.tftp aafon6xxd.dnld

% Graphics

@ internet

>
>
>
i sound & Video >

SIP-DECT
Eile Edit VWiew Places Help

: , A |

() CD/DVD Creator

&) Disk Usage Analyzer

[ Disk utility

@ File Browser

[ system Monitor

|re-6u3o-mx-\586-
rpm.bin

Use the command line

root@livecd:~

File Edit View Search Terminal Help
[centoslive@livecd ~]$ su -1 (~]
[root@livecd ~1# ip -4 a

W8 1: lo: <LOOPBACK,UP,LOWER UP> mtu 16436 gdisc nogueue state UNKNOWN

B inet 127.0.08.1/8 scope host lo

2: eth@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc pfifo_fast state UP qlen 1000
inet 192.168.112.183/24 brd 192.168.112.255 scope global ethe

[root@livecd ~]# [] E
fi

| @ root@livecd:~ || & SIP-DECT [

CentOS LiveCD, copy files, calling up a terminal

2 On the Linux x86 server system’s desktop, double click the OMM-SIP CD-ROM. Use
drag & drop to copy the “iprfp3G.dnld”, “iprfp2G.tftp”, and “aafon6xxd.dnld” files to the
Linux desktop.

3 Start a terminal program. With Gnome desktop, select the Applications: Accessories:
Terminal menu command.

4 In the terminal program, you need to enter the following commands to switch off the
firewall and to start the SSH service:

su -1 Starts a super user (“root”) shell.

ip -4 a Shows the current network configuration.
The “eth0” adapter should show an IP
address allocated by a DHCP server in your

LAN.

ip a add 192.168.1.1/24 dev ethO Optional: if the “eth0” adapter has no IP

ip 1 set dev eth0O up address, you can assign the address
manually.

/etc/init.d/sshd start Starts the SSH service.

passwd centoslive Set a (simple) password for the “centoslive”
user.

iptables -F INPUT Flush (clear) the INPUT firewall. Disable

echo 0 > /selinux/enforce SELINUX that prevents TFTP downloads.

5 From your working PC’s desktop, start a remote terminal via SSH. Use your favorite SSH
program (e.g. the PuTTY program for Windows) and connect to the IP address of the
Linux x86 server system. Log in as “centos” user with the password entered previously.
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Note, that it is now possible to use the clipboard to enter new commands and
configuration file statements.

6 Enter the following commands to configure and start the DHCP/TFTP service:

su -1 Starts a super user (“root”) shell.
yum install dhcp tftp-server Installs a DHCP and a TFTP server.
yum install nano Installs the “nano” text editor.

cd /var/lib/tftpboot Change the current directory.

cp -v /home/centoslive/Desktop/* .  Copy files here. (“iprfp3G.dnid”,

“iprfp2G.tftp”, and “aafon6xxd.dnld” from the
CD ROM). Mind the trailing dot in the
command.

nano /etc/dhcp/dhcpd.conf Start the “nano” text editor to change the
“/etc/dhcp/dhcpd.conf” configuration file for
the ISC DHCP daemon. Adapt and paste the
example configuration from below. Press
[Ctrl-X] to end the text editor and confirm
saving the file with the [Y] and [Return] keys.

/etc/init.d/dhcpd restart Start the DHCP server.

chkconfig tftp on Enable the TFTP server that is started from
/etc/init.d/xinetd restart xinetd. Start the xinetd daemon after this.
tail -f /var/log/messages View the system log for DHCP messages.

7 Connect the desired RFPs to your LAN. Establish their power supply, either by PoE or by
plugging in the external power adapters. During the RFP start-up, the SSH console
windows should display DHCP messages that indicate the RFP DHCP queries.

DHCP Configuration File (/etc/dhcp/dhcpd.conf)

The following configuration example needs to be adapted to your network and RFPs.
Change all lines with “192.168.112.” to match your LAN. Also change the MAC address
(here: 00:30:42:0d:10:2¢) to the value printed on the backside label of the RFP that is
designated as OMM.

BRI R R R R R

# dhcpd.conf sample configuration for SIP-DECT #

B R R R

ddns-update-style interim;
ignore client-updates;
default-lease-time 86400;
max—-lease-time 86400;

### Define SIP-DECT options (incl. structure of option 43) ###

option space SIPDECT;

option SIPDECT.omm-ip code 10 = ip-address;

option SIPDECT.omm-syslog code 14 = ip-address;

option SIPDECT.omm-syslog-port code 15 = unsigned integer 16;
option SIPDECT.country code 17 = unsigned integer 16;
option SIPDECT.ntpsrvname code 18 = text;
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option SIPDECT.omm-ip2 code 19 = ip-address;
option SIPDECT.importurl code 24 = text;
option magic str code 224 = text;
option tftp-list code 150 = array of ip-address;
option vlanid code 132 = unsigned integer 16;
### class definition ###
# RFP (L) 31,32,33,34,41,42
class "SIP-DECT2G" {
match if option vendor-class-identifier = "OpenMobility";

# RFP (L) 35,36,37,43, since firmware 3.0RC3
class "SIP-DECT3G" {

match if option vendor-class-identifier = "OpenMobility3G";

### subnet definition ###

shared-network SIP-DECT
{
subnet 192.168.112.0 netmask 255.255.255.0
{
pool {
range 192.168.112.52 192.168.112.55;
allow members of "SIP-DECT2G";
allow members of "SIP-DECT3G";

option routers 192.168.112.1;
option subnet-mask 255.255.255.0;
option ntp-servers 192.168.112.109;

option domain-name-servers 192.168.112.1,8.8.8.8;

next-server 192.168.112.183;
vendor-option-space SIPDECT;

option magic str = "OpenMobilitySIP-DECT";
option SIPDECT.omm-ip 192.168.112.43;

# option SIPDECT.omm-ip2 192.168.112.52;

# option SIPDECT.country 1;

# option SIPDECT.omm-syslog 192.168.112.1;

if option vendor-class-identifier = "OpenMobility" {

filename "/iprfp2G.tftp";

if option vendor-class-identifier = "OpenMobility3G" {
filename "/iprfp3G.dnld";

# option tftp-server-name "tftp://192.168.112.183/subdir";

2 Getting Started
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host OMM {
hardware ethernet 00:30:42:12:6E:3B;

fixed-address 192.168.112.43;

} # end of pool

} # end of subnet

OMM selection

One RFP of a set needs to function as OpenMobility Manager (OMM). The configuration
suggested above will select a specific RFP for this role with the code 10 option of the DHCP
vendor option 43. The OMM is generally selected

¢ via the DHCP request (see chapter 9.5.3.1),
¢ within the static local configuration of an RFP (see chapter 9.6),
o within the RFP configuration file of (see chapter 9.8).

The RFP which has the same IP address as the dedicated OMM IP address will be the RFP
which the OMM application runs on.If two OMM IP adresses are configured, the OMM
application is started on both dedicated RFPs. One OMM becomes the active OMM and the
other the standby OMM. For more details about the standby feature, see chapter 9.13.

2.2 Initial Setup

After starting up the DHCP/TFTP server and starting the RFPs, you can start a web browser
and call up the web-based user interface of the OMM. Alternatively, the Java-based
OpenMobility Manager (“OMP.jar”) may be used. The following step-by-step description
emphasizes on the OMM’s web console.

1 Start a web browser and navigate to the IP address that you have configured for the OMM
in the code 10 option of the DHCP vendor option 43. This will display the OMM’s login

page.

Note: The browser's communication with the OMM’s web console is secured by the
HTTPS protocol. However, since you cannot validate a numeric intranet address
with a certifacte chain, you need to ignore / overwrite the web browser’s warning
about invalid certificates.

2 Enter “omm” in the User name input field. Also enter “omm” in the Password input field.
Click the OK button to log in. In the factory default configuration, the OMM now displays
the Info: End-user license agreement page. Read the agreement and confirm by
clicking the Accept button.
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AASI-RA OpenMobility Manager
SIP-DECT 3.1
2 = [l =
-
Login
System SIP-DECT
PARE 1F1E13ERA4

User name |Dmm

Password |-u =

goahead
WEBSERVER

OMM web console, login with “omm” / “omm”

3 On the next two pages that are displayed automatically, you need to enter new passwords

for two administrative user accounts. The first account is the “omm” user that can change
the configuration. The second account can be used to call up the OMM’s command line
shell via SSH. Enter passwords that contain at least lower case letters, capital letters, and
digits. After changing the passwords, the web console shows the Status page.

Navigate to the System: System settings page. For a small, un-activated installation as
it's depicted here for evaluation purposes, change the PARK setting to the PARK code
that is printed on the installation CD-ROM. If you upload a license/activation file instead,
the PARK is changed to the value included with the uploaded file. Also change the
Regulatory domain to match your region. Confirm with OK.

AASI'RA OpenMobility Manager

SIP-DECT 3.1

Status DECT settings B

7 System PARK * 1F1E18EBA4 (31170307272202)
mm'- Encryption Iv

SIP e ]

User administration DECT monitor r

Time zones When changing the DECT

SNMP Regulatory domain =il |EMEA ~ o;:g%?ﬁg gggglaiﬁ”be

DB management reset.

Event log DECT authentication code 1234

Sites

* Radio fixed parts
Portable parts

* WLAN

¥ System features

Portable part user login type |Mumber -

Downloading new firmware to portable parts
Active v

Licenses . .
Voice mail
Info . .
Voice mail number

System: System settings, change PARK and DECT regulatory domain

WARNING: Please note that selecting the incorrect regulatory domain may result in

a violation of applicable law in your country! If you install the system in
North America for example, choose “US (FCCI/IC)”.

Note: Whenever you modify the regulatory domain, a warning is displayed. You must
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confirm it first to apply the changed setting.
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Note: The RFPL35IP/RFP L36 IP/RFP L37 IP/RFP L43 WLAN and RFP L32 IP /
RFP L34 IP / RFP L42 WLAN devices provide a built-in license as described here. If
you have purchased another license type, you need to upload the license file on the
Licenses page now (see chapter 6).

5 Navigate to the Radio fixed parts page. Click the Start button to start capturing. Wait 10
seconds. Click the Radio fixed parts menu entry to refresh the display. If all expected
RFPs are listed, click Stop to end capturing.

AASTRA

Status
g System

Sites

DECT cluster 1

Portable parts
* WLAN
* System features
Licenses

Info

Impoj

turing unconfigured rad

| Stop —_—

License
AS0000 5

i 0001 License

RFP 2

LCECT cluster 1: 2 Radi) fiy
ID Name M a

00730:

00:30:

New radio fixed part

o Please configure a WLAN profile of proper type.

MAC address
Name

Site

DECT cluster

Preferred
synchronization
source
Reflective
environment

WLAN profile
802.11 channel

Qutput power level

General settings
00:30:42:0D:DF:33

License RFP 1

1~

DECT settings
1

WILAN settings

Cancel

Radio fixed parts, capture and add new RFPs

6 Click the = icon next to the desired entry to add a new RFP to the OMM. The New radio
fixed part dialog opens. Enter a Name. Enable the DECT settings checkbox that assigns
the RFP to DECT cluster “1”. Confirm with OK. Repeat this step for the second RFP.

7 Navigate to the Portable parts page. Click on the New button. The New portable part
dialog opens. Enter a Name, a Number and a DECT authentication code. Confirm with
OK. Repeat this step for a second DECT portable part with a different DECT
authentication code.
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Sites

* Radio fixed parts
Portable parts

* WLAN

¥ System features
Licenses

Info

Status Portable parts
g System

Mew portable part

New %

Subscription with configured IPEIs

Start

Wildcard subscription

General settings

Display name Betty Miller
Number 1002

Tk 1002

S0S number
ManDown number

Voice mail number

I

SIP authentication
User name

[2min ~] Stat |-l

1(1) P

confirmation

Name I
<] Henry Smith 1001

Portable parts, add new portable part

8 Click on the Start button below the Wildcard subscription heading. This will activate
subscription without known handset IPEls for the next two minutes. During this period,
subscribe two of your DECT handsets. Enter the configured DECT authentication code on
the DECT handset during the subscription procedure (see chapter 7). After subscribing
two DECT handsets make a test call from one DECT handset to the other.
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Navigate to the System: SIP page to connect the OMM to your PBX. Enter the IP address
of your PBX in the Proxy server and Registrar server fields. In the following screen shot,
an Asterisk FreePBX with address 192.168.112.91 is used to provide the SIP PBX

functions.
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|2

p— - =0
FreePBX =

A A S Admin Reports Panel Recordings Help Py
P * Logged in: freep uti

FreePBX 2.7.000n192.168.112.183 )

Setup  Tools alis
I Add SIP Extension Eraten =

4

FreePBX System Status

Module Admin ndld E .
Tensic .
| € Bxension Henry Smith <1001 =

HALIb! Galaxy Tab <1006>
B EmiAddong User Extension 1002
Display Name BEWM\ Configure portable part
Feature Codes CID Num Alias Changing Number and/or IPEI requires the PP to be
General Settings CIB Aline ubscribed again.
General settings
m n Display nam Betty Miller
R Number 1002
et SIP Efé:;l' authenticatio 1002
¥ System 0 Changing these settings may cause the 0| Login/Additional ID l:l
System settings | bscrinti
DTS o< | coeo | Detete subsartion| [
User administration SOS number l:l
. Basic settings
Time zones
S —— Proxy server i 192 168 112.91 Ma_”D"W’_‘ number f ]
Event |
Sit:z" * Registrar server * 192.168.112.91 SIP authentication
* Radio fixed parts —_Glsl +/Betty Miller Dsaouame 1002
Portable parts Registration peno 3600 Password
= et [esssasesnsesnssend
confirmation

SIP: System, connect to PBX & change portable part SIP configuration

10 Navigate back to the Portable parts page. Click the <] icon next to the desired portable
part entry to open the respective Configure portable part dialog. Change to User name
and Password fields under the SIP authentication heading to the SIP account
credentials configured on the PBX (see chapter 7.4.2 and chapter 7.7.1). Note, that the
entered User name is sent to the PBX as “authorization username” within the SIP
“‘REGISTER” message.

Verify the SIP registration, for example on a status display of your PBX as shown above.
Place a test call from the DECT portable part to another phone attached to the PBX.

The next steps depend on your requirements and would typically include setting up a
standby OMM (see chapter 9.13) or setting up the Download over Air software-update for
Aastra 600d / 650c portable parts (see chapter 9.17).
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3

Enhanced Feature Overview

A SIP-DECT® system scale from a single licensed RFP up to a larger SIP-DECT® system
that may include hundreds of RFPs. Some of the more advanced features target larger
DECT systems. You may browse the following list of features in order to get an overview and
to decide if it’s relevant for your requirements. You find in-depth explanations in the
referenced chapters.

Please note: Be aware that the majority of the new enhanced features require at least the
following handset firmware releases
—600d: firmware release 4.00
— 650c: firmware release 1.00
It is assumed that SIP-DECT® installations are configured to perform an
automatic firmware update over the air.

Download over Air

The Aastra 600d handset family and the Aastra 650c handset are able to download and
upgrade its firmware via DECT over the air.

For the OMM running on an RFP the handset firmware packages are delivered in the
package file “aafon6xxd.dnld” for the Aastra 600d handset family and the Aastra 650c
handset. This package file must be put on the same server and path where the RFP gets a
software image file for update purposes (e.g. iprfp3G.dnid).

The handset firmware packages are included in the OMM installation package for Red Hat©
Linux for the Linux x86 server version of the OMM (e.g. SIP-DECT_3.0.bin).

Wideband (CAT-iq 1.0 / Aastra Hi-Q™ audio technology)

Together with the new RFP (L)35/36/37 IP and RFP (L) 43 WLAN, the Aastra 650c offers the
possibility to act as Aastra Hi-Q audio terminal. This feature is realized using wideband
speech according to CAT-iq.

Each Hi-Q connection uses, compared to conventional narrowband, the double capacity on
the DECT air interface. Due to this fact, 4 Hi-Q connections (instead of 8) can be established
via one RFP.

Aastra Hi-Q audio technology must be enabled or disabled per site (see chapters 7.5 and
8.6). This functionality must be homogeneously available among synchronous RFPs
(members of the same cluster). Each site with enabled Hi-Q audio must exclusively contain
new RFP (L)35/36/37 IP or RFP (L) 43 WLAN.

Typically one site is identical with one cluster, i.e. all RFPs belonging to a specific site
belonging to a specific cluster. However a site can have more than one cluster. The OMM
does not refuse to configure one cluster which contains multiple sites. Such configuration
could annul the rule that Hi-Q audio must be homogeneously available among synchronous
RFPs.

Please note: It is strongly recommended not to setup systems with multiple sites within one
cluster.
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RFP mixed installations

In sites (or whole systems) with disabled Hi-Q audio, an arbitrary mixture of

RFP (L) 32/34 IP / RFP (L) 42 WLAN and RFP (L) 35/36/37 IP / RFP (L) 43 WLAN is
allowed. No further restrictions appear for mixed installations.

RFP SL35 IP support

SIP-DECT® 3.1 supports the RFP SL35 IP after applying the unlock file and the standard
SIP-DECT® 3.1 SW to the RFP.

Before the standard SIP-DECT® SW can be installed on the RFP SL35 IP the unlock.xml file
must be available for the RFP on the USB. After applying the unlock.xml file the RFP accepts
the standard SIP-DECT® 3.1 SW.

In terms of licensing, the OMM manages the RFP SL35 IP with the unlock file and the
standard SIP-DECT® 3.1 SW like an RFP L35 IP.

For a detailed description see chapter 9.21.

DECT XQ

The DECT radio communication generally suffers from attenuation and radio wave reflection.
Especially if a building’s walls and ceilings contain a higher portion of metal-based material
or if larger metal surfaces are present, the DECT XQ improves the radio communication
between an RFP and an Aastra 600d / Aastra 650c portable part at the expense of DECT
channel capacity (see 9.3). Enable this feature for some or all of your RFPs (see chapter
7.6.3, “DECT settings” or chapter 8.7.1.2, “DECT tab”).

It is not possible to have DECT XQ audio combined with Hi-Q audio within the same
connection.

Three operating modes regarding audio quality are selectable at the Aastra 650c handset:
standard audio, Hi-Q audio and automatic.

¢ In case that an Aastra 650c operates in Hi-Q audio mode, it will exclusively establish
wideband connections and not switch to narrowband later on. An Aastra 650c in this mode
will ignore the XQ capability of the RFP.

¢ |n case that an Aastra 650c operates in standard audio mode, it will exclusively establish
narrowband connections and not switch to wideband later on. An Aastra 650c in this mode
will switch to DECT XQ and back as necessary.

¢ In case that an Aastra 650c operates in automatic mode, the connection establishment
depends on whether the current base provides DECT XQ or not. If DECT XQ is available,
a narrowband connection will be established. Otherwise a wideband connection will be
established.

UTF-8

The UTF-8 support allows the presentation of a wider range of language specific characters
e.g. umlauts and eases the internationalization/localization. Since SIP-DECT® 2.1 the OMM
and the Aastra 600d handset family support UTF-8 for text messaging.

With the SIP-DECT® 3.0 the OMM and the Aastra 600d / 650c handsets support an
extended character set for
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e User parameter (configurable via WEB, OMP or external user configuration files)
— System name
— User name
— Number
o SIP “display names” und SIP “user id’s”
e Call logs

e LDAP directory access

of incoming and outgoing calls

o XML terminal interface objects

Be aware that this feature needs at least following handset firmware releases:

¢ Aastra 600d: firmware release 4.00 or later

e Aastra 650c: firmware release 1.00 or later

For 3-party GAP handsets, Aastra DECT 142 / Aastra 142d or Aastra 600d / 650c with older

firmware releases, the UTF-8 character set is not supported. If possible, the OMM maps
UTF-8 character to LATIN-1.

Please note: The actually available set of characters is defined by the handset. Please see
/31/. Characters not supported by the Aastra 600d / 650c e.g. “H” are
replaced by “[1”.

User configuration files must be encoded in UTF-8.

Alphanumeric dialing

The SIP-DECT® release 3.0 supports together with the new handset firmware releases
Aastra 600d 4.00 and Aastra 650c 1.00 the dialing of alphanumeric characters. This allows in
advance to the classical dialing of digits the dialing of names (e.g. “Heinrich.Mueller”).

If SIP URI dialing like “name@domain” shall be used please use an (outbound) proxy which
supports the interpretation of SIP user names including domain names.

Digit treatment and UTF-8/alphanumeric dialing

The feature “Digit treatment” is designated to handle dialed digit strings only. It cannot be
applied with SIP-DECT® release 3.0 to UTF-8/alphanumeric dialing.

Voice mail number

A system-wide voice mail number can be configured within the system setting section. This
number is used by the Aastra 600d / 650c handset family if a voice box call is initiated.

The system-wide voice mail number can be overruled by a user specific voice mail number.

If there is no voice mail number configured or another type of handset is used; then the voice
mail number must be configured locally in the handset.

Please note: The voice mail number is supported by the external user data configuration
files. The parameter UD_VoiceMailNumber can be set in the
user_common.cfg and/or “user.cfg” or “LoginlD.cfg” e.g.

“UD VoiceMailNumber=222". For details please refer to: SIP-DECT®; OM
Handset Sharing & Provisioning; User Guide.
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Diversion indication

The OMM supports the displaying of diversion indications for Aastra 142d and Aastra 600d
handsets based on the SIP Diversion Header defined in RFC 5806. This feature is only
available with iPBXs generating such Diversion Headers.

When an outgoing call from an Aastra 142d / Aastra 600d phone is being diverted to another
destination (i.e. via call forward), the phone displays the Caller ID (phone number and/or
caller name) of the new destination and the reason for the call diversion (if delivered from
IPBX). Similarly, at the new destination, the Caller ID of the original call destination is
displayed.

Example:
1 Tim calls Mark at 5142.
2 Mark’s phone is busy and diverts the incoming call to Roger at 5141.

3 Tim’s phone displays the extensions where the call is being diverted to and the reason for
diverting the call.

4 Roger’s phone starts ringing and displays the name and number of the phone the
incoming call (Tim) and the original called destination (5142).

diverted to

Tim's phone @ 5140 = Roger's phone @ 5141
by Mark's phone
-IHE @ 5142 -IHB
user-busy Tim
=>5142 >>5142
5141
[ (et >

Call completed elsewhere
SIP-DECT® supports the SIP “Reason” header field defined in RFC 3326.
When SIP-DECT® receives a CANCEL request including a “Reason” header field with

“cause=200", the incoming call will be marked as accepted in the local incoming call logs of
the Aastra 600d and Aastra 142d phones.

OMM standby

The OMM is the central management entity in a SIP-DECT® system and forms thereby
single point of failure. It is possible to automatically transfer the OMM function to a second
RFP device in case of failure or loss of network connection (see chapter 9.13).

Backup SIP proxy/registrar

To increase the operational availability of the system in critical environments like hospitals,
the OMM offers a new failover mechanism for the SIP server. Therefore, in addition to the
primary proxy, outbound proxy and registrar server it is possible to configure two additional
levels of backup servers named “secondary” and “tertiary” servers (see chapter 9.17.3).
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In addition, a keep-alive mechanism implemented in the OMM allows the automatic failover
to secondary/tertiary servers or automatic coming back to primary servers (see chapter
9.17.4).

RFP synchronization / radio coverage planning

To ensure a seamless communication experience, the SIP-DECT® system switches an
ongoing DECT phone call from one RFP to another if the radio communication quality drops
below a certain threshold. The seamless handover is possible only if the participating RFPs
are synchronized. RFP synchronization is performed via radio communication between
RFPs, which in turn requires a decent radio coverage planning (see chapter 9.2).

Clustering / paging areas

Your SIP-DECT® system may include different locations, where the distances between the
locations prevent the RFPs from performing the over-the-air synchronization. In this case,
you need to split your network into clusters (or “synchronization domains”). Assign RFPs to
cluster numbers for this (see chapter 7.6.3, “DECT settings” or chapter 8.7.1.2, “DECT tab”).

If your SIP-DECT® system consists of a very large number of RFPs, you should configure
the paging area size to optimize the signaling necessary for paging a DECT portable part in
throughout the SIP-DECT® system (see 8.7.2).

Isolated sites
A separate cluster number is also required, e.g. for a single RFP servicing an office abroad.

Also, if the VPN network connection to the isolated site’s RFP cannot transport DHCP, you
may use static IP address configuration for the single RFP (see chapter 9.6).

Wireless LAN (WLAN)

If you purchased a number of WLAN RFPs (RFP (L) 42 WLAN or RFP (L) 43 WLAN), the
SIP-DECT® system also provides access to your company LAN via Wireless LAN. The
RFP (L) 43 WLAN supports additionally 802.11n and 802.11a. The WLAN configuration of a
group of WLAN RFPs is managed by WLAN profiles (see chapter 7.8).

PC-based OMM installation
A very large number of RFPs or a large number of DECT portable parts may exceed the
storage capacity or processing power of the embedded RFP device. For this reason, it is also

possible to operate the OMM on a standard PC under the Linux operating system (see
chapter 9.10).

SIP-DECT® release 3.0 is tested and released for Red Hat© Enterprise Linux 6 for x86
server.

OM Locating application

You can set up a system to locate and track DECT portable parts in your DECT system. This
includes a separate Web user interface, which for example can be operated by service
personnel to locate a DECT portable part that has triggered an alarm. Refer to the
“OpenMobility Locating Application” user guide for details, see /27/.
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Locating application image generator

The OM Locating application is able to display small maps showing the placement of an
RFP. Till SIP-DECT® release 3.0 these graphic maps had to be generated manually by
using a graphic editing program.

Since SIP-DECT® release 3.1 the OM Management Portal (OMP) can be used to generate
the graphic map images needed by the OM Locating application.

Images showing the floor plan of the buildings belonging to the OM system can be imported
into the OMP. In a next step the RFPs of the SIP-DECT® system can be placed on these
images with drag and drop. Finally for each of the RFPs, the graphic map images will be
generated in the format and size as required by the OM Locating application.

The process and the OMP functionality for this feature are described in detail in
chapter 9.19.Extended messaging

You can set up an extended messaging and alarms system, e.g. to provide automated
reactions on alarms triggered by DECT portable parts or on alert messages. The extended
messaging system may also provide message confirmations, message based services, and
may also be integrated with external computer systems. Refer to the “OpenMobility
Integrated Messaging & Alerting” user guide for details, see /28/.

OpenMobility provisioning

While some users in the SIP-DECT® system will use their “personal handset”, it is also
possible to operate shared handsets. The OpenMobility SIP-DECT® solution provides an
enhanced DECT Handset Sharing and Provisioning concept that enables to comfortably
manage a large amount of DECT handsets and which provides a flexible subscribing model.
With this, the SIP-DECT® system supports new features such as logging in and out with a
personalized user account on different DECT handsets, import of user data from an external
provisioning server, automatically subscribe new DECT handsets or control subscription
specific system functions from DECT handsets. Refer also to the “OpenMobility Provisioning”
user guide for details see /29/.

User monitoring

To check the availability of a user in terms of the possibility to receive calls or messages, the
OMM monitors the status of the user's DECT device. Passive and active user monitoring is
not enabled by default.

In addition to the standard request, response and notification messages, the OMM generates
alarm triggers if a user becomes unavailable. The alarm triggers can be consumed by OM
IMA, OM Locating application or another application using OM AXI. If a user becomes
available again then the OMM informs about this status change by sending an additional
alarm trigger.

The status information is available via OM AXI and OMP.

For a detailed description of the “User monitoring” feature see chapter 9.20.

SIP-DECT® XML terminal interface

The SIP-DECT® XML terminal interface allows external applications to provide content for
the user on the DECT handsets display and much more. The list of potential applications is
endless. The interface is derived from the XML API for Aastra SIP Phones and coexists with
the OM AXI features e.g. text messaging.
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Partners can get access to the interface specification /36/ by registering at the A2P2
program.

To call a certain URI there are a number of hooks available for the Aastra 600d / 650c
handsets which can be put on a programmable key or can be called from a menu.
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The following hooks are available:

Hook Description Programmable Key Menu entry
Caller list To replace the local caller list yes Yes
Redial list To replace the local redial list yes Yes
Server Menu  Hook to reach a server menu yes yes '
Presence Hook to reach a presence application yes Yes
Applications List of 10 hooks; each of them can be yes Yes

freely defined (App1 — App10)
App1—App10 10 hooks which can be freely defined yes No
Event Actions  URI to be called in case of no 2 No ?

user/device events

' The server menu is integrated in the OMM system menu. The (OMM) system menu is
available as a menu entry in the local main menu of the handset (soft key "’}}) or directly

available by a long press of the soft key ¥? If no user is assigned to the handset, then the
server menu is the only available XML application hook.

2 The URI to be called is configured in the OMM via OMP. Content can be pushed towards
the handset via SIP notify. For more information please see /36/.

SIP-DECT® XML terminal interface evolution (SIP-DECT® release 3.1)
With SIP-DECT® release 3.1 new or changed behavior on XML objects is provided (see SIP-

DECT® XML terminal interface specifications “PA-001008-05-00" and “reg-0715” (version
0.21) for more details).

Integration of corporate directories

The SIP-DECT® solution supports integration of LDAP and XML-based corporate directory
services. XML-based directory services can be implemented using the XML terminal
interface. The configured directories are presented in a list on the Aastra 600d / 650c
handset if the user calls up the central directory.

For configuration information see chapter 7.9.2 and chapter 8.9.5.

Integration into external management systems

To integrate the SIP-DECT® system into external management systems, you can use the
following features.

e Each RFP may run an SNMP agent that can be queried by SNMP management software
(see 9.16).

e To further integrate into external configuration management systems, the DECT system’s
configuration is available my means of ASCll-based configuration files. You can configure
automatic import or export of configuration files from/to an external server. For RFP
configuration files see chapter 7.6.4; for user configuration files refer to the “OpenMobility
Provisioning” user guide, see /29/.

o The OM AXI software application interface can also be used for integration into external
systems. Refer to the OM Application XML Interface (OM AXI) specification, see /30/.
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System configuration tools

You can configure and maintain the SIP-DECT® system with two different
applications:

o the Web-based OMM Web service (see chapter 7) and
e the Java-based OM Management Portal (OMP, see chapter 8).

Both applications support the essential configuration and administration settings required for
smaller SIP-DECT® systems. However, for larger SIP-DECT® systems using enhanced
features, some settings are not available in both applications. To help you to decide which
application to use, the following table lists the features and settings that are available in one
of the applications:

Feature Web OMP
SNMP configuration Yes No
DB management: User data import No Yes
Configuration and start of a system dump No Yes
Event information display (Event log) Yes No
WLAN profile configuration Yes No
Dynamic PP subscriptions (OpenMobility provisioning) No Yes
Locating settings for PP No Yes
Paging areas No Yes
Alarm Triggers No Yes
RFP sync. View No Yes
RFP statistics No Yes
RFP data export No Yes
Capturing unconfigured RFPs Yes No
Configuration of XML applications (SIP-DECT® XML terminal No Yes
interface)

Configuration of SIP backup servers No Yes
User monitoring No Yes
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4 Naming Convention

The naming convention used with SIP-DECT® 2.1 or earlier for software deliverable is
unified with SIP-DECT® 3.0. This applies for the software packaged for the RFPs as well as
for the Red Hat®© Linux x86 server packages.

SW package Old New

SW image for RFP (L) 32/34 IP / omm_ffsip.tftp iprfp2G.tftp

RFP (L) 42 WLAN

SW image for RFP (L) 35/36/37 IP / - iprfp3G.dnid

RFP (L) 43 WLAN

OMM software for Linux Red Hat© x86 omm_ffsip_install.bin SIP-DECT_<version>.bin
server (self-extracting executable)

SIP-DECT® omm_ffsip-OMM- SIP-DECT-OMM-
OMM SW rpm <ommversion>.i586.rpm <version>.i586.rpm
SIP-DECT® omm_ffsip-6xxd- SIP-DECT-HANDSET-
handset firmware rpm <handsetversion>.i586.rpm <version>.i586.rpm
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5

Login and Passwords

Interface/Tool

Initial configuration
via OM Configurator
login / password

(no previous connection with
the OMM)

Initial OMM
configuration via Web
or OMP standard full-
access account

login / password

OMM access via Web
or OMP

(after initial OMM
configuration)

Configuration via OM
Configurator after
connection with OMM
login / password
(system-wide set by OMM)

ssh
(no previous connection with
the OMM)

ssh

(with previous connection with
the OMM)

(system-wide set by OMM)

depl-1669/0.3

OMM

uommu / uommu

Read-only or full-
access accounts as
configured

n.a.

n.a.

n.a.

RFP (L) 32/34 1P /
RFP (L) 42 WLAN

No login required

n.a.

n.a.

OMM standard full-
access account
login / password

User shell:
iiomm” / “Omm"

Root shell:
“root” / “22222”

User shell:

OMM standard full-
access account
login / password

Root shell:
as configured

5 Login and Passwords

RFP (L) 35/36/37 IP /
RFP (L) 43 WLAN

uommn / uommu

n.a.

n.a.

OMM standard full-
access account
login / password

User shell:
iiomm” / “Omm"

Root shell:
“root” / “22222”

User shell:

OMM standard full-
access account
login / password

Root shell:
as configured
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6 Licensing

6.1 Licensing Model
Starting with SIP-DECT® release 2.1 several features of the Open Mobility system are
licensed:
o the system size concerning the number of configured RFPs,
o the software version running the OMM,
¢ the messaging application,
¢ the locating application, and
e the number of G.729 channels.

For information on the messaging and locating application please refer to the appropriate
documents listed in the section 11.6 References.

System
Number of radio fixed parts 10 || OM System License XXX
Software version 3.0.x currently running SIP-DECT 2.0RC4
License key ILX1A-WZ67G-4DFHS-44A4X-R3ZQX
Messaging
MNumber of users allowed to . .
—
send messages 10 OM Messaging License XXX
L v} OM Messaging & Alerting
Receiving text messages 4 System License
License key L2QEA-187G3-Q7HIT-NIENS-GK68C
Locating
Number of users allowed to be ] .
1
located 10 OM Locating License XXX
External locating application -\,'Z‘i~ OM Locating Server License
License key 1Z23UH-WHWFV-FKRW9-8ZGKU-VFUPL
G.729
Number of G.729 channels 10 I OM G.720 License XXX
License key UFFGZ-CXG39-W5V25-9K74B-ZDGE4

OM Web service: Licenses page

There are different license modes available for the user depending on the desired system
size:

Small un-activated — up to 2 standard RFPs
¢ Any mixture of RFP 35 IP, RFP 36 IP, RFP 37 IP, RFP 43 WLAN

e Telephony only; no licenses required

o Free software upgrade

Small un-activated — up to 2 L-RFPs
e Any mixture of RFP L35 IP, RFP L36 IP, RFP L37 IP, RFP L43 WLAN
o Advanced features built-in, no licenses required

o Free software upgrade

Note: The PARK code from a OM System CD is required to operate (unactivated) small
systems.
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Small activated — up to 20 L-RFPs
¢ Any mixture of RFP L35 IP, RFP L36 IP, RFP L37 IP, RFP L43 WLAN
e Advanced features built-in

e Requires an activation

Medium — up to 256 RFPs
e Any mixture of RFP (L)35 IP, RFP (L)36 IP, RFP (L)37 IP, RFP (L)43 WLAN
e Licenses required for

— Installation (number of RFPs)

— Messaging and alerting services

— Locating service
— Software upgrade

Large — up to 2,048 RFPs

e Any mixture of RFP (L)35 IP, RFP (L)36 IP, RFP (L)37 IP, RFP (L)43 WLAN

e OpenMobility Manager (core software) resides on one or two Linux-based PCs
o Licenses required for

— Installation (number of RFPs)

— Messaging and alerting services
— Locating service

— Software upgrade

Additionally the OMM can operate in a demonstration mode. Note that G.729 is not available
if the OMM operates in a demonstration mode.

6.1.1 About G.729 Licenses

Starting with SIP-DECT® release 3.0, the G.729 codec is a licensed feature. If G.729 shall
be used, an appropriate license is required. This applies to all types of SIP-DECT®
installations independent from the RFP type.

Note: The number of G.729 licenses is part of the activation or license file. You can view
the current number of G.729 licenses on the Licenses page of the OM Web service
or on the License page of the OMP Java tool after uploading the activation or
license file.

The G.729 license contains the number of G.729 channels licensed. A SIP-DECT®
installation does not maintain more G.729 channels than licensed. As soon the number of
licensed G.729 connections has been reached, the OMM does not offer this codec in further
SIP codec negotiations. In addition, syslog and health state warnings occur.
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About G.729 Licenses for un-activated small systems

For the un-activated license categories “Small — up to 2 standard RFPs” and “Small — up to 2
L-RFPs” as well as for the demonstration mode, the number of G.729 licenses is zero, thus
G.729 cannot be used.

If you need to use G.729 on a small system, you can do this by either
¢ by activating up to 2 L-RFPs, this will make ten G.729 licenses available, or

¢ by licensing up to two standard RFPs (“OM G.729 Mini License” needs to be applied), this
will make 4 G.729 licenses available.

Note: In both cases your system will be bound to the current release and normal update
mechanisms (update license, re-activation will apply). For this reason, you loose the
free software upgrade possible with un-activated small systems.

6.1.2 Update License

Since SIP-DECT® 2.1, for updating to a newer release you need an update license. A free
update license is included for one year after the initial license activation. After this time an
update license is required.

6.1.3 Grace Period

The OMM identifies medium and large systems using the unique PARK as well as the MAC
addresses of up to three RFPs (called validation RFPs here).

The number of three RFPs guarantees a redundancy when a hardware or network error
occurs. On the other hand, an odd number does not allow system duplication with splitting
the system into two separate parts.

When the 1% validation RFP is disconnected the OMM generates just a warning. This
warning will be displayed on the Status page of the OM Web service, see also chapter 7.3.

General
Mot all of the RFPs selected for licensing are currently connected to the

Status 1. OpenMobility Manager. If the next RFP fails the license becomes invalid. Please
reconnect the missing RFP, let it repair or obtain a new license with other RFPs.

License type Standard license

Grace period 71:30 (charging ...} I

PAR K 1F10158732C (31100303462609)

MAC address 1 00:30:42:00:22: 42 of

MaC address 2 00:30:42:00:20:80 b 4

MAC address 3 00:30:42:0C:BE: 99 v

OM Web service: Status page

But when the 2™ validation RFP is disconnected, the OMM considers a license violation. In
this case a grace period of up to 72 hours starts to decrement. When the timer expires, the
OMM restricts all licensed features.
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General
Flease ensure that the RFPs selected for licensing are connected to the

Sl e OpenMobility Manager.

License type Standard license

Grace period 72:00 (discharging ...) N
PARK 1F1018732C (31100303462609)
MAC address 1 00:30:42:00;22: 42 of

MAC address 2 00:30:42:00:20:80 b 4

MAC address 3 00:30:42:0C.BE: 99 ®

When the validation RFPs are reconnected to the OMM, the grace period is incremented
until it reaches its maximum of 72 hours. In other words the grace period must be recharged
the same time as the violation last to gain the full redundancy time.

General
Status 4
License type Standard license
Grace period 71:57 (charging ...} I
PARK 1F1018732C (31100303462609)
MAC address 1 00:30:42:00:22: 42 v
MAC address 2 00:30:42:00:20:80 v
MALC address 3 00:30:42:0C:BE: 29 of
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6.1.4 License Violations and Restrictions

A license can be violated in three ways:

* The number of configured items exceeds the number of licensed items. In this case the
associated feature is restricted:

- the audio stream of calls is dropped after 30 seconds when the number of connected
RFPs exceeds the licensed number,

- the messaging application limits the type of messages to “info”,
- the locating feature is stopped.

e The software version coded into the activation or license file does not cover the software
version running on the OMM.

All of the restrictions above will be activated until either the OMM is restarted with the
correct version or the license is replaced covering the correct software version.

o The OMM has no connection to at least 2 of the validation RFPs and the grace period has
expired.

All of the restrictions above will be activated until at least 2 validation RFPs are
reconnected to the OMM.

6.1.5 G. 729 License Violations

After the grace period of 72h for the violation of common licenses (like activation or
installation/system license) telephone calls are limited to 30 seconds for each call. If G.729
was previously licensed, the G.729 codec can still be used for the number of licensed
channels for such limited calls.

If all G.729 licenses have been consumed, the remaining licenses are not affected in form of
a new license violation:

¢ No license grace period timer will be started.

* The remaining licenses are not influenced.

o Telephony using other codecs is not influenced.

If all G.729 licenses have been consumed, G.729 will not be offered in the SIP codec

negotiation anymore. A dynamic codec change to G.729 will terminate the call with the
following actions:

e The reason of the call termination will be displayed on the handset screen and sent as a
text message to the handset.

¢ An eventlog and a syslog entry are generated.

A system health state for G.729 licenses will be changed to the state ‘Warning’ as long as no
G.729 resources are temporarily free (condition: number of G.729 licenses >0 (built-in or
license file).

There is a new predefined alarm trigger “G729ABORT” which is initiated if a call fails:

a) The remote site offers G.729 but the OMM does not and the setup fails because of no
overlap of codec (incl. re-invite and update).

b) No license can be allocated at the point in time of dynamic codec change.
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The G.729 license state will be displayed with a yellow exclamation mark ! (Warning:
insufficient G.729 licenses) in the OMM configuration user interfaces as long as no G.729
resources are temporarily free (condition: number of G.729 licenses >0 (built-in or license
file).

6.2 Uploading an Activation or License File

An activation or a license file must be generated on the Aastra license server. The license
confirmation you received contains detailed information how to generate an activation /
license file. The file can be uploaded into the OMM either via Web service (see chapter 7.10)
or via the OMP (see chapter 8.9.6).

An activation file as well as a license file contain a PARK for system identification. If the
newly imported PARK differs from the current PARK, the OMM will perform a restart. In this
case handset subscriptions will be deleted.

Note: The file can be opened with a text editor to view the license or activation parameter.

6.3 Demonstration Mode

When an OMM comes up for the first time, it considers itself as working in demonstration
mode. In this mode all of the OMM features can be evaluated without any license for 72
hours starting with the 1% RFP being connected to the OMM. In demonstration mode, the
audio stream of calls is dropped after 30 seconds.

General
o Flease configure a valid license or activation key to ensure the correct operation of

S the GpenMobility Manager!

License type Demonstration mode
Grace period 72:00 (discharging ...) | EE———
PARK. 1F100CFDAS (31100147412304)
System
Mumber of radio fixed parts 4096 Ord Systern License XXX
Software version 21 currently running private patch based on 2.1.0 Build 10
Messaging
Users allowed to send text . .
—
messages 4500 Onf Messaging License XXX
o W Ord Messaging & Alerting Systerm
Receiving text messages 4 et
Locating
Mumber of locatable users 4500 — OM Locating License XXX
External locating application o Or Locating Server License

Display of demonstration mode in the OM Web service

After 72 hours the OMM restricts all features as described in section 6.1.4.

The OMM stays in demonstration mode as long as the default built-in PARK is not changed.
The PARK can be changed either on the System settings page as described in section
7.4.1. This leads to a small system using the built-in license. Another way to change the
PARK is to upload an activation or license file purchased from the Aastra license server (see
chapter 6.1.3). This leads to a medium system or large system respectively.
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6.4

6.4.1

Notes on demonstration mode
e Multiple OMMSs running the Demo license at the same location can influence each other
because of the same PARK!

o (.729 is not available if the OMM operates in a demonstration mode.

License Models

Small System (Un-activated)

When changing the PARK on the System settings page of the OM Web service, the OMM
uses the built-in license resp. the standard license for a small system.
The built-in license for an un-activated small system features:
e up totwo L-RFPs
- standard telephony,
- sending messages from DECT handsets for all users, and
- no locating.

¢ Messaging features are generally restricted to type “Info”, “Low”, “Normal” and “High” for
all users (no “Emergency” and no “Locating Alert”).

Note: You can activate a small system with up to 2 L-RFPs to use the G.729 codec (see
page 41).

The standard license for an un-activated small system features:
e up to two standard RFPs

- standard telephony,

- no message sending from DECT handsets and,

- no locating.

e Messaging features are generally restricted to type “Info”, “Low”, “Normal” and “High” for
all users (no “Emergency” and no “Locating Alert”).

Note: You can license a small system with up to 2 standard RFPs to use the G.729 codec
(“OM G.729 Mini License”, see page 41).

On a small system, the software prevents you to exceed the license limits. While you cannot
configure more than 2 RFPs (see below), it is possible to configure advanced features such
as locating / sending messages but you cannot activate these features later on. Since there
is no activation or license file present, the software version is not checked. As the system is
not validated via RFPs and hence the grace period does not play any role there are no
license violations possible at all.
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General
License type Build in license for up to 2 radio base stations
PARK 1F1018732C (31100303452609)
System
Mumber of radio fixed parts 2 Ord Systern License XXX
Software version 21 currently running private patch based on 2.1.0 Build 10
Messaging
Users allowed to send text 4500 Ord Messaging License XXX
messages
Recelving text messages o O Messaging & Alerting Systern
License
Locating
Mumber of locatable users = Ord Locating License XXX
External locating application b 4 Ord Locating Server License

When there are more than 2 RFPs configured while the PARK is changed, only the first two
RFPs will stay in the configuration database. All other RFPs will be dropped silently.

6.4.2 Small System (Activated)

When the activation file is uploaded to the OMM, the built-in license is activated and the
OMM enters the activated system state. In this state the OMM uses the following license
features:

e 3 and up to 20 L-RFPs,

- standard telephony,

sending messages from DECT handsets for all users,
10 concurrent G.729 connections, and

- no locating.

o Messaging features are generally restricted to type “Info
all users (no “Emergency” and no “Locating Alert”)

¢ You can acquire additional G.729 licenses for these systems.

LI T] L]

, “Low”, “Normal” and “High” for

The OMM extracts the software version from the activation file and checks this against its
own software version. A lower software version within the activation file leads to a license
violation.

The OMM prevents a license violation due misconfiguration e.g. it is not possible to configure
a 21%' RFP in the system.

To obtain an activation file from the Aastra license server the MAC address of 3 RFPs must
be entered. These 3 validation RFPs are used to validate the activation.
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6.4.3

General
Status of
License type Activated built-in license for up to 20 radio base stations
Grace period 00;36 (charging ...} 1
PARK 1F1018732C (311003032462609)
MAC address 1 00:30:42: 00 22: 42 v 4
MAC address 2 00:30:42:00:20:80 of
MAL address 2 00:30:42:0C:BE: 99
System
Mumber of radio fixed parts 20 || Ord Systermn License XXX
Software version Filex currently running private patch based on 2.1.0 Build 10
License key SHDKD-1B8G78-1LeU7-120L5-64/K4
Messaging
Users allowed to send text 7 ;
—
messages 4500 On Messaging License XXX
- onrd Messaging & Alerting
V4
Receiving text messages Systern Licerse
Locating
Mumber of locatable users = oM Lacating License XXX
External locating application b 4 Or Lacating Server License

While obtaining an activation file from the Aastra license server it is possible to enter the
PARK used for a small system installation. This prevents the need to re-subscribe all
handsets.

When there are more than 20 RFPs configured (in demonstration mode) while an activation
file is uploaded, only the first 20 RFPs will stay in the configuration database. All other RFPs
will be dropped silently.

Note: Note: When once changed via activation file upload, the PARK cannot be changed
any more on the System settings page of the OM Web service.

Medium or Large System

When the PARK is changed via the upload of a license file, the OMM enters the medium or
large system state. In this state the OMM uses the following license features coded into the
license file.

o System license (Medium):
- 3 and up to 256 RFPs (L-RFPs or standard RFPs),
» System license (Large):
- 3 and up to 2048 RFPs (L-RFPs or standard RFPs),
- software version of the OMM allowed to be executed.
e Messaging license:
- number of messaging clients allowed to send messages,
- whether clients are allowed to receive messages.
¢ Locating license:
- number of locatable handsets,
- whether the locating application is allowed to execute.
o G.729 license
- number of concurrent G.729 encoded phone calls

depl-1669/0.3 Page: 47 (280)



SIP-DECT® OM System Manual Release 3.1 6 Licensing

During purchase of a license file from the Aastra license server, the MAC address of 3 RFPs
must be entered. These 3 validation RFPs are used to operate the grace period as described
in section Fehler! Verweisquelle konnte nicht gefunden werden..

General
Status o
License type Standard license
Grace period 00:28 (charging ...}
PARK. 1F1018732C (31100303482609)
MAL address 1 00:30:42:00:22:42 of
MAC address 2 00:30:42:00:20:80 of
MAC address 3 00:30:42:0C:BE: 99 v 4
System
Mumber of radio fixed parts 1000 anrd System License XXX
Software version 2.1 currently running private patch based on 2.1.0 Build 10
License key S9BRD-EBW12-83W7P-92FX]-HCWCM
Messaging
Users allowed to send text .
—
messages 200 On Messaging License XXX
o Y, Or Messaging & Alerting
Receiving text messages 4 Systern Licanse
License key AUGQ-TEET-BWTPZ-5LBPC-2XRRS
Locating
Mumber of locatable users 100 ard Lacating License XxX
External locating application o Or Lacating Server License
License key HeDSF-86 56X -3EWFF-SHEHS-FNMWE

When obtaining the license file from the Aastra license server, it is possible to use the PARK
used for a small or medium system installation. This prevents the need to re-subscribe all
handsets.

Note: Note: When once changed via activation file upload, the PARK cannot be changed
any more on the System settings page of the OM Web service.
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7

71

OMM Web Service

The OMM acts as an HTTP/HTTPS server. The HTTP server binds to port 80 and HTTPS
binds to port 443 by default. A HTTP request on port 80 will be redirected to HTTPS on
port 443. The service access is restricted to one active session at a time and is password
protected.

The browser used for service access has to be at least Microsoft Internet Explorer 6.0 or
Mozilla Firefox 1.5 and must have frame support, JavaScript and cookies enabled.

Note: The service access is restricted to one active session at a time and is password
protected.

Login

The OMM allows only one user at a time to configure the system. A user must authenticate
with a user name and a password. Both strings are checked case sensitive.

With initial installation or after discarding all settings, the OMM Web service is accessible via
a default built-in user account with user “omm” and password “omm”.

MgrRA OpenMobility Manager
SIP-DECT 3.1
Sl
Login
System -
PARK 1F100CFOAG
User name ‘omm
Password Y
goahead
WEBSERVER

With the first login into a new SIP-DECT® SW version the user has to accept the End User
License Agreement (EULA), see chapter 7.11.

If the default built-in user account is active, the administrator has to change the default
account data (passwords) of the “Full access” and “root” account. Refer Initial Setup (see
chapter 2.2). The meaning of the different account types is described in section 9.14.1.

Please note: The OMM will force to alter the default account data. As long as the
passwords are unchanged, the OMM will not allow any other configuration.
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After login in, the following menus are available:

e Status menu:
displays the system status, see chapter 7.3;

e System menu:
allows configuration of general SIP-DECT® system parameters, see chapter

¢ Sites menu:
allows to group RFPs into different sites, see chapter 7.5;

¢ Radio fixed parts menu:

7 OMM Web Service

7.4;

allows configuration and administration of the attached RFPs, see chapter 7.6;

o Portable parts menu:
allows administration of the PPs, see chapter 7.7;

e WLAN menu:
allows configuration of WLAN parameters, see chapter 7.8;

o System features menu:

allows administration of system features like digit treatment and directory, see chapter 7.9;

e Licenses menu:
allows administration of licenses, see chapter 7.10.

¢ Info menu:
displays the End User License Agreement (EULA), see chapter 7.11.

7.2 Logout

If no user action takes place, the OMM automatically logs out the user after 5 m

inutes. To log

out from the system click the Logout button on the upper left of the OM Web service screen.

Status

anager

- OpenMobility M
MgRA SIP-D SIP-DECT 3.1

L4 System

. General

» Radio fixed parts OpenMobility Manager SIP-DECT 3.1RC1 Build 10 (DIAG)

Portable parts Uptime 5:15
F WLAN s oThe current software version is not covered by the license! Please
> either update the license or use the matching software version.

System features " o

i : —
N Grace perio 00:00
Info Standby OMM OThere is no OpenMobility Manager in standby mode configured!

OM Integrated Messaging & b o
Alerting service

Automatic database export  Successfully finished. 2012-08-01 11:56

Radio fixed parts
Total number 4

Connected 2 I

Note: If the browser is closed without logging out first, the service access will
for other clients for 5 minutes.
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7.3 “Status” Menu

7 OMM Web Service

The Status page provides information on the SIP-DECT® system status. In case of system
errors, system warning messages are also displayed on this page.

AASTRA

OpenMobility Manager

SIP-DECT 3.1
ks 2 o) () o=
Lo System
; General

sttes bility M SIP-DECT 2.1RC1 Build 10 (DIAG
» Radio fixed parts OpenMobility Manager s L ui [ )

Portable parts Uptime 5215
* WLAN PeeTEEE @The current software version is not covered by the license! Please either
> update the license or use the matching software version.

System features - @

: —
A Grace perio 00:00
Info Standby OMM 0There is no OpenMobility Manager in standby mode configured!

OM Integrated Messaging &
Alerting service

b 4

Automatic database export

Total number

Connected

Successfully finished. 2012-08-01 11:56

Radio fixed parts

DECT activated
DECT currently active
DECT clusters

WLAN activated
WLAN currently active
WLAN profiles

Users
Devices
Subscribed

Subscription allowed

T N I L S S

Portable parts

portable parts
Loading firmware from

Firmware version

Downloading new firmware to

6
3
2
b 4
v

tftp://192.168.112.109/aafon6xxd.dnid
[650c,612d: 1.01.RC6] - [600d: 4.01.RC2]

7.4 “System” Menu

The System menu comprises general parameters to configure and administrate the system

parameters of the SIP-DECT® solution.

7.4.1 “System settings” Menu

The system settings cover global settings for the OpenMobility Manager. The following tasks

can be performed:

e configuring the global settings (see the following description in this section),

restarting the OMM (see chapter 7.4.1

depl-1669/0.3

updating the OMM (see chapter 7.4.1.2),
).

Page: 51 (280)



SIP-DECT® OM System Manual Release 3.1

7 OMM Web Service

AASTRA

Logout

OpenMobility Manager
SIP-DECT 3.1

User administration ﬂ Changing these settings

Time zones

Status System settings
~ System Status
a Please check the status page.
SIP

may cause the OpenMobility Manager to be reset.

Regulatory domain

DECT authentication code

Active

Voice mail number

Active
URL

Active
IP address
Port

Regulatory domain

Time zone

SNMP OK | Cancel | Update Restart
DB management .
General settings
Event log — iaNitch3
s ystem name eighitc!
* Radio fixed parts Remote access v
Portable parts Tone scheme DE ~
* WLAN
» System features Met parameters
Licenses ToS for voice packets Ba
Info Tos for signalling packets BS
TTL (Time to live) 32
VLAN priority call control 6 -
VLAN priority audio 6~
DECT settings
PARK (31170307272202)
Encryption v
DECT monitor r

EMEA =
1234

Portable part user login type |Number

When changing the DECT
Currently used PARK oregulatur\-r domain all

radio fixed parts will be
reset.

Downloading new firmware to portable parts
v

Voice mail

OM Integrated Messaging & Alerting service
r

Syslog
r

T
=

WLAN settings

When changing the WLAN
regulatory domain all
access points will be
deactivated.

DE -

Date and time
|Centra| European (CET UTC+1 DST)

The following parameters can be set:

General settings

o System Name: Enter the system name.

o Remote Access: Switches on/off the SSH access to all RFPs of the DECT system. For
more information on the SSH access see chapter 10.3.5.

[}

specific tones (busy tone, dial tone, ...).

depl-1669/0.3

Tone scheme: Select the country in which the OMM resides. This enables country
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Net parameters

To allow the prioritization of Voice Packets and/or Signaling Packets (SIP) inside the used
network the IP parameter ToS (Type of Service) should be configured.

¢ ToS for voice packets: Determines the type of service (ToS resp. DiffServ) byte of the IP
packet header for all packets that transport RTP voice streams.

o ToS for signalling packets: Determines the type of service (ToS resp. DiffServ) byte of
the IP packet header for all packets related to VolP signaling.

e TTL (Time to live): Determines the maximum hop count for all IP packets.
e VLAN priority call control: Determines the VLAN priority tag for VoIP signaling packets.
¢ VLAN priority audio: Determines the VLAN priority tag for RTP packets.

DECT settings
o PARK: This setting depends on the licensing mode:

Demo mode: shows the default PARK.
L-RFP systems: Enter the PARK key as labeled on the OpenMobility CD.
License file: shows the PARK included in the license file.

o Encryption: Activate this option if you want to enable DECT encryption for the whole
system.

Please note: Make sure that all deployed 3rd party handsets support DECT encryption. If
not, encryption can be disabled per device (see 8.8.4).

o DECT monitor: For monitoring the DECT system behavior of the OpenMobility Manager,
the separate DECT monitor application exists. This tool needs an access to the
OpenMobility Manager which is disabled by default and can be enabled here. Because of
security, the DECT monitor flag is not stored permanently in the internal flash memory of
the OMM/RFP. After a reset, the DECT monitor flag is ever disabled.

¢ Regulatory domain: To define where the IP DECT is used, the parameter regulatory
domain has to be configured.
Note, that 3" generation RFPs support different DECT frequencies, thus operating these
devices in different regulatory domains is possible provided that the Regulatory domain
setting is configured accordingly.
For older 2" generation RFPs, different RFP models exist to meet the different regulatory
domain demands. To setup a North American FCC compliant RFP, the value has to be
set to US (FCCI/IC). In a North American US (FCC/IC) deployment, ETSI compliant RFPs
are made inactive and can not be activated if the regulatory domain is set to US (FCC/IC).
Vice-versa is also true.

WARNING: Please note that selecting the incorrect regulatory domain may result in
a violation of applicable law in your country!

Note: Whenever you modify the regulatory domain, a warning is displayed. You must
confirm it first to apply the changed setting.

o DECT authentication code: The authentication code is used during initial PP
subscription as a security option. A code entered here provides a system-wide DECT
authentication code for each PP subscription. Alternatively, a handset-specific
authentication code can be set (see chapter 7.7.1).
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¢ Portable part user login type: Two kinds of login types are supported. During the login
the user can either be determined by the telephone number (Number) or by the unique
user login ID (Login ID). Both elements are part of each user data set. The Portable part
user login type setting specifies the system-wide login variant.

Note: Changing this setting forces an automatic logout of all logged in DECT handsets.

Downloading new firmware to portable parts

If the Active checkbox is enabled, the “Download over Air’ feature is activated. The OMM
provides a PP firmware update over the air then. For more information on this feature please
refer to section 9.17.

Voice mail

Voice mail number: You can configure a system-wide voice mail number. This number is
used by the Aastra 600d / Aastra 650c handset family if the voice box is called.

OM Integrated Messaging & Alerting service

The OpenMobility Manager provides a integrated message and alarm service, which could
be activated/deactivated and configured here. For a detailed description see /28/.

Syslog

The OMM and the RFPs are capable of propagating syslog messages. Enable the Active
checkbox if you want to use this feature. Enter the IP address and the Port of the host which
should collect these messages.

WLAN settings

This setting applies to RFPs of the type RFP (L) 42 WLAN. In the Regulatory domain field
specify the regulatory domain of the WLAN network. This setting depends on the country and
is prescribed by the laws of that country. Only the setting prescribed for that country must be
used. For more information on the WLAN settings please refer to the sections 7.8 and 9.15.

This settings apply to RFP (L) 42 WLAN and RFP (L) 43 WLAN. The country and therefore
the regulatory domain of the WLAN network are specified in the Regulatory domain field.
Only the correct country code prescribed for that country must be used. Please use ISO
3166-1 alpha-2 codes which are two-letter country codes defined in ISO 3166-1.

WARNING: Please note that selecting the incorrect regulatory domain may result in
a violation of applicable law in your country!

Note: Whenever you modify the regulatory domain, a warning is displayed. You must
confirm it first to apply the changed setting.

Please note: If you upgrade a system to release 3.0 or higher, you must configure the
appropriate regulatory domain.

Date and time

If an SNTP is configured, the date and time of the configured time zone can be synchronized
with the Aastra DECT 142 / Aastra 142d and Aastra 600d / 650c handsets. The date and
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time will be provided by the OMM to these handsets if they initiate a DECT location
registration. The rules for a time zone, which is shown on this web page, can be configured
in the Time zones menu (see chapter 7.4.4). Select the desired zone in the Time Zone field.

Notes on System-wide SOS And ManDown Numbers

System-wide SOS and ManDown numbers for SOS (Aastra DECT 142 / Aastra 142d,
Aastra 620d, Aastra 630d, Aastra 650c) and sensor initiated calls (Aastra 630d) can be
configured within the SOS and ManDown alarm trigger settings. Please see chapter 8.9.3.

These numbers are used for SOS and ManDown calls if no user specific number is set.

Restarting the OMM

To restart the OMM call up the System settings web page and press Restart. There is also
the option to reset the configuration data. To do so, activate the Discard all settings
checkbox.

Restart

Restarting the OpenMobility Manager will terminate all active calls. Are

1 you sure?

System
Discard all settings [

A reset web page is loaded then displaying a progress bar and the login web page is loaded
automatically if the OMM is reachable again.

Restart

N

Please be patient until the OpenMobility Manager has been restarted.

7 OMM Web Service
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7.4.1.2 Updating the OMM

If the OMM is running on an RFP, the Update button is available on the System settings
web page. Pressing the Update button forces the RFPs to check for a new software for
update and initiates the software update process of RFPs. This includes the OMM software if
the OMM resides on an RFP. For more details about updating the OMM see the section

9.12.
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7.4.2

“SIP” Menu

7 OMM Web Service

The SIP settings cover all global settings matching the SIP signaling and the RTP voice

streams.

AASTRA

OpenMobility Manager
SIP-DECT 3.1

B2 e () b

=

Logout
Status SIP
¥ System Status

User administration QK | Cancel

Sﬁstem settinis 6 Please check the status page.

Time zones

SNMP

DB management Proxy server

Event log Proxy port
Sites

» Radio fixed parts Registrar server

Portable parts
* WLAN

* System features

Registrar port
Registration period

Licenses
Outbound proxy server

Info
Outbound proxy port
Explicit MWTI subscription
User agent info
Dial terminator

Registration failed retry timer

Registration timeout retry
timer

Transaction timer
Blacklist time out
Determine remote party by

Multiple 180 Ringing

RTP port base
Preferred codec 1
Preferred codec 2
Preferred codec 3
Preferred codec 4
Preferred packet time

Silence suppression

Receiver precedence on
CODEC negotiation
Eliminate comfort noise
packets

Out-of-band
Method
Payload type

Active
Simultaneous registrations

Waiting time

Call forwarding / Diversion

Local line handling

Basic settings

foso
foso
800 sec

Advanced settings

5060

-
v

,#—
’1200— sec
B0 sec
’400[1— msec
’5— min

P-Asserted-ldentity «| header
v

RTP settings

fe30
67288
6722 -]

20 ~| msec
-
-
-

DTMF settings
ird

RTP(RFC 2833) ~
[0

Registration traffic shaping
|7

4
0 msec

Supplementary Services
i

v

When switched off, all R
o key events (Hook flash) in

a call active state will be

sent via SIP INFO as DTMF.
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The following parameters can be set:

Basic settings

o Proxy server: |IP address or name of the SIP proxy server. If a host name and domain are
used for the proxy server parameter, ensure that a DNS server and a domain are
specified for your SIP-DECT® system via DHCP or the OM Configurator tool.

e Proxy port: SIP proxy server’s port number. Default is “56060”. To enable DNS SRV
support for proxy lookups, use a value of “0” for the proxy port.

* Registrar server: IP address or name of the SIP registrar. Enables the PPs to be
registered with a registrar. If a host name and domain are used for the proxy server
parameter, ensure that a DNS server and a domain are specified for your SIP-DECT®
system via DHCP or the OM Configurator tool.

e Registrar port: SIP registrar's port number. Default is “5060”. To enable DNS SRV
support for registrar lookups, use a value of “0” for the registrar port.

¢ Registration period: The requested registration period, in seconds, from the registrar.
Default is “3600”.

Advanced settings

¢ Outbound proxy server: This setting is optional. You can enter the address of the
outbound proxy server in this field. All SIP messages originating from the OMM are sent to
this server. For example, if you have a Session Border Controller in your network, then
you would normally set its address here.

e Outbound proxy port: The proxy port on the proxy server to which the OMM sends all
SIP messages. Default is “5060”.

o Explicit MWI subscription: Some Media Servers such as the Asterisk support Message
Waiting Indication (MWI) based on /21/. An MWI icon will be presented on a handset
(Aastra DECT 142 / Aastra 142d, Aastra 600d, Aastra 650c) if the user has received a
voice message on his voice box which is supported by the Media Server. If Explicit MWI
subscription is enabled, the OMM sends explicit for each PP an MWI subscription
message to the Proxy or Outbound Proxy Server.

¢ User agent info: If this option is enabled, the OMM sends information on his version
inside the SIP headers User-Agent/Server.

¢ Dial terminator: The dial terminator is configurable (up to 2 characters; “0” — “9”, “*”, “#”
or empty). The default dial terminator is “#”. A dial terminator is necessary if digit
treatment shall be applied on outgoing calls and overlapped sending is used.

¢ Registration failed retry timer: Specifies the time, in seconds, that the OMM waits
between registration attempts when the registration is rejected by the registrar. Default is
“1200” seconds.

* Registration timeout retry timer: Specifies the time that the OMM waits between
registration attempts when the registration timed out. Default is “180” seconds.

¢ Transaction timer: The time period in milliseconds that the OMM allows a call server
(proxy/registrar) to respond to SIP messages that it sends. If the OMM does not receive a
response in the time period designated for this parameter, the OMM assumes the
message as timed out. In this case the call server is recorded to the blacklist. Valid values
are “4000” to “64000”. Default is “4000” milliseconds.

o Blacklist time out: The time period in minutes an unreachable call server stays in the
blacklist. Valid values are “0” to “1440”. Default is “5” minutes.
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¢ Determine remote party by ... header: You can select the SIP header from which the
remote party information (user id and display name) should be determined. If P-Asserted-
Identity (default value) is selected but no such header is received, a fallback to the
mandatory From / To header will be done. This feature can be configured by choosing
one of the two values.

Note: When SIP-DECT® receives a SIP header P-Asserted-ldentity in ringing state
during an outgoing call, the included identity information (e.g. SIP display name and
user-id) will be displayed on Aastra 600d and Aastra 142d phones as new call
target. In addition, the outgoing call log of the Aastra 600d and Aastra 142d phones
will be updated with the new given identity.

e Multiple 180 Ringing: If this feature is deactivated, the OMM sends out only one 180
Ringing response for an incoming call if PRACK is not supported. If this feature is
activated, the OMM retransmits multiple times the 180 Ringing response for an incoming
call if PRACK is not supported. This ensures that the calling side receives a 180 Ringing
response in case of packet losses on the network. By default this feature is active.

RTP settings
¢ RTP port base: Each RFP needs a continuous port area of 68 UDP ports for RTP voice
streaming. The RTP port base is the start port number of that area. Default is “16320”.

o Preferred codec 1 — 4: Specifies a customized codec preference list which allows you to
use the preferred codecs. The Codec 1 has the highest and Codec 4 the lowest priority.

Note: With SIP-DECT® Release 3.0 the voice codecs G.722 (wideband), G.711 u-law,
G.711 A-law and G.729 A are supported. The previously supported codec G.723 is
not available anymore.

The SIP-DECT® license model includes a license for the G.729 codec. The
Licenses Web page (see also chapter 7.10) provides information about how many
G.729 channels are licensed and how many licenses are temporarily in use.

o Preferred packet time (10, 20 or 30 msec): Determines the length of voice samples
collected before sending out a new RTP packet. A small setting improves voice quality at
the expense of data transmission overhead. Default is “20” milliseconds.

o Silence suppression: Enables automatic silence detection in the RTP voice data stream
to optimize the data transfer volume.

¢ Receiver precedence on CODEC negotiation:

- The ON (option is enabled) setting means:
The CODEC selection for incoming SDP offers based on the own preference order list.
The first entry in the OMM preferred codec list matching an entry in the incoming SDP
offer will be selected.

- The OFF (option is disabled) setting means:
The CODEC selection based on the preference order list of incoming SDP offer. The
first entry in the incoming order list matching an entry of OMM preferred codec list will
be selected. This is the default and is as recommended in RFC 3264.

o Eliminate comfort noise packets: If this feature is activated, then comfort noise packets
are removed from the RTP media stream which causes gaps in the sequence numbers.
This can be used if comfort noise packets e.g. in G.711 media streams disturb voice calls
in certain installations.
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DTMF settings
e Out-of-band: Used to configure whether DTMF Out-of-band is preferred or not.

e Method: The OMM supports the following DTMF Out-of-band methods:

- RTP (RFC 2833)
Transmits DTMF as RTP events according to RFC 2833 (/14/) after the payload type
negotiation via SIP/SDP. If the payload type is not negotiated, “in band” will be used
automatically.

- INFO
The SIP INFO method is used to transmit DTMF tones as telephone events
(application/dftmf-relay). This setting should be used if RFC 2833 is not supported.

- BOTH
DTMF telephones events are send according to RFC 2833 and as well as SIP INFO
method. Note: Possibly, the other party recognizes events twice.

o Payload type: If the Out-of-band option is enabled, this setting specifies the payload type
which is used for sending DTMF events based on section 3.1 reference /14/.

Registration traffic shaping

Allows to limit the number of simultaneous SIP registrations at startup/fail over of the OMM. If
activated, it prevents bursts of SIP registration during startup/fail over of the OMM.

e Active: The registration traffic shaping mechanism can be switched off/on herewith.

» Simultaneous registrations: The maximum number of simultaneously started
registrations.

* Waiting time: The waiting time between a registration finish and starting the next
registration in ms (0-1000ms).

Supplementary Services

Call forwarding / Diversion: The handset user can (de)activate call forwarding/diversion in
the OMM via menu. In some installations the implemented call forwarding/diversion feature in
the IPBX system is in conflict with the OMM based call forwarding/diversion. Thus, the OMM
based call forwarding/diversion can be deactivated to let the menu on the handset disappear.
This setting becomes active on handsets with the next DECT “Locating Registration” process
(can be forced by switching the handset off and on again). An already activated call
forwarding is ignored if the call forwarding feature is deactivated.

Local line handling: In some installations the implemented multiple line support in the IPBX
system is in conflict with the OMM based multiple line support. Thus, the OMM based
multiple line support can be deactivated. Note, that the OMM based multiple line support is
active by default.

A deactivation of the “Local line handling” flag results in the following implications:
e Only one line is handled for each user (except for an SOS call 1)

T The OM SOS call feature is unchanged. The initiation of a SOS call in call active state
results in the creation of a new line which handles the SOS call.
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o If a user presses the “R” key or hook-off key in a call active state, a DTMF event is send to
the IPBX via SIP INFO including signal 16 (hook-flash). All Hook-flash events are send in
every case via SIP INFO independently from the configured or negotiated DTMF method
during call setup. All other key events are send via configured or negotiated DTMF
method.

e The OMM based call features “Call waiting”, “Call Transfer”, “Brokering” and “Hold” are no
longer supported.

o This setting becomes active on handsets with the next DECT “Locating Registration”
process (can be forced by switching the handset off and on again).

7.4.3 “User administration” Menu

After initial installation or after removing the configuration file, the OMM Web service is
accessible via a built-in user account with user “omm” and password “omm”.

If the default built-in user account is active, the administrator has to change the default
account data of the “Full access” and “Root (SSH only)” account. The meaning of the
different account types is described in section 9.14.1.

Please note: The OMM will force to alter the default account data. As long as the
passwords are unchanged, the OMM will not allow any other configuration.

These settings which are case sensitive can be changed on the User administration web

page.
} OpenMobility Manager
AGSTRA S1p-DECT 3.1
Logout P N =

Status User administration

T System Status
System settings 35 Please check the status page.
SIP

oK | Cancel |

Time zones

SNMP Local user account
DB management Account type Full access -
Event log ez P
Sites
* Radio fixed parts JEETIETTE |0mm
Portable parts Old password |
> WLAN Password |
e Password confirmation |
Licenses
T Password aging ’None—v‘

1 Account type: Select the account type you wish to change.

2 Active: This setting applies to the Read-only access account. Using this account, a user
is not allowed to configure any item of the OMM installation. The account can be
deactivated.

3 User name: If desired, enter a new user name.
4 Old password: To change the password the old password must typed in again.

5 Password, Password confirmation: Enter the appropriate data in these fields.
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The OMM has several rules to check the complexity of the new password, hence a new
password will not be accepted when any of this rules are violated:

— the new password is not 5 or more characters long,

— the new password does not contain characters from at least 3 of the following groups:
lower case, upper case, digits or other characters,

— the new password has 50% or more of the same character ("World11111' or
'W101r111d1"), or

— the new password contains one of the following items (either upper or lower case as
well as forward or backward):

— account name,

— host name (IP address),

— old password, or

— some adjoining keystrokes (e.g. 'qwert').

6 Password aging: A timeout for the password can be set. Select the duration, the
password should be valid.

7.4.4 “Time zones” Menu

On the Time zones page, the OMM provides all available time zones. They are set with their
known daylight savings time rules adjusted to the Universal Coordinated Time (UTC) per
default. The difference to the UTC time is shown in the UTC difference column. In case of a
configured daylight savings time rule (DST column) this is also marked for each time zone.

A;XSI'RA OpenMobility Manager
SIP-DECT 3.1
Status Time zones s/
¥ System Status
System settings Es Please check the status page.

SIP

User administration Default

Time Zones

SNMP 118 Time zones
Name 1D UTC difference DST
DB management 5 X
Event log 1 Africa Central west AFC +1h b4
Sites .| Africa Central East AFD +2h i®
* Radio fixed parts ] Africa East AFE +3h b 4
Portabl rt .
. CHELBES ] Afghanistan AFG +4.50 h it
WLAN
[ Frose Cestimes 2] Africa West AFW 0h 4
Licenses 2| Alaska AK 9h 4
Info 2] Aleutian Islands AKW -10h b 4 v

The date and time will be provided by the OMM to the Aastra DECT 142 / Aastra 142d and
Aastra 600d / 650c handsets if the handset initiates a DECT location registration. This will be
done in the following cases:

e subscribing to the OMM,

¢ entering the network again after the DECT signal was lost,

e power on,

» silent charging feature is active at the phone and the phone is taken out of the charger,
o after a specific time to update date and time.
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The following tasks can be performed on the Time zones page:
e changing the time zones (see chapter 7.4.4.1),
e resetting time zones (see chapter 7.4.4.2).

7.4.41 Changing Time Zones

It is possible to change the time zone rules for maximal five time zones. Changed rules are
marked with a bold time zone name in the table. The changes are saved in the configuration
file and are restored after each OpenMobility Manager startup.

1 To change the settings of a time zone, click on the |=! icon left behind the time zone entry.
The Configure time zone dialog opens.

2 You can change the standard time and the daylight savings time (DST) of a time zone. If
the time zone has no DST, only the UTC difference can be configured. For the DST both
points of time (begin of standard time and begin of daylight savings time) have to be
specified exactly. Therefore a certain day in the month or a certain week day in a month
can be used. See the following screenshot as an example:

Configure time zone

Time zone

Name Africa Central West

1D AFC

Standard Time

UTC difference 60 min

Month 0 '~ (0 =Notused)

Day (D = Not used)

Day of week (0 = Not used 1 = Sunday 7 = Saturday)

Week (0 =Not used, 1 = First, 5 = Last)
Hour
Minute

Daylight savings time

Standard time

: min
difference

Month (0 = Not used)

Day (0 = Not used)

Day of week (0 = Not used 1 = Sunday 7 = Saturday)
Week (0 = Not used, 1 = First, 5 = Last)

Hour

Minute

7.4.4.2 Resetting Time Zones

To reset individual time zone settings, press the Default button on the Time zones web
page. This sets all time zones back to the default values and deletes the changed time zone
rules in the configuration file.
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7.4.5 “SNMP” Menu

To manage a larger RFP network, an SNMP agent is provided for each RFP. This will give
alarm information and allow an SNMP management system (such as “HP Open View”) to
manage this network. On the SNMP page of the OMM Web service you configure the SNMP
service settings.

AligrRA OpenMobility Manager
SIP-DECT 3.1
Status SNMP
¥ System Status
System settings Wease check the status page.
SIP
User administration oK | Cancel |
Time zones
General settings
DB management Read-only community |public
Event log System contact |Charles Brown
Sites
¥ Radio fixed parts v Trap handling
Portable parts Trap community [trap-secret
* WLAN

Trap host IP address |192.168.112.51

» System features

Licenses

Info

The following parameters can be configured using the OMM web service:

General settings

¢ Read-only community: The SNMP community string forms a password that is sent by
the SNMP management system when querying devices. The query is answered only if the
SNMP community string matches. You may use “public” as a default keyword for read-
only access.

o System contact: Enter a descriptive text that typically is displayed in the SNMP
management software.

Trap handling
Activate the checkbox behind the Trap handling section to enable this feature.

e Trap community: This community string is used if the SNMP agent informs the SNMP
management system about events (traps).

o Trap host IP address: Enter the IP Address that the SNMP agent uses to send traps.

Further notes

e The RFP needs an initial (one-time) OMM connection to receive its SNMP configuration.
In case of a reset, this configuration does not change. Changing the SNMP configuration
on the OMM forces all agents to be reconfigured.

e The agent does not support MIB-II write access, SNMPv2-MIB read/write access, NET-
SNMP-MIB read/write access, NET-SNMP-AGENT-MIB read/write access and SNMPv3.

e For background information on using SNMP with the SIP-DECT® system please refer to
section 9.16.
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7.4.6

7.4.6.1

“DB management” Menu

The database management (DB management) allows a flexible backup and restore
management of the OMM database. The OMM database contains all configuration settings
which are configurable via the OMM Web service interface.

The OMM database can be

¢ manually imported from the Web browser’s file system or from an external server (see
chapter 7.4.6.1),

e automatically imported from an external server (see chapter 7.4.6.2),

e manually exported to the Web browser’s file system or to an external server (see chapter
7.4.6.3),

e automatically exported to an external server when configuration modifications are done
(see chapter 7.4.6.4).

Note: The OMM database will be saved in a compressed file in a proprietary format. Any
modification of this file outside the OMM is not allowed.

The following protocols for the transport to or from an external server are supported:
FTP, TFTP, FTPS, HTTP, HTTPS, SFTP.

Manual Database Import

Please note: A manual import of a database leads to a reset of the OMM to take effect.

Ao‘kSI'RA OpenMobility Manager
SIP-DECT 3.1
Status Database management A
7 System Status
System settings E; Please check the status page.
SIP
User administration Manual import
Time zones Protocol HTTP =
SReeE Server 172.30.206.29
Event log User name horst
Sites Password oy
" Radio fixed parts File [120205_SIP_Gate_1F1E18EBA4_omm_cont.gz
Portable parts
> wLAN Load
» System features v
Licenses < >

In the Manual import section of the DB management page enter the following:

1 Protocol:

— To import a database from the Web browser’s file system the protocol FILE has to be
selected.

— To import a database from an external server select the preferred protocol (e.g. HTTP).

2 Server: Enter the IP address or the name of the external server.
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7.4.6.2

3 User name, Password (in case of import from an external server): If necessary, enter the
account data of the server.

4 File: Enter the path and file name which include the OMM database. If you have selected
the FILE protocol, the Browse button is displayed and you can to select the file from the
file system.

5 Press the Load button.
Before the OMM accepts the database, a validation check is performed. If the database is
verified as valid, the OMM will be reset to activate the new database.

Note: After the reset all configurations of the restored database are taken effect but not the
user account settings. The user account settings can be only modified locally via the
OMM Web service (see chapter 7.4.3) and will never be restored by a database
import.

Automatic Database Import

The automatic database import feature makes it easier to restore a prepared OMM database
into an OMM for an initial configuration or for update reasons.

Please note: An automatic import of a database leads to a reset of the OMM to take effect.

. igrRA OpenMobility Manager
SIP-DECT 3.1
— B (]
Status Automatic import v
¥ System Startup only
- Startup and
::tem serings periodically
User administration e 00 1|00
Time zones URL http://172.30.206 29/restore/120211_SIP_DECT_1F1E18EBA4_omm_conf.gz
SNMP
i
Event log P i

In the Automatic import section of the DB management page enter the following:
1 Startup only: Activate this option if the import should be started for an initial configuration.

2 Startup and periodically: If this option is activated, the OMM tries to import the
configured database file during startup and at the configured time of day.

3 Time: Enter the time, the import should be started.

Please note: An automatic database import at a configured time recommends the time
synchronization with an NTP server. For NTP server configuration see chapter
9.5.4 and chapter 9.6.

4 URL: The database file for an automatic import has to be configured in an URL format like
{ftp|ftps|http|https}://[[user:password@]server]/[directory/]file
or

tftp://server]/[directory/]file.To be available at OMM startup time and to allow an initial
configuration via automatic import, this URL has to be specified via DHCP (option 24, see
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chapter 9.5.4) or OM Configurator (see chapter 9.6). If such a URL is given by DHCP or
OM Configurator, the OMM ftries to import a configured database file automatically during
the OMM startup. The file URL configured via DHCP or OM Configurator is always
displayed.

5 Click OK to confirm the settings for the automatic import.

Before a database is accepted and replaced by automatic import process, the OMM
performs the following checks:

The integrity of the file must be OK.

To avoid the import of the same file multiple times, the checksum of the new database file
and the checksum of the last database import file (stored in the flash) must be different.
For authorization/authentication reasons:

The PARK of the new database file must be the same to the PARK of the current
configuration.

The admin/full access account (see also chapter 9.14.1) of the new database file must be
the same to the one of the current configuration.Only if all of these checks are successful

the database file is accepted.

If the database file is not accepted or was not found, an error message is displayed on the
Status page of the OMM Web service.

A'zgrRA OpenMobility Manager
SIP-DECT 3.1
Logout == N
> System
; General
Sites ” X
» Radio fixed parts OpenMobility Manager SIP-DECT 3.1RC1 Build 10 (DIAG)
Portable parts Uptime 6:25
* WLAN PrTEes oThe current software version is not covered by the license! Please
> either update the license or use the matching software version.
System features o
: i : 1
. Grace period 00:00
Info Standby OMM OThere is no OpenMaobility Manager in standby mode configured!
OM Integrated Messaging & i€
Alerting service
Automatic database import /1, Failed. 2012-08-01 11:56

The automatic OMM database import allows to change all configuration settings but not the
account settings and the PARK. There is only one exception: changing the default user
account and the PARK for an initial configuration is possible. After the initial configuration,
the user account settings and PARK can only be changed via the Web service on the target
OMM itself.
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7.4.6.3 Manual Database Export

7 OMM Web Service

AASTRA

Logout

Status
¥ System

System settings
SIP
User administration
Time zones
SNMP
Event log

Sites

Manual export
Protocol HTTP =

Server 172.30.206.29
User name horst
Password ey

OpenMobility Manage
SIP-DECT 3.

File |fumml’12021 1_SIP_DECT_1F1E18EBA4 omm_conf.gz

Save

r
1

In the Manual export section of the DB management page enter the following:

1 Protocol: Select the preferred protocol. If you want to export the database to the Web

browser’s file system, select the FILE setting.

a A~ O DN

Server: Enter the IP address or the name of the server.

Press the Save button.

7.4.6.4 Automatic Database Export

The automatic database export feature allows an automatic database backup to an external
server for each configuration modification.

User name, Password: If necessary, enter the account data of the server.

File: Enter the path and filename where the database is to be saved.

If this feature is activated, the OMM transfers a backup file to a configured external server
any time configuration changes occur, e.g. handset subscription. If there is no configuration
change, then no backup will be done. A backup file will be overwritten during a day if there is
more than one modification. A new file will be created when this first change occurs at the

day.

Please note: For an automatic database export a time synchronization with an NTP server
is mandatory. For NTP server configuration see chapter 9.5.4 and chapter 9.6.

A/ASTRA

Status
¥ System
System settings
SIP
User administration
Time zones
SNMP
Event log
Sites
* Radio fixed parts
Portable parts
* WLAN

Automatic export
Active v

Protocol |[HTTP =

Server 172.30.206.29
User ,—
e horst

Passwordjessssss

File |Fbackup

OpenMobility Manager

SIP-DECT 3.

e | =

/120211_SIP_DECT_1F1E18EBA4_omm_

1

A
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In the Automatic export section of the DB management page enter the following:
1 Active: Activate this option to enable the automatic export feature.

Protocol: Select the preferred protocol.

Server: Enter the IP address or the name of the server.

User name, Password: If necessary, enter the account data of the server.

a A~ WO DN

File: Enter the path and filename where the database is to be saved.

The OMM writes the database into a file on the external server with following name
convention:

<yymmdd>_<system_name>_<PARK>_omm_conf.gz
If the system name contains non-standard ASCII character then these character are
replaced by “ ”

6 Press the OK button.

7.4.7 “Event log” Menu

The Event log page displays important event information on OMM system functions, e.g.
security aspects. A more detailed system log can be obtained by configuring the Syslog
function in the System settings menu, see chapter 7.4.1.

Ao’kgI'RA OpenMobility Manager
SIP-DECT 3.1
Logout e = [N ==
Status Event log
¥ System Status
System settings 6 Please check the status page.
SIP
User administration Clear
Time zones
SNMP Severity Count Time (UTC) Event

2012/08/01

DB manaiement 2 1 Gg57:03.005 IPL : 2 of 4 RFPs connectad
g 2012/08/01

— 4 1 08:96:47.390 CNF : Grace period expired

2012/08/01

* Radio fixed parts 0 1 08:26:41.345

Portable parts
* WLAN

CNF : SIP-DECT 3.1RC1 Build 10 (DIAG) start up

To clear the display, press the Clear button.

7.5 “Sites” Menu

RFPs can be grouped into different sites. A site consists of the following parameters:
¢ ID: Identification number of the site.
¢ Name: The name of the site.

* Hi-Q Audio Technology: Indicates if the Hi-Q Audio Technology feature is enabled for
this site.

¢ Radio fixed parts: The number of RFPs which are assigned to this site.
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7.51

7 OMM Web Service

OpenMobility Manager
SIP-DECT 3.1

Logout
Status ies
* System Status

* Radio fixed parts
Portable parts New
* WLAN

¥ System features 3 Sites
ID Name

2 1 Berlin / TEM 1

Licenses
Info
28 2 Kiel
£ 3 Berlin / Lab

6 Please check the status page.

Hi-Q audio technology

Radio fixed parts
3

1
4]

The following tasks can be performed:

e creating a new site (see chapter 7.5.1),
e editing a site (see chapter 7.5.2),

o deleting a site (see chapter 7.5.3).

Creating a New Site

1 On the Sites page press the New button.
The Configure site dialog opens.

Configure site

D 4

Hi-Q audio technology

Site settings

Name Paris

Cancel

2 ID: Enter the identification number of the site. A value between 1 and 250 is possible. If no
value is given, the OMM selects the next free ID.

3 Name: Enter the name of the site.

4 Hi-Q audio technology: The capability Hi-Q ™ audio technology must be enabled or

disabled for each site specifically.

— In sites, which are configured to provide this functionality, exclusively
RFP (L) 35/36/37 IP and RFP (L) 43 WLAN are applicable.

— In sites without this capability, it is allowed to mix these new RFP types with former

RFP (L) 32/34 and RFP (L) 42 WLAN.
5 Press the OK button.
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7.5.2 Editing a Site

You can change the name of an existing site:

1 On the Sites page click on the =] icon left behind the site entry.
The Configure site dialog opens.

2 Change the site name.
3 Press the OK button.

7.5.3 Deleting a Site

Note: Only sites without assigned RFPs can be deleted.

To delete an existing site:

1 On the Sites web page click on the [l icon left behind the site entry.
The Delete site dialog opens.

2 Press the Delete button.

7.6 “Radio fixed parts” Menu

7 OMM Web Service

On the Radio fixed parts page, all configured RFPs are listed in tables. The RFPs are

sorted by their Ethernet (MAC) addresses.

MSI'RA OpenMobility Manager
SIP-DECT 3.1

Status Radio fixed parts

" System Status
Sites 6 Please check the status page.

DECT cluster 1 New | Impart Sorted by | DECT clusters ~

Portable parts

» WLAN Capturing unconfigured radio fixed parts

Licenses

Info

* System features
t Stop Capture allowed: 4

4 Radio fixed parts

DECT cluster 1: 4 Radio fixed parts

HW . Reflective
ID Name MAC address IP address types'te RPN T reT

P @oooo'ﬁ‘,fg”;e 00:30:42:0D:DF:33 - Egg 1 01 b 4

'y License  ~n.on.ao.nme10. RFP

27500015858 00:30:42:00:10:2E 102.168.112.53 [0 1 02 b 4

. License __ oo oo oo o RFP
2750002558 00:30:42:12:6E:38192.168.112.43755 1 00 %
I 0003 - 00:30:42:00:20:9C - RFP 5 03 b 4

42

ConnectedActive

4 -

v v 4
4

of of
f f

b 4 -

You can select a sorting criterion for the RFP table. In the Sorted by field, select the

criterion:

o DECT clusters: The RFPs are sorted by clusters. All used clusters are displayed in the

navigation bar on the left side. The OMM RFP is marked with a bold font.
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o WLAN profiles: The RFPs are sorted by WLAN profile (see chapter 7.8).

o Sites: The RFPs are sorted by sites (see chapter 7.5). All used sites are displayed in the
navigation bar on the left side. The OMM RFP is marked with a bold font.

The table provides information on all configured RFPs and their status in several columns:

¢ ID: An internal number that is used to manage the RFP.

¢ Name: Indicates the RFP's name (see chapter7.6.3).

¢ MAC address: Indicates the RFP's MAC address (see chapter7.6.3).

¢ IP address: Shows the current IP address of the RFP. The IP address may change over
time by using dynamic IP assignment on the DHCP server.

o HW type: When the RFPs are connecting the OMM they, submit their HW type. This type
is displayed on the RFP list web page. If an error message is indicated in this column,
there is a mismatch between the RFP and the OMM SW version (see chapter 7.6.2).

o Site: Indicates the site the RFP is assigned to (see chapter 7.5).
¢ RPN: Shows the Radio Fixed Part Number that is currently used by the RFP.

¢ Reflective environment: Indicates if this RFP is operated in a reflective environment (see
chapter 7.6.3).

e Connected: Indicates if the RFP is connected to the OMM (see chapter 7.6.1).
o Active: Indicates if the RFP is active (see chapter 7.6.1).

The following tasks can be performed on the Radio fixed parts page:
e creating and changing RFPs (see chapter 7.6.3),

e importing RFP configuration files (see chapter 7.6.4),

e capturing RFPs (see chapter 7.6.5),

o deleting RFPs (see chapter 7.6.6).

7.6.1 States of an RFP
For each RFP the state of the DECT subsystem is displayed. These states are:

Synchronous
HW - Reflective .
ID Name MAC address IP address type Site RPN T Connected Active
£ [@® 0000 License RFP 3 00:30:42:0D:DF:33 192.168.112.53 RFP L32 1 01 b 4 ¥4 .\'-;?’

The RFP is up and running. The RFP recognizes and is recognized by other RFPs in its
cluster through its air interface and delivers a synchronous clock signal to the PPs.

Asynchronous
HW - Reflective .
ID Name MAC address IP address e Site RPN AT Connected Active
< [® 0000License RFP 3 00:30:42:0D:DF: 33 192.168.112.53 RFP L32 1 01 b 4 4 b 4

The RFP has not been able to synchronize to its neighbors yet. No DECT communication is
possible. But nevertheless the RFP has already been able to connect to the OMM. This
phase should usually last only for a few seconds after starting up the RFP or the OMM. If this
state lasts longer this is an indication for a hardware or network failure.
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Searching
HW - Reflective .
ID Name MAC address IP address type Site RPN T Teumitei Connected Active
! [& 0000License RFP 3 00:30:42:0D:DF:33 192.168.112.53 RFP L32 1 01 i’ -\;:?

The RFP has lost synchronization to its neighbors. No DECT communication is possible.
This phase should usually last only for a few seconds after starting up the RFP or the OMM.
If this state lasts longer or is re-entered after being in a synchronous state this is an
indication for a bad location of the RFP.

Inactive
HW - Reflective .
ID Name MAC address IP address o Site RPN T T e aT Connected Active
! [& 0000License RFP 3 00:30:42:0D:DF:33 192.168.112.53 RFP L32 1 - - -\;:? -

The RFP has connected to the OMM but the air interface has not been switched on yet. For
any RFP with activated DECT functionality this phase should last only for a few seconds after
starting up the RFP. If this state lasts longer this may indicate a hardware failure.

Not connected

HW - Reflective -
ID Name MAC address IP address G Site RPN environment Connected Active
+| @ 0000License RFP 3 00:30:42:0D:DF:33 - RFP L32 1 - - 8‘ -

The RFP was configured but has not connected to the OMM yet. Therefore the IP address
column is empty.

SW Update available

HW - Reflective -
ID Name MAC address IP address G Site RPN environment Connected Active
+| @ 0000License RFP 3 00:30:42:0D:DF:33 192.168.112.53 RFP L32 1 01 8‘ -\;:3?

The RFP is connected to the OMM. On the TFTP server has found a new software. The RFP
is waiting that the OMM initiates a reboot. In the meantime is the RFP full operational.

7.6.2 OMM / RFP SW Version Check

When the RFPs are connecting the OMM they submit their SW version. If this version differs
from the OMM SW version and the versions are incompatible the RFP connection attempt is
rejected. This could happen when using several TFTP servers with different OpenMobility
SW versions. In this case the RFP is marked with an error message. Moreover a global error
message is displayed on the RFP list web page if at least one version mismatch has been
found.
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7 OMM Web Service

AASTRA

OpenMobility Manager
SIP-DECT 3.1

Logout
Status RLdio fixed parts
¥ System Status
Sites Q_Please check the status page.
DECT cluster 1 New | Import

DECT cluster 2

Portable parts Capturing unconfigured radio fixed parts

Sorted by | DECT clusters ~

* WLAN Stop
* System features

Licenses
Info

Capture allowed: *‘f

5 Radio fixed parts

DECT cluster 1: 4 Radio fixed parts

HW . Reflective -
ID Name MAC address IP address wpgs:te RPN Enw.m“me“tConnectedActwe
780000 RE®  00:30:42:0D:DF:33 - RE 1 01 b 4 ® -
J®00015EST5®  00:30:42:00:10:2E 192.168.112.53 |50 1 02 ® v o
/800025 S8"%°  00:30:42:12:6E:38192.168.112.437:5 1 00 b+ 4 v N
Iiii 0003 - 00:30:42:0D:20:9C - RF 2z 03 b 4 i -
DECT cluster 1: 1 Radio fixed part
HW . Reflective -
ID Name MAC address IP address wpﬁs:te RPN E“w.":m“m“tCDnnm:l;edl\l:l;l\re
17 0004 - 00:30:42:00:20:2E 192.168.112.55 /L Version mismatch (1.8.5)

7.6.3 Creating and Changing RFPs

1 To configure a new RFP press the New button on the Radio fixed parts page.
To change the configuration of an existing RFP click on the =] icon left behind the RFP

entry.

The New radio fixed part resp. the Configure radio fixed part dialog opens.

Configure radio fixed part

General settings

WLAN profile
Antenna diversity
Antenna

802.11 channel

Output power level Full |+

MAC address 00:30:42:0D:20:9C
site
DECT settings
Preferred
synchronization O
source
Reflective
environment O
WLAN settings
O

Cancel

RFP (L) 42 WLAN configuration
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Configure radio fixed part
General settings

MAC address
Name License RFP 1
Site 1w

DECT settings
DECT duster 1
Preferred
synchronization O
source
Reflective dl
environment

WLAN settings
WLAN profile 1
802.11 channel 1«
Output power level Full |+
HT40

RFP (L) 43 WLAN configuration

2 Configure the RFP, see parameter description below.
3 Press the OK button.

The following parameters can be set in the New radio fixed part resp. the Configure radio
fixed part dialog:

General settings

MAC address: Each RFP is identified by its unique MAC address (6 bytes hex format,
colon separated). Enter the MAC address, it can be found on the back of the chassis.

Name: For easier administration each RFP can be associated with a location string. The
location string can hold up to 20 characters.

Site: If several sites exist (see chapter 7.5), select the site the RFP is assigned to.

DECT settings
The DECT functionality for each RFP can be switched on/off.

depl-1669/0.3

DECT cluster: If DECT is active the RFP can be assigned to a cluster.

Preferred synchronization source: Activate this checkbox if the RFP should be used as
synchronization source for the other RFPs in the cluster. For background information on
RFP synchronization please refer to chapter 9.2.

Reflective environment: Within areas containing lot of reflective surfaces (e.g. metal or
metal coated glass) in an open space environment the voice quality of a DECT call can be
disturbed because of signal reflections which arrive on the handset or RFP using
multipath propagation. Calls may have permanent drop outs while moving and high error
rates on the RFPs and handsets.

For such environment Aastra has developed the DECT XQ enhancement into the RFP
base stations and the Aastra 600d handsets family. Using this enhancement by switching
the Reflective environment flag on might reduce drop outs and cracking noise.

As soon as Reflective environment is switched on, the number of calls on an RFP is
reduced to 4 calls at the same time.
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Please note: The RFPs and handsets use more bandwidth on the Air Interfaces if the
“Reflective environment” is switched on. Therefore this shall only be used
when problems sourced by metal reflections are detected.

WLAN settings

The WLAN section applies to RFPs of the type “RFP (L) 42 WLAN” and “RFP (L) 43 WLAN”"
only. For details about WLAN configurations please see chapter 9.15.

RFP (L) 42 WLAN and RFP (L) 43 WLAN have different WLAN parameters, which are
configurable in the RFP configuration dialog.

e Activation check box: Enables or disables the WLAN function for this RFP.
o WLAN profile: Select the desired profile from the list. This applies all settings made in the

respective WLAN profile to the current RFP. For information on configuring WLAN profiles
see chapter 7.8.1.

Please note: WLAN settings are only configurable, if the RFP has been connected at least
once to detect the HW type and a proper WLAN profile is configured (see also
chapter 7.8.1. WLAN can not be enabled in the New radio fixed part dialog if
the HW type is unknown.

The following settings are not applied by the WLAN profile. Configure these settings for each

RFP individually.

¢ Antenna diversity (RFP (L) 42 WLAN only): This option should generally be activated so
that the AP (Access Point) can automatically select the antenna with the best transmission
and reception characteristics.

o Antenna (RFP (L) 42 WLAN only): If Antenna diversity is switched off, this setting
determines the antenna that is used for transmitting or receiving WLAN data.

¢ 802.11 channel: Determines the WLAN channel used by the current RFP. The channel
numbers available are determined by the WLAN Regulatory domain setting on the
System settings page (see 7.4.1).

o Output power level (default: “Full”): Determines the signal power level used by the RFP
to send WLAN data. You may limit the power level to minimize interferences with other
WLAN devices. The actual power level is also capped by the WLAN Regulatory domain
setting on the System settings page.

e HT40 (RFP (L) 43 WLAN only): High throughput mode with 40 MHz bandwidth increases
data rate up to 300 Mbit/s.
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7.6.4

Importing RFP Configuration Files

7 OMM Web Service

A set of RFPs can also be configured in a semiautomatic manner by import of a configuration

file.

1 On the Radio fixed parts page press the Import button.
The RFP enrolment page opens.

AASI'RA OpenMobility Manager
SIP-DECT 3.1
Status RFP enrolment
* system Status
Sites Q_Please check the status page.
Portable parts Enrolment data import

Info

Enrolment data

>
WLAN |C:\U pen_mobirfpEnrolmentifpWWithoutWLAN txt Browse...
* System features

0 Radio fixed parts

2 Select your configuration file and press the Import button. For information on the file

layout see chapter 11.7.2.

3 A parsing protocol can be read, if you press the referring Log file button. All successfully

imported data records are presented in a list:

Info

Enrolment data

AASI-RA OpenMobility Manager
SIP-DECT 3.1
Logout B i (N B
Status REP enrolment
* System Status
Sites @ Please check the status page.
_
PR s Enrolment data import
>
WLAN | Browse
» System features
Licenses LOg file

Ad | Delete | |

3 Radio fixed parts

<

Location MAC address

<

R451P31a303054 00:30:42:0D:97:1A

<

R439 SWT 31A-0-3-1-2 00:30:42:0D:95:D8

<l

R440 P313-03-07-4 00:30:42:0C:BD:7B

DECT WLAN

cluster profile Added

4 Select the RFPs you want to add to the OMM database by selecting the appropriate

checkboxes.
5 Press Add.
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All successfully stored records are marked green in the Added column.
Failed records are marked with a red star.

AASI-RA OpenMobility Manager
SIP-DECT 3.1
Status RFP enrolment
* System Status
Sites Q Please check the status page.
_
Dl rers Enrolment data import
>
WLAN | Browse...
¥ System features
Licenses Log file
Info
Enrolment data
| | Log file |
3 Radio fixed parts
[~ Location MAC address gfl(s:tTer :‘::;?i:: Added
[ R451P31303054 00:30:42:0D:97:1A 1 = \\f
[T R439 SWT 31A-0-3-1-2 00:30:42:0D:95:D8 1 = RV?
[” R440P313-03-07-4 00:30:42:0C:BD:7B 1 = \\f

6 To read error hints in the referring log file, press the Log file button. Error hints can also
be read in a syslog trace (see chapter 7.4.1).

7 To remove imported data entries, activate the check box next to the desired entries. Press
Delete to remove the selected entries.
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7.6.5

7.6.6
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Capturing RFPs

RFPs, which are assigned to the OMM by DHCP options or OM Configurator settings, may
plug to the system.

MSI'RA OpenMobility Manager
SIP-DECT 3.1
Logout ﬁ: — I —
Status Radio fixed parts
* System Status
Sites Wease check the status page.
DECT cluster 1 New | Import Sorted by ’m
Unconfigured
Portable parts Capturing unconfigured radio fixed parts
: :‘;Ls‘::m features % Capture allowed: '\‘}f

Licenses

Info

5 Radio fixed parts

DECT cluster 1: 4 Radio fixed parts

ID Name MAC address IP address :‘v‘gesite RPN E:gifrlgﬁt“i,r;ltConnectedActive
0000 5®  00:30:42:00:0F:33 - ME 1o ® < -
27$0001 565158 00:30:42:00:10:2F 102.168.112.53 |05 1 02 b v of
2 @uuuz'ﬁi:",*"lse 00:30:42:12:6E:38192.168.112.43745 1 00 b v Y
I 0003 - 00:30:42:00:20:9C - Egp 2 03 b 4 b -
Unconfigured: 1 Radio fixed part

ID Name MAC address IP address :lv":esite RPN Eﬁsifrlﬁn‘:t':,:’;lt(onnectednctive

20 - - 00:30:42:00:20:2E 192.168.112.55 Egg I - - _

1 On the Radio fixed parts page press the Start button.

After a while the list page is filled by the MAC addresses of those RFPs which tried to
register to the OMM (unregistered RFPs).

Note: Please note that these entries are not really stored (they are lost after reset).

2 By pressing the customize icon ] of the appropriate RFP, you can add further data and
store the RFP (see chapter 7.6.3).

Deleting RFPs
To delete an existing RFP:

1 On the Radio fixed parts page click on the [l icon left behind the RFP entry.
The Delete radio fixed part? dialog opens showing the current configuration of this RFP.

2 Press the Delete button.

Please note: The RFPs bound to a license (License RFPs) can not be deleted. The License
RFPs are displayed in the RFP list with a license icon & instead of the trash
icon. For further information on licenses see chapter 4).

7 OMM Web Service
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7.7 “Portable parts” Menu

The Portable parts web page provides an overview of all configured DECT handsets
(Portable Parts) sorted by their number. To keep the list concise, the complete list is split up
into sub lists containing up to 100 handsets. The user can move back and forth in steps of
100 handsets.

Ao’ZSI'RA OpenMobility Manager
SIP-DECT 3.1
Logout B = [N ==
Status Portable parts
¥ System Status
Sites @ Please check the status page.
* Radio fixed parts
New | Import Search PARK: 31170307272202
¥ wLAN Subscription allowed: 96
* System features Auto-create on subscription: 8‘

== Subscription with configured IPEIs

Info

Start
Wildcard subscription
2min - Start

1- 6 (6) Portable parts
Display name Number IPEI Subscribed Download

2! I Henry Smith 1001 03586 0015043 7 b 4 3
211 Betty Miller 1002 03586 0017017 7 .»;f =
£ Grace Adams 1004 01271 0604915 6 .»;f' =
& [lohn Murry 1010 - - -
& [®Mary Tucker 1011 - - -
& [@Lisa Wilson 1012 - - -

The table provides information on the PPs and their status in several columns:
o Name: Indicates the PP name.

o Number: Indicates the internal call number of the PP.

¢ |PELl: Indicates the PP IPELI.

o Subscribed: Indicates if the PP is subscribed to the system.

¢ Download: This column is only presented if the “Download over Air’ feature is started
successfully and gives information about the download status of the handset SW (see
chapter 9.17).

Note: All PP data that are configured as unbound (split into device and user data) are also
listed at the OM Web service when a user is logged in at the device, but they can
not be deleted or changed. This is indicated by the [& and |& icons. Unbound
devices where no user is logged in are not displayed on the Portable parts page.

The following tasks can be performed on the Portable parts page:
e creating and changing PPs (see chapter 7.7.1),

e importing PP configuration files (see chapter 7.7.2),

e subscribing PPs (see chapter 7),

o deleting PPs (see chapter 7.7.4),

e searching within the PP list (see chapter 7.7.5).

depl-1669/0.3 Page: 80 (280)



SIP-DECT® OM System Manual Release 3.1

7.71

Creating and Changing PPs

1 To configure a new PP press the New button on the Portable parts page.

7 OMM Web Service

To change the configuration of an existing PP click on the <! icon left behind the PP entry.

The New portable part resp. the Configure portable part dialog opens.

New portable part

Display name
Number

IPEI

DECT authentication
code

Login/additional 1D
505 number
ManDown number

Voice mail number

User name

Password

Password
confirmation

General settings

5147
0358600083186
1234

101

EX

912

400

SIP authentication

Cancel

Configlire portable part

o Changing Number and/or IPEI requires the PP to be subscribed

again.

Display name
Number

IPEI

DECT authentication
code

Login/Additional ID
Delete subscription
505 number

ManDown number

Voice mail number

User name

Password

Password
confirmation

General settings
Henry Smith

1001
03586 0015043 7
1001

O

SIP authentication
om-1001

Cancel

2 Configure the PP, see parameter description below.

3 Press the OK button.

The following parameters can be set in the New portable part resp. the Configure portable

part dialog:

General settings

¢ Display name: The name parameter represents the SIP Display Name field. This
parameter is optional but recommended.

e Number: The number is the SIP account number or extension for the PP.
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o [IPELI: This optional setting is the DECT handset IPEI number. On an Aastra DECT 142/
Aastra 142d handset, the IPEI can be found via the following path of the device menu:
Main menu > Phone settings > System. On an Aastra 600d / 650c handset, the IPEI
can be found in the System device menu. Consult the handset’s user guide for further
information.

o DECT authentication code: The DECT authentication code is used during initial DECT
subscription as an security option and can be set here for each PP separately (handset-
specific DECT authentication code). This parameter is optional. If a system-wide DECT
authentication code is given on the System settings page (see chapter 7.4.1), this value
is filled in here as default. If no handset-specific DECT authentication code is set, the
system-wide DECT authentication code is used.

Note: The DECT authentication code can only be changed if the PP is not subscribed.

¢ Login/Additional ID: The additional ID can be used as a mean for data search within
wildcard subscription (because of the IPEI is not configured which selects the data
otherwise).

* Delete subscription: This option is only available when configuring an existing PP (in the
Configure portable part dialog). If this option is selected, the PP will be unsubscribed.

¢ SOS number, ManDown number: SOS and ManDown are calling numbers which will be
automatically called as soon as an SOS or ManDown event happens. If no individual SOS
or ManDown number is configured for a handset, the number of the appropriate alarm
trigger will be used as a system-wide calling number in case of a SOS or ManDown event.
Please see chapter 8.9.3 and /30/ for details.

¢ Voice mail number: The voice mail number is the number which will be automatically
called as soon as a voice mail call is initiated on the Aastra 600d / Aastra 650c handset. If
there is no individual voice mail number configured in this field, then the system-wide
voice mail number is used (see also the System setting menu, chapter 7.4.1). If there is
no voice mail number configured (neither the individual nor the system-wide) or another
handset type is used, then the voice mail number must be configured locally in the
handset.

SIP authentication

o User name: The SIP Authentication user name is optional but recommended. It
represents the name which will be used during SIP registration and authentication. If no
name is given the number will be used by default.

o Password, Password confirmation: The password will be used during SIP registration
and authentication. Enter the appropriate data in these fields.
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7.7.2 Importing PP Configuration Files

7 OMM Web Service

A set of PPs can also be configured in a semiautomatic manner by import of a configuration

file.

1 On the Portable parts page press the Import button.

The Portable part enrolment page opens.

OpenMobility Manager
SIP-DECT 3.1

Logout
Status Portable part enrolment
* System Status
Sites @ Please check the status page.

* Radio fixed parts

Portable parts Enrolment data import

Enroclment data

>
WLAN |C:\openim0b\ppEnrolment\ppEnroIment.txt
¥ System features
mpol
Info 2

0 Portable parts

2 Select your configuration file and press the Import button. For information on the file

layout see chapter 11.7.1.

3 A parsing protocol can be read, if you press the referring Log file button. All successfully

imported data records are presented in a list:
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AASI'RA OpenMobility Manager

SIP-DECT 3.1

Logout
Status Portable part enrolment
" System Status
Sites ﬂease check the status page.

* Radio fixed parts
Portable parts

* WLAN
‘ Browse...

¥ System features
Licenses
Log file
Info

Enrolment data

Enrolment data import

Add | Delete | |
12 Portable parts
Number IPEI g&tﬂntication?gdmo"al Added
code

¥ PP 1 101 0081008625768 1001 101 =
¥ PP 4 104 0007701154842 1002 104 =
I¥ Kiel Phonel 5401 0127105395099 1003 5401 =
v Karl May 5402 = 1004 5402 =
¥ Karl valentin 5403 - 1005 5403 -
Iv Karl Heinz 5404 = 1006 5404 =
¥ Radi Radenkowicz 5405 - 1007 5405 -
Iv Radi Rettich 5406 = 1008 5406 =
v wadi wade 5407 = 1009 5407 =
v - 5408 = 1010 5408 =
V- 5409 - 1011 5409 -
vV - 5410 - 1012 5410 -

4 Select the PPs you want to add to the OMM database by selecting the appropriate
checkboxes.

5 Press Add.
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Aoigl'RA OpenMobility Manager
SIP-DECT 3.1
Status Portable part enrolment
" System Status
Sites G Please check the status page.

* Radio fixed parts

Crerells rers Enrolment data import

>
g :,:::m features ‘ M
II':I:"SES Log file
Enrolment data
| | Log file |
12 Portable parts
™ Name Number IPEI gl.lEtch-:—entil:ation‘?gditiD"alAdded
code
[TPP1 101 0081008625768 1001 101 -.~;?
PP 4 104 0007701154842 1002 104 -.~;§
™ Kiel Phonel 5401 0127105395099 1003 5401 \}?
[~ Karl May 5402 = 1004 5402 \}?
™ Karl valentin 5403 - 1005 5403 of
™ Karl Heinz 5404 = 1006 5404 \f
I” Radi Radenkowicz 5403 - 1007 5405 of
™ Radi Rettich 5406 = 1008 5406 \f
™ wadi wade 5407 = 1009 5407 \f
= 5408 = 1010 5408 of
- 5409 = 1011 5409 of
= 5410 = 1012 5410 of

All successfully stored records are marked green in the Added column.
Failed records are marked with a red star.

6 To read error hints in the referring log file, press the Log file button. Error hints can also
be read in a syslog trace (see chapter 7.4.1).

7 To remove imported data entries, activate the check box next to the desired entries. Press
Delete to remove the selected entries.

7.7.3 Subscribing PPs

Preparation by OMM Web service

After adding a PP configuration to the OMM, the PP must be subscribed. The OMM must first
be enabled to allow subscriptions to be take place from PP handsets. This is done by
pressing the following buttons on the Portable Parts OMM web page.

o Start button of the Subscription with configured IPEls section (see chapter 7.7.3.1).
This button enables the subscription for the next 24 hours.

or

o Start button and time interval of the Wildcard Subscription section (see chapter Note:).
This button enables the “wildcard subscription” for the selected time. After expiry the
“subscription with configured IPEIs” is still enabled for 24 hours.
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Note: To ease the first installation of a DECT system, the subscription is enabled
permanently while at least one PP (with IPEI) is set up within the database and no
PP is subscribed. After successful subscription of the first PP the subscription will
still be enabled for 24 hours.

MRA OpenMobility Manager
SIP-DECT 3.1
Loucut 2 e [
Status Portable parts
* system Status
Sites @ Please check the status page.
* Radio fixed parts
MNew | Impart Search PARK: 31170307272202
* WLAN Subscription allowed: ¥6
¥ System features Auto-create on subscription: ®

e Subscription with configured IPEIs

Info

Start
Wildcard subscription
2min x Start

1 - 6 (6) Portable parts
Display name Number IPEL Subscribed Download

» 1T Henry Smith 1001 03586 0015043 7 b 4 k-
21T Betty Miller 1002 03586 0017017 7 v -
[T Grace Adams 1004 01271 0604915 6 .\j? =
& [@John Murry 1010 - - -
& [@Mary Tucker 1011 - - -
& [@Lisa Wilson 1012 - - -

Subscription steps, done by PP

After the PP configuration is complete on the OMM and the OMM is allowing new
subscriptions, each PP must subscribe to the system.

On each PP handset, the administrator or user must subscribe to the SIP-DECT® system
through the System/Subscriptions menu. The specific PARK code for the SIP-DECT®
system should be entered in order to subscribe to the system.

Please note: The PARK code in numeric format can be found at the top-right corner of the
Portable Parts OMM web page. Each SIP-DECT® deployment will have a
unique PARK code that was provided with the OMM Activation kit.

depl-1669/0.3

If the administrator configured a global or handset-specific Portable Part DECT
authentication code, the administrator/user must enter in the code before the PP will
subscribe to the system.

In case of “wildcard subscription”, please note that an additional ID may be configured (see
sub section Wildcard Subscription), which has to be typed then.

7 OMM Web Service
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7.7.3.1 Subscription with Configured IPEI

The PP data to be assigned to the subscribing PP are identified by the IPEI. The
identity of a PP (IPEI) is already known by the system before the PP attempts to
subscribe. Unknown PPs are not allowed to subscribe in this mode.

To enable subscriptions, press the Start button of the section Subscription with configured
IPEls on the Portable parts page.

The OMM will allow a subscription of configured but not subscribed PPs during the next24
hours. The administrator must press the Subscribe button again to permit more PP handsets
to subscribe to the SIP-DECT® system.

Note: Some older PPs may not offer the possibility to enter an access code (AC). You
should always subscribe these devices with configured IPEI to maintain security.

7.7.3.2 Wildcard Subscription

To minimize administration effort, subscription is also possible, if the IPEI is not configured.
But because of the loss of further security by IPEI check, this kind of subscription is only
allowed within a short default time interval of 2 minutes.

To enable subscriptions, press the Start button of the section Wildcard subscription on the
Portable parts page. If necessary, increase the time interval (or refresh subscription
permission in time).

The OMM will allow a wildcard subscription during the set time interval. In case of timeout the
permission is lost. Only subscription with IPEI remains allowed within the fixed limit of 24
hours (see chapter7.7.3.1).

To achieve a selection of data during subscription (e.g. the user name being assigned to the
PP), the field “additional ID” can be set in OMM data. If the OMM receives a valid “additional
ID” during subscription, the referring data are assigned to the PP.

If the additional ID is requested for a data record, the PP user has to type it. “Additional ID”
can be set within the authentication code menu. Please type the R-Key and type the
additional ID.

Please note: The input of the additional ID is only possible with Aastra DECT 142 / Aastra
142d and Aastra 600d / 650c. There is no possibility to type that value on third
party GAP phones. If GAP phones are going to subscribe wildcard, the first
free PP data record without any additional ID will be selected and assigned.
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7.7.4 Deleting PPs

To delete an existing PP:

1 On the Portable parts page click on the [l icon left behind the PP entry.
The Delete portable part? dialog opens showing the current configuration of this PP.

2 Press the Delete button.

7.7.5  Searching within the PP List

To search for a certain handset in the PP list, the search function can be used which allows
to find a handset by a given number or IPEI.

1 On the Portable parts page click on the Search button.
The Search portable parts dialog opens.

Search portable part

General settings
Number 1001

IPEI

Search portable part

General settings
Number

1PEI 03586 0017017 7

2 Enter the handset’s number or IPEI. At least one parameter has to be set. The entered
number or IPEI has to match exactly with a handset’s number or IPEI. If number and IPEI
are given then a handset has to exist in the OMM’s database whose number and IPEI
match both otherwise the search fails.

If a handset with the specified number and/or IPEI was found, a list is displayed which has
this handset as the first entry. The search function can also be used to get to the right sub list
in one step.
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AASI'RA OpenMobility Manager
SIP-DECT 3.1

Status Portable parts e

* System Status
Sites O_Please check the status page.

* Radio fixed parts

New | Import Search PARK: 31170307272202

* WLAN Subscription allowed: -"}?

¥ System features Auto-create on subscription: b 4

=== Subscription with configured IPEIs

Info

_ s |
Wildcard subscription
43 Previous page 3 - 18 (18) Portable parts
Display name Number IPEI Subscribed Download
2| [l Henry Smith 1001 03586 0015043 7 b 4 =
2|17 Betty Miller 1002 03586 0017017 7 -.~,‘§ =
2|11 Grace Adams 1004 01271 0004916 6 -.\,"? =

7.8 “WLAN” Menu

The WLAN menu allows you to manage the wireless LAN function of all WLAN capable
RFPs that are connected to the OMM. You can view and change wireless parameters and
security settings to adapt the WLAN configuration to suit your needs. You can also check
how many and which wireless clients are currently connected. Nevertheless, the WLAN
function is only available for devices of the type RFP (L) 42 WLAN and RFP (L) 43 WLAN.

Note: You cannot activate the WLAN function for the OMM, even if the OMM device is an
RFP (L) 42 WLAN.

For a detailed description on WLAN configuration please refer to the section 9.15.

7.8.1 “WLAN profiles” Menu

WLAN settings are grouped in WLAN profiles. You need at least one WLAN profile that can
be assigned to one or more WLAN-RFPs. Of course, you can define more that one WLAN
profile. You can manage / change the desired WLAN settings for a group of WLAN-RFPs by
changing their assigned WLAN profiles. Moreover, you can manage different settings, for
example separate WLAN profiles for different buildings, a special WLAN profile for temporary
use, or WLAN profile for RFPs only useable by guests.

Please take attention to the different WLAN profile types:

RFP type WLAN profile type
RFP 42 WLAN / RFP L42 WLAN RFP42
RFP 43 WLAN / RFP L43 WLAN RFP43
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WLAN clients 2 1 & sip-dect = = - WPAZ 1
* System features
Licenses Type RFP42: 2 WLAN profiles
i Profile ID SSID SSID2 SSID3 Ss5ID4 Security Radio fixed parts
£ 2 & aastradtw = - - WPA Radius ]
£ 4 = ptamobile = = - - 0

The WLAN profiles menu allows to configure and administrate these WLAN profiles. The
following tasks can be performed:

e Creating and changing WLAN profiles (see chapter 7.8.1.1),

o Deleting WLAN profiles (see chapter 7.8.1.2),

o Exporting WLAN profiles (see chapter 7.8.1.3).

The defined WLAN profiles are then assigned to one or more WLAN RFPs (see chapter
7.8.2). Note, that some device-specific WLAN settings are not part of a WLAN profile, such
as the channel and the antenna configuration. These settings are defined separately for each
RFP (see chapter 7.6.3).

Creating and Changing WLAN Profiles

You need at least one active WLAN profile in order to operate the WLAN function for an
RFP (L) 42 WLAN or RFP (L) 43 WLAN device.

1 Navigate to the WLAN profiles page. This page shows the number of existing WLAN
profiles and a list of available WLAN profiles.

2 If you create a new WLAN profile, configure the RFP type first to get the correct input
fields. Select the appropriate profile (RFP42 or RFP43) from the WLAN profile type
selection list.

3 To add a new WLAN profile, press the New button. To change an existing WLAN profile,
click on the |=! icon available on the left of the WLAN profile entry.

The New WLAN profile page resp. the WLAN profile [Number] page shows the WLAN
profile configuration.

7 OMM Web Service
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¥ System
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* Radio fixed parts
Portable parts
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WLAN profiles
WLAN clients
» System features
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Info

New WLAN profile

OpenMobility Manager
SIP-DECT 3.1

Status

6 Please check the status page.

o]

S5ID1 55ID2

Cancel |
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RTS threshold  [2346 Byte(s) [0 .. 4096]
Fragmentation
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802.11 mode Mixed -

Hidden SSID B
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avoidance

Security settings
+ Open system
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keys
Default tx key

Key £1 [

Key #2

|

Key #3 [

Key #4 [

" WiFi protected access (WPA)
Type [WPA any 7]
802.1x (Radius)

Pre-shared key

msec [50 .. 65535]

.. 255]

Value | as
" 802.1x (Radius)
I~ BSS isolation
Key settings

Cipher length

Distribution |
interval

Radius settings
1P address |

Port [

Secret [
QoS settings
[~ WME

sec [1..65535]

T
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AASTRA

* Radio fixed parts

New WLAN profile

OpenMobility Manager
SIP-DECT 3.1

Status
* System Status
Sites @ Please check the status page.

Portable parts OK Cancel WLAN profile type: |RFP43 ~
¥ WLAN _
WLAN profiles [ss;;p1 ES0H |ss1D3 |ss1Da | Ma®access filters
WLAN clients General settings v
* System features W Profile active
Licenses 5SID |
Info
[~ VLAN tag [ [1..4004]
Beacon period |100 msec [40 .. 65535]
DTIM period |5 Beacon(s) [1 .. 255]
RTS threshold  [2347 Byte(s) [0 .. 2347]
Fragmentation
threshold |2346 Byte(s) [256 .. 2346]
802.11 mode 802.11bg -
Hidden 551D =
mode
Security settings
+ Open system
" Wired equivalent privacy (WEP)
Privacy ™~
Number of tx
Keve [1 -Jas
Default tx key
Key £1 [
Key 2 [
Key £3 [
Key £4 [

" WiFi protected access (WPA)
Type [WPA any 5]
802.1x (Radius)

Pre-shared key &

Value

MAC access
I filter

I~ BSS isolation

Cipher length

Distribution
interval

1P address
Port

Secret

[~ wWME

Key settings

Radius settings

Qo5 settings

as |

sec [60 .. 86400]

||

RFP (L) 43 WLAN profile configuration

4 Change the desired settings of the WLAN profile. You need at last to define the ESSID
setting. The different settings are explained in detail in the sections below.

5 Activate the Profile active setting, otherwise the WLAN profile is inactive which de-
activates the WLAN function for RFPs that are assigned to this WLAN profile.

6 Press the OK button to apply the settings. If you created a new WLAN profile, you can
proceed by assigning the WLAN profile to the desired RFPs (see chapter 7.6.3). If you
changed an existing WLAN profile, the settings are applied to the assigned RFPs

automatically.
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The following description details the different parameters that are available on the New
WLAN profile page resp. on the WLAN profile [Number] page.

General settings
o Profile active: Activate this checkbox to activate the profile. This in turn activates the
WLAN function for all RFPs that are assigned to the WLAN profile.

o SSID: Enter a descriptive character string to identify the WLAN network (e.g.
“OurCompany”).The service set identifier is broadcasted by the RFP within “WLAN
beacons” in a regularly interval. The SSID identifies the WLAN network and is visible by
all WLAN clients. This is typically used with a scan function, e.g. from a WLAN client that
tries to establish a connection. The SSID should not exceed 32 characters and it is
advisable not to use unusual characters that may trigger WLAN client software bugs.

¢ VLAN tag (number, 1..4094, default: off): You can separate VolP and client data traffic
(transferred via WLAN) by using different virtual LANs, e.g. to prevent bulk data transfers
to interfere with VolP. To use a separate VLAN for the client data traffic, activate the
check box and enter the desired VLAN number (see chapters 9.15 and 9.10).

e Beacon period (milliseconds, 50..65535, default: 100 ms): Determines the WLAN beacon
interval. A higher value can save some WLAN airtime that can be used for data transfers.

e DTIM period (number, 1..255, default: 5): Determines the number of beacons between
DTIM messages. These messages manage the WLAN wakeup/sleep function e.g. that is
critical for battery powered WLAN clients.

¢ RTS threshold (bytes, 0..4096, default: 2346): If a WLAN packet exceeds this threshold,
it will be transferred with RTS/CTS handshake. This may improve transfer reliability if
several WLANSs share the same channel. The default of 2346 byte switches off this
function because the IP-MTU is typically only 1500 byte.

¢ Fragmentation threshold (bytes, 0..4096, default: 2346): If a WLAN packet exceeds this
threshold, it will be transferred in chunks. This may improve transfer reliability for a weak
connection. The default of 2346 bytes switches off this function because the IP-MTU is
typically only 1500 byte.

o Maximum rate (list of rates in Mbps, 1..54, default: 54): This setting applies to
RFP (L) 42 WLAN only. Determines the maximum transfer rate used by the RFP. You can
limit the rate to increase the WLAN range, e.g. to prevent WLAN clients in the vicinity of
the RFP to disturb distant WLAN clients.

¢ 802.11 mode (RFP (L) 42 WLAN selection list: Mixed / 802.11b only / 802.11g only,
default: Mixed): Both the older and long-ranged B-Mode and the newer and faster G-Mode
are typically supported by WLAN clients. You can change this setting to prevent problems
with very old WLAN clients.
(RFP (L) 43 WLAN selection list: 802.11bg /802.11b only / 802.11g only /
802.11abg /802.11n, default: 802.11bg): On the new RFP43 profile you can choose
additional 802.11 modes 802.11abg and 802.11n.

Mode 802.11abg 802.11n
Open yes yes
WEP yes no
Radius (802.1x WEP) yes no
WPA v.1 (802.1x + PSK) yes no
WPA v.2 (802.1x + PSK) yes yes
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¢ Hidden SSID mode (on / off, default: off): If switched on, the transmission of the SSID
within beacons is suppressed. This in turn requires a more elaborate and manual
connection procedure for WLAN clients.

¢ Interference avoidance (on / off, default: off): This setting applies to RFP (L) 42 WLAN
only. Enables a WLAN procedure to enhance radio interference avoidance.

Security settings

These settings determine the encryption used for the WLAN connection. Select one of the
four modes (Open, WEP, WPA, or Radius). This will activate / gray-out the necessary
additional input fields that specify further security settings on the WLAN profile page.

* Open system: Enable this option to deactivate authentication and encryption (“Hotel
mode”). Note, that all data is transferred un-encrypted in this mode, which can be easily
eavesdropped with any WLAN equipment.

o Wired equivalent privacy (WEP): Enable this option to use the older WEP encryption
mode. This mode may be useful, e.g. if your WLAN should support older WLAN clients
that do not implement the recommended WPA encryption.

- Privacy (on / off, default: off): De-activate this setting to use no authentication (“Open
System”) with standard WEP encryption. Activate this setting to use an additional
shared key authentication between the RFP and the WLAN client.

- Number of tx keys (number, 1..4, default: 1): The WEP encryption can use a single
shared key or multiple shared keys (“key rotation”). Select the number of shared keys,
select how to enter a shared key (by default as Text or as Hex value), and select the
Cipher length (see Key settings below).

- Default tx key (number, 1..4, default: 1): If more than one shared keys is used, you can
select the default shared key. You need to configure the same default key on the WLAN
client.

- Key #1 — Key #4: Enter one or more shared key. The Cipher length setting (see Key
settings below) determines the length of the required input. If you selected to enter as
Text (see above), input a password with 5, 13, or 29 characters that matches a 64, 128,
or 256 bit cipher. If you selected to enter as Hex value, you can input a hexadecimal
number with 10, 26, or 58 characters (0-9, a-f). Press the Generate button to generate
a random shared key that matches the current settings.

o WiFi protected access (WPA): Enable this option to use the recommended WPA
encryption mode.

- Type (selection, WPA any / WPA v.1 / WPA v.2, default: WPA any): Select the WPA
version required for WLAN clients. The WPA any setting allows WPA v.1 and WPA v.2
to be used concurrently. The WPA v.1 setting enforces the use of the older RC4-based
encryption. The WPA v.2 setting enforce the use of the stronger AES encryption. You
can also change the distribution interval (see Key settings below).

- 802.1x (Radius): Select this option if your WLAN should use a RADIUS server for
WLAN client authentication (“Enterprise WPA” with different username/password
combinations per client). You also need to specify the Radius settings (see below). For
details about the RADIUS authentication procedure, using the public keys, and
importing certificates to the WLAN clients refer to the documentation of your RADIUS
server product.
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- Pre-shared key: Select this option to use a single shared key for all WLAN clients
(Value setting below). A WLAN client user needs to enter the shared key in order to
connect.

- Value: You can enter a shared key as Text. Use a longer text sequence with
alphanumeric characters and special characters to enhance the shared key strength. A
text shared key is case sensitive. Alternatively, the shared key can be entered as Hex
value (hexadecimal number, 0-9, a-f). Press the Generate button to generate a random
shared key that matches the current settings.

¢ 802.1x (Radius): This setting applies to RFP (L) 42 WLAN only. Enable this option to use
the RADIUS authentication without the stronger WPA encryption. You also need to specify
the Radius settings and you may adapt the Key settings (see below).

o MAC access filters (on / off, default: off): This setting applies to RFP (L) 43 WLAN only.
You can limit WLAN access for WLAN clients with specified MAC addresses. Note, that
without encryption this should not be used for security reasons. You can configure a list
of MAC addresses that are allowed to connect via the MAC access filters tab on the
WLAN profile page.

o BSS isolation (on / off, default: off): In a standard WLAN setup, each WLAN client can
contact other WLAN clients. For special purposes (e.g. “Internet café setup”), you may
switch on this options to protect WLAN clients from eavesdropping on other WLAN clients.

Key settings

o Cipher length (selection, 64 Bits / 128 Bits / 256 Bits (RFP (L) 42 WLAN only), default:
64 Bits): Determines the key length used for the WEP encryption. Larger bit sequences
provide better security but may be unsupported by very old WLAN clients.

o Distribution interval (seconds, 1..65535, default: 20): Determines how often the WEP
encryption is re-negotiated.

Radius settings

The parameters in this section can only be configured if the 802.1x (Radius) option has been
selected.

e |P address: Enter the IP address of the RADIUS server.

e Port: Enter the port number used to connect to the RADIUS server. Press the Default
button to change to the standard port.

o Secret: Enter the character string that is used by the RFP to secure the communication
with the RADIUS server.

QoS settings

o WME: (on/ off, VLAN or DiffServ (RFP (L) 42 WLAN only), default RFP (L) 42 WLAN:
off/VLAN, default RFP (L) 43 WLAN: off): You can enable the Wireless Media Extensions
to prioritize WLAN traffic. The WLAN traffic priority is determined by VLAN number or by
examining the DiffServ data field of IP packets.

SSID2 - SSID4 Tabs

You can enable up to three additional virtual WLAN networks that are managed by their
SSID. This can be used for example to provide WLAN access for guests that is separated
from the company WLAN by means of VLAN tags and encryption settings. To activate this
feature proceed as follows:

depl-1669/0.3 Page: 95 (280)



SIP-DECT® OM System Manual Release 3.1

7 OMM Web Service

1 Switch to the appropriate SSID tab, e.g. SSID2. Activate the Active check box to enable
the additional virtual WLAN. The tab provides separate configuration items for the

selected SSID.

2 Enter at least a new SSID. Also enter a currently unused VLAN tag number.

3 You can specify different authentication/encryption settings for each SSID section. For
example, you can use WPA / Pre-shared key with different passwords.

Note, that some configuration combinations are incompatible with multiple SSIDs. For
example, the wireless hardware only manages a single WEP encryption key. Also, some
features apply to all defined SSIDs, this includes the MAC access filters list.

You can edit the MAC access filters list via the MAC access filters tab on the WLAN profile

page.

AASTRA

Logout

Status WLAN profile 1: 1 Radio fixed part

OpenMobility Manager
SIP-DECT 3.1

* System Status

Sites 6 Please check the status page.

* Radio fixed parts

Portable parts oK Cancel
¥ WLAN
WLAN profiles SSID1: sip-d... SSID2

WLAN profile type:

MAC access filters

SSID3 SSID4

WLAN clients
MAC access filter import

¥ System features

5 MAC access filters
MAC address

00:30:42:0D:10:2E

Associated

00:30:42:0D:DF:33
00:30:42:12:6E:3B
FC:A1:3E:24:07:84
FC:A1:3E:24:07:85

RXRXRX

== | Durchsuchen...
Info
Import
MAC access filter export
Save
Delete all

e You can import a prepared list of MAC addresses (*.txt. file, one line per MAC address)
Use the Browse button to select the file from the file system. Afterwards press the Import

button.

e To configure single MAC addresses, use the New button in the General settings section.
Enter the address in the following New MAC access filter dialog.

e To delete a single MAC address, click on the
the Delete all button to delete the entire list.

icon left behind the address entry. Use

¢ Using the Save button you can export the MAC address filter list.

The Associate column indicates for each MAC address if the respective WLAN client is

currently connected to the WLAN.

depl-1669/0.3

Page: 96 (280)



SIP-DECT® OM System Manual Release 3.1

7.8.1.2 Deleting WLAN Profiles
To delete an existing WLAN profile:

7 OMM Web Service

1 You cannot remove WLAN profile that is in use. To remove a currently used WLAN profile,
you need to select another WLAN profile for all assigned RFPs first (see chapter 7.6.3.

2 On the WLAN profiles page click on the
The Delete WLAN profile? dialog opens showing a summary of the WLAN profile’s

configuration.

3 Press the Delete button.

7.8.1.3

Exporting WLAN Profiles

icon next to the profile entry.

To help simplify the configuration of wireless devices, you can export SSID configuration to a
XML WLAN profile file. To export the configuration, please click on the "= icon.
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WLAN clients

¥ System features

Licenses

Info

WLAN Drofile_s
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New
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Profile ID SSID

£® 1 B ol

=dlect

Type RFP42: 2 WLAN profiles
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SSID2

SSID2

SSID3

SSID3

SSID4

S5ID4

Security Radio fixed parts
WPAZ 1

Security Radio fixed parts
WPA Radius 0

= 0

On Windows 7 you can use the command “netsh wlan add profile filename=xxx" to import a
WLAN configuration. Many other tools to import WLAN configuration files are available for
Windows Vista / Windows XP systems (for example wlan.exe from Microsoft).

7.8.2

“WLAN clients” Menu

The WLAN clients page shows the status of all WLAN clients currently connected to the
WLAN. This can be used for example for troubleshooting purposes. The display shows the
total number of connected WLAN clients and a list of RFPs that are part of the WLAN. For
each RFP, the WLAN client connected to the RFP are listed. You can view the MAC
address and the current Status of each WLAN client.
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* Radio fixed parts
Portable parts
¥ WLAN

WLAN Ern files

» System features

Radio fixed part 192.168.112.43: Profile 1; License RFP 1
MAC address

9C:02:98:6CES:7F

Licenses

Info

Status

Connected

AASI-RA OpenMobility Manager
SIP-DECT 3.1
Status WLAN clients
* System Status
Sites 5 Please check the status page.

“System features” Menu

The System features menu allows administration of system features concerning call number

handling and directory access.

“Digit treatment” Menu

A number manipulation is provided by the digit treatment feature for corporate directories that

handles both incoming and outgoing calls (see chapter 7.9.2).

AASI-RA OpenMobility Manager
SIP-DECT 3.1
Status Digit treatment
* System Status
Sites 6 Please check the status page.
¥ Radio fixed parts
Portable parts New
>
JIESN 6 Digit treatment entries
¥ System features External pattern Internal pattern Direction Directory Sites
Digit treatment 2] M +4930 0 % i® all
Directory y = )
£ 4940 0040 o] I
Feature access codes = * “" w a
Licenses 2] [ +4989 0089 T \\)'9' all
Info 2 i +4969 0069 = o al
2 il 110 %709 L) v all
£ o 004930 L= b 4 all

Digit treatment for LDAP directories

A chosen number from an LDAP directory entry is checked against the external prefix pattern
and if a pattern matches, it is replaced by the configured internal prefix pattern. Only the best

matching rule will be applied.

Before a rule is applied, the following characters are automatically removed from the LDAP
directory entry: ‘%’, space, ‘(' and ‘). The result of the conversion is sent to the handset to be

displayed e.g. in the directory entry details and entered in the redial list.

Note: A conversion performed for an LDAP directory entry can be reversed if the rule is

also activated for an outgoing call.
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Incoming call

The calling party number of an incoming call is checked against the configured external
prefix pattern and if a pattern matches it will be replaced by the internal prefix pattern. Only
the best matching rule will be applied.

The result of the conversion is sent to the handset to be displayed and entered in the call
log.

Outgoing call

A dialled number of an outgoing call is checked against the configured internal prefix pattern
and if a pattern matches it will be replaced by the external prefix pattern. This applies to en-
bloc dialled numbers and to overlap sending as long as the SIP session has not been
initiated.

Note: To support digit treatment and overlap sending, it is necessary to have a dial
terminator configured.

The result of the conversion is not sent to the handset to be displayed or entered in the call
log2.

The following tasks can be performed on the Digit treatment page:

e creating and changing “Digit treatment” entries (see chapter 7.9.1.1),

o deleting “Digit treatment” entries(see chapter 7.9.1.2).

7.9.1.1 Creating and Changing “Digit treatment” Entries

1 To configure a new entry press the New button on the Digit treatment page.
To change the configuration of an existing entry click on the |=! icon left behind the entry.

The New digit treatment entry resp. the Configure digit treatment entry dialog opens.

New digit treatment entry

Digit treatment entry
External pattern |+4940

Internal pattern  |0040

Direction Incoming and outgoing calls ¥

Directory
Sites 0

2 External pattern: Enter an external prefix pattern with up to 32 characters that matches
an incoming call number or a number received via a directory entry. The prefix to be

1 For Incoming Call/Calling Party Number: Depending on the capabilities of the handset and
the level of integration.

2 For Outgoing Call/Called Number: If the user dials the number from the redial list again, the
same procedure will be applied as for the initial dialling.
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substituted for calling party numbers has the same character set as the user telephone
number (e.g.:"+*~#,;.- 1$%8&/()=709aAzZ").

Internal pattern: Enter an internal prefix pattern with up to 32 characters that replaces the
external pattern for the directory entry / incoming calls or vice versa for outgoing calls. An
internal prefix pattern can be composed of: characters “*”, "#” and “0” — “9”.

Please note: The plus character (“+”) can only be dialled and transferred to a call log with

an Aastra 600d / 650c handset with the new handset firmware releases
Aastra 600d 4.00 and Aastra 650c 1.00.

Direction: Select one of the following options:

- “Incoming calls”: Rule applies on incoming calls.

- “Outgoing calls”: Rule applies on outgoing calls.

- “Incoming and outgoing calls”: Rule applies on incoming and outgoing calls.
- “Apply on directory only”: Rule applies to directories only.

Directory: This option can be used to specify the rule for incoming and/or outgoing calls.
Activate this option if the rule applies to directories. (see chapter 7.9.2).

Sites: Specifies the sites for which a rule shall be applied e.g. “1,2” (see chapter 7.5). If
set to “0”, the rule applies to all sites i.e. the rule will be applied to all calls or corporate
directory requests.

Press the OK button.

7.9.1.2 Deleting “Digit treatment” Entries

To delete an existing entry:

1

depl-1669/0.3

On the Digit treatment page click on the /Il icon left behind the entry.

The Delete digit treatment entry? dialog opens showing the current configuration of this
entry.

Press the Delete button.
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7.9.2

7.9.2.1

“Directory” Menu

The Directory menu allows you to manage connections to one or more LDAP or XML
servers that in turn facilitate central corporate directories. The OMM supports multiple LDAP
or XML servers with specific parameter settings to support different types of directories e.g.
global corporate directory, group specific directory, personal directory. XML-based directory
services can be implemented using the XML terminal interface.

A&SI'RA OpenMobility Manager
SIP-DECT 3.1
Logout B = (N S
Status Directory
¥ System Status
Sites E; Please check the status page.
¥ Radio fixed parts
Portable parts New
»
WLAN 4 Directory entries
¥ System features Order Type Name Server name Active
% £ ke 0 XML 0C1000 10.103.92.10 J
£ 0 LDAP Personal Dir. berdcl.de.aastra.com -\-f
Feature access codes
[ Fezroes £ D0 e Group Dir. berdcl.de.aastra.com v
Info £ L2 LDAP CorpDir berdcl.de.aastra.com -\-f

If there is more than one directory server configured, the multiple options are offered to the
user as a list. The list is presented to the user if the central directory is called up e.g. via
softkey or selecting central directory from the menu. The user can choose one of the entries
in the list. The name of an entry shown in the list is configured in the OMM when creating the
directory server entry. (Latin-1 character set is supported).

o If there is only one directory server configured, the directory function is directly started
when pressing the softkey or selecting central directory from the menu.

e The name configured in the OMM is not relevant and ignored if there is only one directory
server configured.

e There are up to 5 directory entries configurable.

The OMM determines the display order of the directories in the handset menu by the order
specified by the administrator.

The following tasks can be performed on the Directory page:

e creating and changing directory entries (see chapter 7.9.1.1),

o deleting directory entries(see chapter 7.9.2.2).

Creating and Changing Directory Entries

1 To configure a new directory entry press the New button on the Directory page.
To change the configuration of an existing entry click on the =] icon left behind the entry.

The New directory entry resp. the Configure directory entry dialog opens.
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New directory entry
Directory
Active
COrder 4 v
Type LDAP |»
Name CorpDir
Protocol
Server name berdc1.de.aastra.com
Server port 3268
Search base DC=de DC=aastra,DC=com
User name username
Password tesssenee
paSSWOrd. ssssssene
confirmation
Search type Surname hd
Display type Surname, given name hd
Server search 10
timeout sec
Path (and
parameters)

2 Inthe New directory entry / Configure directory entry dialog enter the parameters for
the LDAP access, see parameter description below.

3 Press the OK button to create or change an directory entry.

The following parameters can be set per directory entry:

* Active flag: allows to enable/disable a specific entry.

e Order: determines the position in the handset menu (1 — top; 5 — bottom).

e Type: Select the protocol that is supported by the directory server (LDAP or XML).
o Name: Enter a name for the directory entry. Latin-1 character set is supported.

Note: The name configured here is not relevant and ignored when the handset user
searches for a call number in the telephone’s central directory if there is only one
directory entry configured.

e Protocol: This setting applies only to XML directory entries. Select the preferred transfer
protocol.
¢ Server name (mandatory): Enter the name or IP address of the directory server.

e Server port (mandatory): This setting applies only to LDAP directory entries. Enter the
server port number (default: 389).

Note: SSL (default port 689) is not supported.
Windows® Active Directory Server uses port 3268.

e Search base: This setting applies only to LDAP directory entries. The search base has to
be edited (e.g. “ou=people,o=my com”).

¢ User name, Password, Password confirmation: User name (a distinguished name) and
password may be filled if requested by the directory server. Otherwise an anonymous bind
takes place.

Note: SIP-DECT® supports LDAP simple bind.
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¢ Search type: This setting applies only to LDAP directory entries. Searches will be done

for one of the following attributes:
— Name (sn) // Surname (default)
— First name (Given name)

Display type: This setting applies only to LDAP directory entries. Selection between the
following two alternatives is possible:

— Surname (sn), first name (given name) (default)
— first name (Given name) and Surname (sn)

Server search timeout: This setting applies only to LDAP directory entries. The search
results will be accepted within the entered search time (value range: 1 - 99 sec).

The configuration is valid for all PP handsets which support the LDAP directory feature.
To make search requests unique for different users the search base configuration can
include placeholders which are replaced by user specific values when submitting the
LDAP request to a server. The following placeholders are defined:

“<TEL>" which is replaced by the specific telephone number of the user
“<DESC1>" which is replaced by the “Description 1” attribute value of the user
“<DESC2>" which is replaced by the “Description 2” attribute value of the user

Path (and parameters): This setting applies only to XML directory entries. Enter the URL
(if required with parameters) where the XML directory is located on the directory server.

Note: The telephone number in SIP-DECT® is not limited to numeric characters.

7.9.2.2 Deleting Directory Entries

1 To delete an existing directory entry click on the [l icon on the left of the entry on the

Directory page.
The Delete directory entry dialog opens showing the current configuration of this entry.

2 Press the Delete button.
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7.9.3 “Feature access codes” Menu

Features access codes (FAC) allow to perform specific actions on the OMM from any
subscribed DECT handset.

mRA OpenMobility Manager
SIP-DECT 3.1
Logout e e ||
Status Feature access codes
* System Status
Sites @ Please check the status page.
* Radio fixed parts
Portable parts QK | Cancel |
¥ WLAN

General settings
FAC number |*1

¥ System features
Digit treatment

e cccess coses pAC acton
ISR EES Activate subscription |3456?

Licenses

<

Activate wildcard
Info subscription

Deactivate subscription

<

34568

<l
=y

<

User login

<l
T

User logout

To configure the FAC feature:
1 FAC number: Enter a unique FAC number.

2 Activate the appropriate checkbox(es) to enable the corresponding FAC feature(s). For
each enabled FAC feature enter an assigned access code.

3 Press the OK button.

Afterwards the appropriate action can be performed by dialing the “FAC number” followed by
the “FAC access code” en-bloc from any subscribed DECT handset.

In the example above a subscribed user can activate the OMM DECT subscription by dialing
“*134567” en-bloc.

Please note: Overlap sending is not supported for FAC. “FAC number” and “FAC action
code” must be entered en-bloc.

FAC functions will be confirmed by an audible indication to the user (in-band tone signals).

710 “Licenses” Menu

The Licenses page provides an overview on the currently used license. On this page you
can also import an activation or license file:

1 Select the path and file name where the activation or license key is stored.

2 Afterwards press the Import button.
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AASTRA

Logout

Status

L System
Sites

* Radio fixed parts
Portable parts

* WLAN

* System features
Licenses
Info

Licenses

OpenMobility Manager
SIP-DECT 3.1

Status

6 Please check the status page.

o Changing these settings may cause the OpenMobility Manager to be reset.

License file import

|
| o]

Status
License type

Grace period

Browse...

General
°The current software version is not covered by the license! Please
either update the license or use the matching software version.

Standard license

& 00:00 |

PARK

MAC address 1
MAC address 2
MAC address 3

Number of radio fixed parts
Software version

License key

Number of users allowed to
send messages

Receiving text messages

License key

Number of users allowed to
be located

External locating application

License key

Number of G.729 channels

License key

1F1E18EBA4 (31170307272202)
00:30:42:12:6E:38
00:30:42:0D:DF:33 3¢

00:30:42:00:10:2E o

System
10 || OM System License XXX
°3 T currently running SIP-DECT 2.1RC1 Build 10

(DIAG)
ILX1A-WZ67G-4DFHS-44AdX-R3ZQX

Messaging
© 10 || OM Messaging License XXX
OM M ing & Alertil
o essaging & Alerting

System License
L2QEA-187G3-Q7HIT-NIENS-GK6BC

Locating
© 10 I | OM Locating License XXX
o OM Locating Server License

173UH-WHWFV-FKRW9-87GKU-VFUPL

G.729
10 1

UFFGZ-CXG39-W5V25-9K74B-2DG84

OM G.729 License XXX

For a detailed description on the OMM licensing model see chapter 6.
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7.11 “Info” Menu

On the Info page, the End User License Agreement (EULA) is displayed.

With the first login into a new SIP-DECT® SW version, this page is displayed automatically
and the user has to accept the EULA by pressing the Accept button.

OpenMobility Manager
A/ASTRA SIp-DECT 3.1

Logout
Status End-user license agreement
" System Status
Sites a Please check the status page.
* Radio fixed parts
Portable parts BY CLICKING "ACCEPT", INSTALLING, COPYING, OR OTHERWISE USING ANY DART OF THE
» WLAN SOFTWARE (A5 DEFINED BELCW), YOU AGREE TO BE BOUND BY THE TERMS OF THIS EULA. IF

YOU DO NOT AGREE WITH THE TERMS OF THIS EULA, DO NCT INSTALL CR USE THE SOFTWARE.
¥ System features

Licenses hastra Software End User License Agreement (EULA) for
RFP (L)3xIF, RFF (L)4xWLAN, OpenMobilityManager (OMM), OM Management Portal (COMP), (
(OMC)
2010/06/09

These license terms are an agreement between Aastra Telecom Schweiz &G or one of it:
and you. By downloading or installing the Software, or using the product containing
represent and warrant that you have read, understand, have the legal capacity to, a1
legally bound by these terms and conditions. If you do not agree to all of these te:
download, install or use the software.

1. License. Subject to the terms and conditions of this Agreement, Rastra gra
purchaser of the Software or the Rastra product containing the Software ("You") a met
use the Software in object form solely with the equipment for which the Software wa:
authorized in the applicable documentation) for communication with such product. TI
sublicensed, and is not transferable except to a person or entity to whom you trans:
complete Aastra product containing the Software, provided you permanently transfer
Agreement and do not retain any full or partial copies of the Software, and the rec:
of this Agreement. This license applies also to Software that is distributed for f:
2. "Software” includes, and this Agreement will apply to (a) the Rastra softw:
with the applicable Rastra product, (b) associated media and corresponding Documenti
upgrades, updates, bug fixes or modified versions ("Upgrades™) or backup copies of
to You by Rastra or an authorized reseller, provided vou already hold a valid licen,
and have paid any applicable fee for the Upgrade.

"Documentation”™ means the end user manual and other documentation (including print
provided to you with the Software.

|~
(.74
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8 OM Management Portal (OMP)

The OM Management Portal (OMP) is a Java tool to manage the SIP-DECT® solution. It can
be used to view and configure OMM system data and has integrated monitoring and other
maintenance features.

This section lists all parameters which can be configured and viewed using OMP. All
parameters which are also accessible by the OM Web service are described in the
appropriate OM Web service section (section 7). New parameters which are only accessible
via OMP are described in this section.

8.1 Login
The OMM allows only one user at a time to configure the system.
EY OM Management Portal !l
Login
Sysiemname  [FEMCINTI] ~

IP address

User name omm n

Password

To log in to the system enter the following data:

¢ [P address of the OMM.

e User name, Password: Enter a user name and a password. Both strings are checked
case sensitive.

With initial installation or after removing the configuration file, the OMM Web service is
accessible via a default built-in user account with user “omm” and password “omm”.

The System name is set by the system administrator after first successful login to the OMM,
see chapter 8.5.1.

The system name and the IP address of successful logins are stored in the local OMP

preferences and can be reselected for further logins. Up to 10 different login datasets can be

stored in the preferences.

e On a Linux system, preferences are stored in the users home directory
“~/.javal.userPrefs/...”.

¢ On awindows system in the registry node
‘HKEY_CURRENT_USER/Software/JavaSoft/Prefs/...”.

After login the OMP is set to the configuration mode page showing the system status page
which contains health state information of the connected OMM (see chapter 8.4). If there is a
version difference between the OMP and the OMM, this will also be indicated here. Details
can be viewed in the Help: About AXI menu (see chapter 8.12).
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8.2

8.3

Logout
There is no automatically logout for the OMP. The user has to log out manually.

To log out from the system:
« click on the closing icon £ on the upper left in the upper right corner of the OMP window

o or select the Exit entry from the General menu.

Note: If the OMM link is broken, the OMP asks if you want to reconnect to the OMM. In
that case you have to enter the login data again.

OMP Main Window

The header of the OMP window shows version info of the connected OMM.

EY OMP - OpenMubility Manager SIP-DECT 3.1 E®E
>
a- Q _‘4 - o General Help
Configuration Genetal Net parameters DECT | WLAN } Addtional services User monitaring
Status 9
v Systern Tos for voice packets Es
System seffings ToS for signaling packets BS 9
SIP
TTL (Time to ive) 52
User administration 2 |
e g £02.1p voice priority
Time zones
802.1p signaling priority
—
P Radio fixed parts
P Portable parts
P Systern features
License
0 Changing these seftings may cause the OpenMobility Manager to be reset
| | ‘ Updste | ‘ Restart
Info console o
0 2012/07/20 14:10:34.997 End-user license agreement dommload successful
| ParicsuTesor2r202 | 41 | 4 | 0 | 192068112.93

1 - “OMP mode” toolbar buttons

The OMP provides different modes: the configuration mode, the monitor mode and the
planning mode. The configuration mode allows changing of parameters. In monitor mode
parameters are only displayed, they are not changeable. The monitor mode provides
additional features, e.g. system and RFP statistics and RFP synchronization monitoring. The
planning mode enables to create graphics which can be used with the OM Locating
application to visualize the placement of the RFPs (see also /27/).

To select the desired mode, press the appropriate toolbar button in the upper left corner of
the OMP window:
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’E configuration mode,
’a monitor mode,
"7 planning mode.

2 — Main menus

The OMP provides two main menus which are available in all program situations:

3

General menu, see chapter 8.11.
Help menu, see chapter 8.12.

— Navigation panel

Both configuration and monitor mode contain a navigation panel. This panel contains the
mode-dependant menu.

4 — Status bar
The status bar is located at the bottom of the main window. It shows the following items:

Encryption state:
The icon indicates that encryption is enabled.

The icon indicates that encryption is disabled.

This setting can be configured in the DECT tab of the System settings menu (see also
chapter 8.5.1).

PARK,
Subscription state: Clicking on one of the following icons enables / disables subscription.

&
The : icon indicates that subscription is enabled.

f

The icon indicates that subscription is disabled.

Subscription can also be enabled / disabled in the Portable parts menu (see also chapter
8.8).

Auto-create on subscription state: Clicking on one of the following icons enables / disables
Auto-create on subscription.

&
The icon indicates that Auto-create on subscription is enabled.

The  icon indicates that Auto-create on subscription is disabled.

This setting can also be configured in the DECT tab of the System settings menu (see
also chapter 8.5.1).

Connection status to the OMM:

S 192.168.112.43 o
If connected to the OMM, the IP address of the OMM is displayed.

]
. OMP is disconnected from the OMM.

5 — Info console
Since SIP-DECT® release 3.0, general OMP events are displayed the Info console.
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8.4 “Status” Menu

The system status is displayed after startup of OMP. The Status panel provides information
about the system health state.

EY OMP - OpenMobility Manager, SIP-DECT 3.1

]
ﬁr q ‘@ General Help
Configuration ClGl| Redio ficedparts | Users | Devices
b System Synchronization state \f
Sles Standby OMM ®
P Radio fixed parts
P aeIEe e DB importiexpart 4
Systemn features
4 ¥ Downloading nesy firmyware to portable parts .\f
License
Radin fixed parts v 4
System licenze -\}9’
G728 license v
OM Integrated Messaging & Alerting service u
Uzer monitoring \f
Liser data server v 4
Info console
0 2012407420 14:10:34,997 End-user license agreement dowmload successful
| PARK: 31170307272202 | & | |§,; 192.168.112.43

The following health state items are displayed:

¢ Synchronization state: indicates the current synchronization state for all RFPs (see
chapter 8.7.5).

o Standby OMM: indicates if the status of the standby OMM (see chapter 9.13).

o DB import/export: indicates the status of a current database import/export (see chapter
8.5.4).

+ Downloading new firmware to portable parts: indicates the status of the “Download
over Air’ service (see chapter 9.17).

o Radio fixed parts: indicates the status of all RFPs. The status of an individual RFP can
be viewed in the RFP detail panel (see chapter 8.7.1.1).

o System license: indicates the status of the current system license (see chapter 4).
e G.729 license: indicates the status of the G.729 codec license (see chapter 4).

e OM Integrated Messaging and Alerting service: indicates the status of the integrated
message and alarm server (see chapter 8.5.1).

* User monitoring: indicates the status of the “user monitoring” feature (see also chapter
9.20).

depl-1669/0.3 Page: 110 (280)



SIP-DECT® OM System Manual Release 3.1 8 OM Management Portal (OMP)

o User data server: indicates the status of an external provisioning server (see also chapter
8.5.5.3).

Health states can be set to these values:

° 3‘ — inactive or unknown; no G.729 channels are licensed

° gg — efrror

e L. —warning; all G.729 channels are consumed

° '03;?' — OK; G.729 licenses are available

Radio fixed parts
This tab displays status information on the operated RFPs.

Users
This tab displays status information on the configured users.

Devices
This tab displays status information on the configured devices.

8.5 “System” Menu

The System menu allows to configure/view the global settings of the OMM. The systems
settings are changeable in configuration mode. Change of some parameters can cause the
OMM to be reset. In this case a new login is required.

The System menu provides the following entries:

Configuration mode Monitor mode See chapter

System settings System settings 8.5.1
Statistics 8.5.2

SIP SIP 8.5.3

User administration User administration 8.5.4

Data management Data management 8.5.5

Time zones Time zones 8.5.6
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The System settings menu contains general settings of the OpenMobility Manager.

EY OMP - OpenMobility Manager, SIP-DECT 3.1

][]

Qs

Configuration

Status General

¥ System System name

Remaote access

SIP

Tone scheme
User administration

Time zone
Data management

Time zones

Sites HELD
P Radio fixed parts it
b Porable parts IP acldress
B System features Part

License

INet parameters } DECT I WLAN } Addtional services

SIP-DECT]

|Cemral European (CET UTC+1 DST)

o Syslogy seftings are only valid for RFP messages.
Ohitd messages are stored locally

192168112109

0 Changing these settings may cause the Opendobiity Manager to be reset.

General Help

| ‘ Restart

Info console

o 2012/07/20 14:10:34.997 End-user license agreement dowmmload successful

| PaRic 3117030722202 | ) ’?_.|

|5')” 192.168.112.43

The menu provides the settings in several tabs:

General

For a description of the parameters which can be set in the General tab, please refer to the
description of the System settings page of the OMM Web service (see chapter 7.4.1). The
corresponding parameters can be found there in the General settingsand Syslogpage

sections.

Net parameters

For a description of the parameters which can be set in the Net parameters tab, please refer
to the description of the System settings page of the OMM Web service (see chapter 7.4.1).
The corresponding parameters can be found there in the IP parameters page section.

Notes:

¢ The 802.1p signalling priority parameter (OMP) corresponds to the VLAN priority Call

control parameter (OMM Web service).

e The 802.1p voice priority parameter (OMP) corresponds to the VLAN priority Audio

parameter (OMM Web service).
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DECT

For a description of the parameters which can be set in the DECT tab, please refer to the
description of the System settings page of the OMM Web service (see chapter 7.4.1). The
corresponding parameters can be found there in the DECT settings and Downloading new
firmware to portable parts page sections.

The following settings are only available in the OMP.

e Paging area size: Select the number of paging areas for the SIP-DECT® system. A
paging area can consist of up to 16 RFPs. The configuration of the paging areas is done
in the Paging areas menu of the OMP (see chapter 8.7.2).

o Auto-create on subscription: Activate this option if an unbound subscription of portable
parts should be allowed. Please see the SIP-DECT®; OM Handset Sharing &
Provisioning; User Guide /29/ for details.

WLAN

For a description of the parameters which can be set in the WLAN tab, please refer to the
description of the System settings page of the OMM Web service (see chapter 7.4.1). The
corresponding parameters can be found there in the WLAN settings page section.

Additional services

For a description of the parameters which can be set in the Additional services tab, please
refer to the description of the System settings page of the OMM Web service (see chapter
7.4.1). The corresponding parameters can be found there in the OM Integrated Messaging
& Alerting service and Voice mail page sections.

User monitoring

This tab is designed to configure the system-wide parameters for the “user monitoring”
feature. For a description of the parameters which can be set in the User monitoring tab,
please refer to the description in chapter 9.20.7.1.

Restarting or Updating the OMM

For a restart of the OMM, press the Restart button in the System settings menu. For more
information see chapter 7.4.1.1.

To update the OMM software, press the Update button in the System settings menu. For
more information see the chapters 7.4.1.2 and chapter 9.12.

8.5.2 “Statistics” Menu

The Statistics menu provides system statistics information. It contains a table with
numerous system statistics counters which can be used to check the system behavior. The
menu is only available in monitor mode.
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General Help

Monitaring
Status

v Systemn

SIP

Sites

P FPortable paris

License

Svsterm seftings

User administration
Data managernent
Time zones

P Radio fized parts

b System features

Couriter

Tatal

Average

Minitrum

Maximurm

DLC: Abnormal air con... |0

i PP Mot Found 0
CC Pacing for PP o
. Relesse from PP 0
CCSetup rejected 0
Ptk :PP Location regist... 0
hitd :PP Detach 0
hkd :PP Subscription o]
il :PP Subscription fa... 0

[uf»

[CC :Transaction Establish

Total: 10417453

A e 65 haur

Refresh ‘ | Clear |

Zancel

Fram

To flurmber

1608 0. [1608.0. 104325 |~
16.08.0..1608.0.. [16008 | |
16.08. 0...[16.03.0... 160019
16.08.0..[16.03.0.. |160024 |=

16.08. 0...[16.03. 0... 160040
1608 0._[1608.0. 160021 |
16.08. 0...[16.03. 0...| 160021
16.08.0...[16.08. 0...| 160028
15.08. 2...[16.03. 0...| 160000
15.08. 2...[15.08. 2. 160010
15.08. 2...[15.03. 2...| 160004
15.08. 2...[15.03. 2...|[ 160004
1508.2. 160038
15.08.1...[15.08. 1... 160000
1508.1
15.08.1...[15.08.1... 160033
1508.1
15081
15.08.1...[15.08.1... 160020
15.08.1...1508.1...|160002 |«

15081

15081

15081
15081

160018

160033
160033

Tasks

Refresh all

Clear all

Info console

o 2012/07/20 14:10:34.997 End-user license agreement dommload successful

| PARK: 3170307272202 | ) E|

|5§’ 192.168.112.43

Statistic counters beginning with “+” are counters which are taken over by standby OMM in
case of a failover. All other counters will be reset to the defaults in case of a failover. For
more details about the standby feature, see chapter 9.13.

The following tasks can be performed:

Refresh all: request OMM update for all statistics counters.
Clear all: reset all statistics counters in OMM.

If a statistics counter is selected in the table, it is shown in a detail panel. This detail panel
provides all available information for this statistics counter. You can:

depl-1669/0.3

update this single statistics counter by pressing the Refresh button or
reset this single statistics counter by pressing the Clear button.

DLC: Connection duration, Distribution

atal s | Refresh | | Clear |
Ao BE haur
Unit: FeC
f
>

From To Mumber
0 1 a
1 2 o
2 4 a7
4 &) 1
i) a0 1
30 45 2
45 B0 a
B0 a0 a
30 120 o
120 240 a
240 480 a
430 800 a
500 1800 a
1800 2700 a
2700 3600 a
3E00 5400 o
S400 7200 o
7200 % o
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“SIP” Menu

The SIP menu covers global settings for SIP signaling and RTP voice streams.

EY OMP - OpenMobility Manager, SIP-DECT 3.1

]
ﬁr q ‘@ General Help
Configuration Backup settings } RTP =zettings ] DTMF settings Supplementary services ]
Adwanced seftings I
Status
v System General
System settings Frosey server 192168112891
User administration Resfiiey sem W
Data ranagerment
Registrar port S0E0
Time zones
Registration period W SEC
Sites
P Radio fixed parts
Registration traffic shapin;
Eluetooth adapters o ]
P Portable parts Active
P Systern features Simukaneous registrations n
License Timeout o haen
Info console
PARK: 31170307272202 | & | |§,; 192.168.112.43

The menu provides the settings in several tabs:

Basic settings

For a description of the parameters which can be set in the Basic settings tab, please refer
to the description of the SIP page of the OMM Web service (see chapter 7.4.2). The
corresponding parameters can be found there in the Basic settings and Registration traffic
shaping page sections.

Note that the Registration traffic Shaping — Timeout parameter (OMP) corresponds to the
Waiting time parameter (OMM Web service).

Advanced settings

For a description of the parameters which can be set in the Advanced settings tab, please
refer to the description of the SIP page of the OMM Web service (see chapter 7.4.2). The
corresponding parameters can be found there in the Advanced settings page section.

X-Aastra-ld info setting (OMP only): external applications (Alarm Server, Corporate
Directory ...) need information about the type, model, version and IPEI of subscribed DECT
terminals to manage them according to their capabilities. This can be determined via the
XML API or during the SIP registration with the SIP header X-Aastra-Id. For terminal type
identification purposes, the private X-Aastra-ld header can be sent out with each SIP
REGISTER message, when this feature is activated.

8 OM Management Portal (OMP)
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Backup settings

To increase the operational availability of the system in critical environments like hospitals,
the OMM offers a failover resp. redundancy mechanism for the SIP server. Therefore, in
addition to the primary proxy, outbound proxy and registrar server, it is possible to configure
two additional levels of backup servers (secondary and tertiary servers).

The OMM failover behavior in detail depends on the backup server settings set here. A full
description of the behavior and deployment hints can be found in section 9.17.3.

o Secondary proxy server / port, Secondary registrar server / port, Secondary
outbound server / port: Enter the parameters for the secondary server in these fields.

o Tertiary proxy server / port, Tertiary registrar server / port, Tertiary outbound server
| port: Enter the parameters for the tertiary server in these fields.

Note: Server addresses can be configured as IP addresses, names or a fully qualified
domain names. It is possible to configure a mixture of IP addresses, names or fully
qualified domain names for the different servers. If fully qualified domain names are
configured and the respective port setting is configured to zero (“0”), DNS SRV
queries will be performed to locate a list of servers in the domain (see 9.17.2).

¢ Failover keep alive: The keep alive mechanism allows transferring all users registered on
a failed server (failover) to secondary/tertiary servers as well as automatically switching
back to primary servers. Otherwise, failover is executed only single users. Enable this
option if you want to use this feature (default: off).

o Failover keep alive time: For each registration target, a user could be registered
successful with, a keep alive procedure is started. Enter the time in this field after which a
new keep alive procedure has to be started (1-60 minutes, default 10 min.).

For a detailed description of the keep alive mechanism see chapter 9.17.4.

RTP settings

For a description of the parameters which can be set in the RTP settings tab, please refer to
the description of the SIP page of the OMM Web service (see chapter 7.4.2). The
corresponding parameters can be found there in the RTP settings page section.

DTMF settings

For a description of the parameters which can be set in the DTMF settings tab, please refer
to the description of the SIP page of the OMM Web service (see chapter 7.4.2). The
corresponding parameters can be found there in the DTMF settings page section.

Supplementary services

For a description of the parameters which can be set in the Supplementary services tab,
please refer to the description of the SIP page of the OMM Web service (see chapter 7.4.2).
The corresponding parameters can be found there in the Supplementary Services page
section.
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8.54 “User administration” Menu

In the User administration menu you configure the OMM user accounts.

EX OMP - OpenMobility Manager, SIP-DECT 3.1

& Q 7

Configuration

CBE®

General Help

I8} Comiment Liser name Password aging Active

Tasks

Status il Full access amm Mone

2 Root (SSH anly) root Mone ; Creste

OORIC
®

v Systemn
Svsterm seftings

SIP

User administration

Data management
ser account 0 - Read-only
Titre Zones ]
Sites
P Radin fized parts RS O
P Portable parts Usr FETE mer
P Systern features
Ol password
License
Pasaword  esseees
Pazswrord confirmation eeseses
Pazswrord aging E

| | Cancel

Info console

PaRK: 310307212202 | ) | &L |

|3:'i” 192.168.112.43

User administration menu in configuration mode

The 3 user accounts “Full access”, “Read-only” and “Root (ssh only)” available via the User
administration page of the OMM Web service (see chapter 7.4.3) can also be configured in
the OMP. These are 3 predefined user accounts, which cannot be removed or renamed.
Only the “Root (ssh only)” account can be deactivated. The permissions are fixed. This is
consistent with the OMM WEB service. The meaning of the different account types is
described in section 9.14.1. In addition, the OMP allows to create additional user accounts
(login and password) and to assign specific permissions.

The tasks which can be performed are mode-dependant.

Configuration mode Monitor mode

See chapter

Create: create new user account 8.5.4.1
Configure: configure selected user 8.5.4.2
account in detail panel
Show details: shows selected user 8.5.4.3
account in detail panel
Delete: delete selected user account 8544
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Creating New User Accounts
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It is possible to create additional user accounts (login and password) and to assign specific
permissions. These accounts are mainly designed to have specific login data and

permissions for applications which are using OM AXI to connect with the OMM.

Note:

SSH.

Individual user accounts cannot be used for a login to the OMM Web service nor

EX OMP - OpenMobility Manager, SIP-DECT 3.1

Svsterm seftings

SIP

User administration

Data management
Time zones
Sites
P Radio fixed parts
P Portable parts
P Systern features

License

]
ﬁ Q ‘# General Help
Caonfiguration |:| I8} Comiment Liser name Password aging Active Tasks
1| Read-only user Mone o
Status 1| Full access amm Maone 4
S O |2 Roct (S5H only) root Hone 4 Creste

ew user account

Seneral Permissions

Read

hirite

Messaging info

Messaging

Messaging emergency

Messaging locsting

Locating

Monitaring

Cancel

=

OOOOoOooao

Info console

PaRK: 310307212202 | ) | &L |

|5$” 192.168.112.43

Adding individual user accounts is only possible in configuration mode. To add a user
account proceed as follows:

1

2
3

The following parameters can be set in the tabs of the New user account panel:

In the Tasks bar click on the Create command.

The New user account panel opens. It provides various tabs where the account data has

to be entered.

Configure the user account, see parameter description below.

Press the OK button.

General

For a description of the parameters which can be set in the General tab, please refer to the
description of the User administration page of the OMM Web service (see chapter 7.4.3).
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Permissions

The permissions for an individual user account can be set independent from any license
status even if some of the permissions can only been used with an appropriate license.

If an application connects with the OMM via OM AXI, then the permissions been sent from
the OMM to the application is the result of the configured permissions for this account and
the actual license status. For more information please see the OM Application XML Interface
(OM AXI) specification /30/.

The permissions have the following meaning:

Permission Description

Read Read OMM data (OM AXI get requests)

Write Set OMM data (OM AXI set requests)

Messaging info Sent messages with prio “Info”

Messaging Sent messages with prio “Low”, “Normal” and
“High”

Messaging emergency Sent messages with prio “Emergency”

Messaging locating Sent messages with prio “LocatingAlert”

Locating Permission to query the position of PPs and
to track PP positions

Monitoring Permission to monitor various technical
aspects of the mobility system

8.5.4.2 Changing a User Account

Changing user accounts is only possible in configuration mode. To change the
configuration of an existing user account proceed as follows:

1 Select the appropriate user account in the account table.

2 In the Tasks bar click on the Configure command.

3 Change the user account parameters, see parameter description in chapter 8.5.4.1.
4 Press the OK button.

Please note: The predefined user accounts “Full access”, “Read-only” and “Root (ssh only)”
user accounts cannot be renamed. Also their permissions are fixed and
cannot be changed.

8.5.4.3 Viewing User Account Details
You can view the configuration of a user account in monitor mode. Proceed as follows:
1 Select the appropriate user account in the table.

2 In the Tasks bar click on the Show details command.
The user account data is displayed in the user account detail panel.

3 To close the user account detail panel press the Cancel button.
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8.5.4.4 Deleting User Accounts

Deleting user accounts is only possible in configuration mode. To delete one or more
existing user accounts proceed as follows:

1 Select the appropriate account(s) in the user account table by activating the
corresponding checkbox(es).

2 In the Tasks bar click on the Delete command.

3 Confirm the displayed prompt with OK.

Please note: The predefined user accounts “Full access”, “Read-only” and “Root (ssh only)”
user accounts cannot be removed.

8.5.5 “Data management” Menu
The Data management menu provides access to data related to import and export features.

The menu provides the settings in several tabs:
o Automatic DB import (see chapter 8.5.5.1),
o Automatic DB export (see chapter 8.5.5.2),
o User data import (see chapter 8.5.5.3),

e Manual DB import (see chapter 8.5.5.4),

e Manual DB export (see chapter 8.5.5.5),

¢ Maintenance (see chapter 8.5.5.6).
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8.5.5.1 “Automatic DB import” Tab

The automatic database (DB) import feature makes it easier to restore a prepared OMM
database into an OMM for an initial configuration or for update reasons.

Please note: An automatic import of a database leads to a reset of the OMM to take effect.

EX OMP - OpenMobility Manager, SIP-DECT 3.1

>
a. Q & General Help
Caonfiguration Auto DB import Auto DB expaort User data import Manual DE import Manual DB export Maintenance ]
Status
v Systern Startup only )
Svsterm seftings
Startup and
SIP petiodically
User administration T -
Data management Pratasol @
Titre Zones
Server
Sites
. User name
P Radio fixed parts
P Portable parts eS|
P Systern features File
License
Info console
PaRK: 310307212202 | ) | &L | | 192068112.93

In the Automatic DB import panel enter the following:
1 Startup only: Activate this option if the import should be started for an initial configuration.

2 Startup and periodically: If this option is activated, the OMM tries to import the
configured database file during startup and at the configured time of day.

3 Time: Enter the time, the import should be started.

Please note: An automatic database import at a configured time recommends the time
synchronization with an NTP server. For NTP server configuration see chapter
9.5.4 and chapter 9.6.

4 Protocol: To import a database from an external server select the preferred protocol. The
following protocols are supported: FTP, FTPS, HTTP, HTTPS, TFTP, SFTP.

5 Server: Enter the IP address or the name of the external server.

6 User name, Password: If necessary, enter the account data of the server.
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7 File: Enter the path and file name which include the OMM database.

The database file for an automatic import has to be configured in an URL format like

{ftp|ftps|http|https}://[[user:password@]server]/[directory/]file
or

tftp://[server]/[directory/]file.To be available at OMM startup time and to allow an initial
configuration via automatic import, this URL has to be specified via DHCP (option 24, see
chapter 9.5.4) or the OM Configurator (see chapter 9.6). If such a URL is given by DHCP
or the OM Configurator, the OMM tries to import a configured database file automatically

during the OMM startup.

8 Click OK to confirm the settings for the automatic import.

For further information on the automatic database import process please refer to the chapter

7.4.6.2.

“Automatic DB export” Tab

The automatic database export feature allows an automatic database backup to an external

server for each configuration modification.

Please note: For an automatic database export a time synchronization with an NTP server
is mandatory. For NTP server configuration see chapter 9.5.4 and chapter 9.6.

EX OMP - OpenMobility Manager, SIP-DECT 3.1

" Q7
Canfiguration Auta DB impart User data import Manual DB import Manual DB export
Status
v System Active
System seflings Protocol :
SIP Server [1az188.112.1

User administration Lzer name

Data management

Paszword
Titme zones
Password confirmation
Sites

b Radio ficed parts File open_mokidh_export

P Portable parts
P Systern features

License

0K | | Cancel

Info console

| N20730_eighlitch3_1F1E18EBA4_omm_conf.gz

CBE®
General Help

Meirtenance ]

PARK: 3170307272202 | ) E|

|;')’” 192.168.112.43

For a description of the parameters which can be set in the Automatic DB export tab,

please refer to the corresponding description in the chapter 7.4.6.4.
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8.5.5.3 “User data import” Tab

The user data import feature allows the import of user data from an external provisioning

server.
Y OMP - OpenMobility Manager SIP-DECT 3.1 EE®
ﬁ Q ’c&' General Help
Caonfiguration Auto DB import ] Auto DB expart & i Manual DB import Manual DB export Maintenance ]

Status

T System Active
Systemn setfings Protacol TFTR [~]
A SR [10:103.35.20

User administration Liset name

Data managerment

Password

Tirne zones
Password confirmation
Sites

b Radio fixed parts Psth lopen_mobiuser_tata|

P Portable pards
P Systemn features

License

Ok cancel

Info console

paRK: 310307212202 | ) | 4L | | & 19246841243

Active: Activate this option to enable the user data import feature.
Protocol: Select the preferred protocol.

Server: Enter the IP address or the name of the server.

A WO DN =

User name, Password, Password confirmation: If necessary, enter the account data of
the server.

5 Path: Enter the path which includes the user data.
6 Click OK to confirm the settings for the user data import.

For further information on the user data import please refer to the “OpenMobility
Provisioning” user guide for details see /29/.
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Please note: A manual import of a database leads to a reset of the OMM to take effect.

EY OMP - OpenMobility Manager, SIP-DECT 3.1

;Q 4

Configuration
Status
¥ Systemn
Systermn seffings
SIF

User administration

Data management

Time zones
Sites
P Radio fixed parts
P Portable paris
P Systern features

License

Auto DB import ] Auto DB export I User data import

Protocal
Setver
Li=er name
Paszword

Password confirmation

e [7]

9]
General Help

Manual DE import Manusl DB export Msintenance ]

Info console

PARI(:311T[I3I]12722I]2| & |

|§’ 192.168.112.43

1 Protocol:

— To import a database from the file system the protocol FILE has to be selected.
— To import a database from an external server select the preferred protocol (e.g. HTTP).

2 Server: Enter the IP address or the name of the external server.

3 User name, Password, Password confirmation (in case of import from an external
server): If necessary, enter the account data of the server.

4 File (only if you have selected the FILE protocol): Enter the path and file name which
include the OMM database or select a file by pressing the File button.

5 Press the Import button.
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8.5.5.5 “Manual DB export” Tab

BN OMP - OpenMobility Manager SIP-DECT 3.1

ﬁ Q _’Jﬁ' General Help
Fenigan Auto DB import ] Ao DB export ] User data import Manual DE import o Mairtenance ]
Status
v System Protocol :
Systern seflings Server
SIP Liser name
User administration Password

Data managerment

Password confirmation

Tifrie zones
Sites ; A 20730_eigitchi_1F1E1 BEBA_omm_sonf g7
b Radino fized parts

P Systemn features

License

Info console

PaRK: 3110307212202 | ) | 4L | | & 19246841243

1 Protocol: Select the preferred protocol. If you want to export the database to the file
system, select the FILE setting.

2 Server: Enter the IP address or the name of the server.

3 User name, Password, Password confirmation: If necessary, enter the account data of the
server.

4 Directory (only if you have selected the FILE protocol): Select a directory by pressing the
Directory button.

5 Press the Export button.
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8.5.5.6 “Maintenance” Tab

EY OMP - OpenMobility Manager SIP-DECT 3.1 FE®
a. Q ‘6}‘ General Help
(e Auto DBimport | Auto DB export User deta import Manual DB import Manual DE export Meirtenance

Status System dump

v System

Svsterm seftings

User administration

Data management

Time zones
Sites
P Radio fixed parts
P Portable parts
P Systern features

License

Info console

PaRK: 310307212202 | ) | &L | | 192068112.93

In the Maintenance panel, you can perform a system dump, usable e.g. for product support
information purposes. A file “sysdump.txt” is created in the selected directory. Press the
Directory button to select the directory. Then press the Download button to start the system
dump.

8.5.6 “Time zones” Menu

In the Time zones menu, the OMM provides all available time zones. They are set with their
known daylight savings time rules adjusted to the Universal Coordinated Time (UTC) per
default. The difference to the UTC time is shown in the UTC difference field.

In addition, you can configure a new (free) time zone.

The date and time will be provided by the OMM to the Aastra DECT 142 / Aastra 142d and
Aastra 600d / 650c handsets if the handset initiates a DECT location registration. This will be
done in the following cases:

e subscribing to the OMM,

¢ entering the network again after the DECT signal was lost,

e power on,

» silent charging feature is active at the phone and the phone is taken out of the charger,
o after a specific time to update date and time.
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EX OMP - OpenMobility Manager, SIP-DECT 3.1

& Q 7 General Help
Configuration
Status Hame Central European (CET UTC+1 DST) ‘ - |
¥ Systern
D CET

Svsterm seftings

SIP

Usger administration Standard time Davlight savings time ]
Data management
UTC difference

Sites

2
g

tonth
P Radio fixed parts

P Portable parts Day
P Systern features

License Day of week

hizek

Haur

Iinute

SRS RtRE

| | | Defautt

Info console

PaRK: 310307212202 | ) | &L | | 192068112.93

It is possible to change the time zone rules for maximal five time zones. The changes are
saved in the configuration file and are restored after each OpenMobility Manager startup.

In the Standard time and Daylight savings time tabs you can change the standard time
and the daylight savings time (DST) of a time zone. If the time zone has no DST, only the
UTC difference can be configured. For the DST both points of time (begin of standard time
and begin of daylight savings time) have to be specified exactly. Therefore a certain day in
the month or a certain week day in a month can be used.

The following commands are available to edit time zones:

¢ OK: Confirm the changed time zone settings.

o Cancel: Cancels the operation and resets the changed time zone back to the default
setting.

¢ Default: Resets all individual time zone settings to the default values and deletes the
changed time zone rules in the configuration file.
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8.6 “Sites” Menu

RFPs can be grouped into different sites. The Sites menu allows to configure/view the
configured sites. An empty system has one predefined site (ID: 1) named “default”. Minimum
one site is required by the system.

EY OMP - OpenMobility Manager SIP-DECT 3.1 FE®
ﬁ- Q _‘4'/‘ General Help
Caonfiguration |:| (] Mame Hi- audio technology Murber 0t RFPs Tasks
[ Betlin / TEM 1 L3 3
Status v
O |z Betlin f Lab x 1] Creste

b System

b Radio fixed parts Delete
P Portable parts
P Systern features

License

Matme el
Hi-Gr audio technology o ‘When changing Hi-Q Audio Technology all
radio fixed parts in this site will be reset.
| | Cancel |
Info console
PaRK: 310307212202 | ) | &L | | 192068112.93

A site consists of the following parameters:

o ID: Identification number of the site. A value between 1 and 250 is possible. If no value is
given, the OMM selects the next free ID.

e Name: The name of the site.

« Hi-Q audio technology: The capability Hi-Q TM audio technology must be enabled or
disabled specific for every site.

— In sites, which are configured to provide this functionality, exclusively
RFP (L) 35/36/37 IP and RFP (L) 43 WLAN are applicable.

— In sites without this capability, it is allowed to mix these new RFP types with
RFP (L) 32/34 IP and RFP (L) 42 WLAN.

¢ Number of RFPs: The number of RFPs which are assigned to this site.

The following tasks can be performed:

¢ Create: create a new site in the General tab.

e Configure: configure an existing site in the General tab.
¢ Delete: delete selected sites.

¢ Show details (only in monitor mode): shows configuration of a selected site in the
General tab.
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Note: Only sites without assigned RFPs can be deleted.

8.7 “Radio fixed parts” Menu

RFPs can be configured and viewed in the Radio fixed parts menu. The Radio fixed parts
menu provides the following entries:

Configuration mode Monitor mode See chapter
Device list Device list 8.7.1
Paging areas 8.7.2
Enrolment 8.7.3
Export 8.74
Sync view 8.7.5
Statistics 8.7.6

8.7.1 “Device list” Menu

In the Device list panel, all configured RFPs are listed in a table. The device list is available
in configuration mode as well as in monitor mode.

EX OMP - OpenMobility Manager, SIP-DECT 3.1

& Q 7 General Help

RFF ID Matme MAC address IP address DECT cluster Paging area Active
0x000 License RFP 3 |00:30:42:00c0... |0.0.0.0
0001 License RFP 2 |00:30:42:00:1 ... 19216811253
0x002 License RFP 1 |00:30:42:12:6E... 192168 112 43
0003 00:30:42:00c2... |0.0.00

Configuration Tasks

Status
¢ Create

OOooOoic

ocooo

b System

Sites

@ Radio fized parts

Device list 3 Fitter

Paging areas Select columns
Enralment
Export

P FPorable pats

P Systern features

License

Info console

PaRK: 310307212202 | ) | &L | | 192068112.93

Device list in configuration mode
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The Active column shows the following states:
« ¥ _ DECT is not enabled and/or RFP not connected.
« ¥ _DECT is enabled and RFP connected, but DECT has not been activated yet.

° Q\ — DECT is enabled and RFP is connected, but RFP is not synchronized and searches
for other synchronized RFPs.
« « _DECT is enabled and RFP is connected and synchronized.
Note: If the Active column is not displayed, you can activate it in the Select columns
dialog, see chapter 8.7.1.7.

EY OMP - OpenMobility Manager, SIP-DECT 3.1

]
ﬁ Q "?‘ General Help
Wonitaring D RFPID MAC address IP address DECT running Sync. state Connected Tasks
[] |oxo00 00:30:42:00:DF:33  0.0.00 ® ® ®
Status [] |oxom 00:30:42:0010:2E 192168112 53 / /
0002 00:30:4212:6E.36 19216811243 4 4 4
b Systern
Y [] |oxo03 00:30:42:00:20:C |0.0.00 % ® %

Sites Select columns

¥ Radio fized parts 3 Fiteer

Sync. view

b Statistics
P FPorable pats
P Systern features

License

Info console

park: s11T0sorziaz: | 4 | 4 | | 192168.112.03

Device list in monitor mode

The tasks which can be performed are mode-dependant.

Configuration mode Monitor mode See chapter
Create: create new RFP in detail 8.7.1.2
panel
Configure: configure selected RFP 8.7.1.3
in detail panel
Show details: show selected RFP in 8.7.1.4
detail panel
Delete: delete selected RFP 8.7.1.5
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Monitor mode See chapter
Show sync. relations: show 8.7.1.6
synchronization relation for selected

RFPs

Select columns: select 8.7.1.7

columns/parameters to be shown in | columns/parameters to be shown in

RFP table

RFP table

Filter: show only RFP datasets in Filter: show only RFP datasets in 8.7.1.8
table which contain a special search table which contain a special search

string

8.7.1.1 RFP Detail Panel

string

The RFP detail panel is used for configuration/showing of RFP settings and creation of new

RFP datasets.

To call up the RFP detail panel

e choose one of the comman

ds in the task bar on the right of the Radio fixed parts panel

(Create, Configure, or Show details)

or
o select the appropriate RFP

in the RFP table and double-click the entry.

The RFP detail panel contains the following parameter groups sorted in different tabs.

“Status” tab

This tab is only available in monitor mode. It shows system status information relating to the

selected RFP.

dio fixed part 20x001
Status iGenera\ | DECT | WWLAN | Harchware |

Connected

MM running

Software update

IP address

Softvware version

Invealicd branding E 4
® ‘ersion mismatch ®

i Standby misconfigured 4

19216811253

SIP-DECT 3ARC1 Build 10 (DIAG)

Cancel
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This tab contains the general RFP parameters.
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Radio fixed part Z0x001

Status DECT

Mame

MAC address

WLAN Hardware

Licenze RFF 2

00:30:42:00:10: 2E

Site Eerlin / TEM 1
Building

Floor
Room |

Cance

“DECT” tab
This tab contains the RFP's DECT parameters.

Radio fixed part 20x001

Status | General WULAN Harchoeare

DECT switched on 7 DECT running
DECT cluster 1 Synchronization state

Paging ares (1]

Preferred synchronisstion
s0Urce

Reflective environment

Cancel

“WLAN” tab

This tab contains the RFP WLAN parameters. Settings in the WLAN tab apply to RFPs of the
type “RFP (L) 42 WLAN” and “RFP (L) 43 WLAN” only.

Radio fixed part 20x001

Status | General DECT Harchoeare

WLAN switched on WLAN supported 54
LA profile " i LA running
Artenna diversity [ WWLAN link not O 4
Antenna
e
Channe! l
Qutput poswer level W
HT40

Cancel
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“Hardware” tab
In monitor mode this tab shows hardware information of the selected RFP.

Radio fixed part Z0x001

Status | General | DECT | wwLAM

Hardware type [RFP L32
|

Radio type MarmalTi
Outcdoor type ®

Frequency shift supported x

Cance

RFP Hardware tab in monitor mode

In configuration mode, the RFP hardware type can be set.

lew radio fixed part

Seneral DECT | WLAR

Hardwware type |ata -

puuta

PP 35/36/37
PP 43

FFP 3173233054
FFP 41742

cancel

8.7.1.2 Adding New RFPs

Adding new RFPs is only possible in configuration mode. To add an RFP to the list of
known RFP proceed as follows:

1 In the task bar on the right of the Radio fixed parts panel click on the Create command.

The New radio fixed part panel opens. It provides various tabs where the RFP data has
to be entered, see chapter 8.7.1.1.

2 Configure the RFP, see parameter description below.
3 Press the OK button.

The following parameters can be set in the tabs of the New radio fixed part panel:

“General” tab
e Name: The a name for the RFP.

e MAC address: Each RFP is identified by its unique MAC address (6 bytes hex format,
colon separated). Enter the MAC address, it can be found on the back of the chassis.

o Site: If several sites exist (see chapter 0), select the site the RFP is assigned to.
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¢ Building, Floor, Room: For easier localization of the RFP you can enter data in these
fields.

“DECT” tab

o DECT switched on: The DECT functionality for each RFP can be switched on/off.
o DECT cluster: If DECT is active the RFP can be assigned to a cluster.

» Paging area: Enter the paging area, the RFP is assigned to.

Note: The Paging area size is set in the DECT tab of the System settings menu (see
chapter 8.5.1). The assignment between RFPs and paging areas can be changed in
the Paging areas menu (see chapter 8.7.1.8).

* Preferred synchronisation source: Activate this checkbox if the RFP should be used as
synchronization source for the other RFPs in the cluster. For background information on
RFP synchronization please refer to chapter 9.2.

o Reflective environment: Within areas containing lot of reflective surfaces (e.g. metal or
metal coated glass) in an open space environment the voice quality of a DECT call can be
disturbed because of signal reflections which arrive on the handset or RFP using
multipath propagation. Calls may have permanent drop outs while moving and high error
rates on the RFPs and handsets.

For such environment Aastra has developed the DECT XQ enhancement into base
stations (RFP (L) 32/34 , RFP (L) 42 WLAN and RFP (L) 35/36/37 IP, RFP (L) 43 WLAN)
and the Aastra 600d / Aastra 650c handsets family. Using this enhancement by switching
the Reflective environment flag on might reduce drop outs and cracking noise.

As soon as Reflective environment is switched on, the number of calls on an

RFP (L) 32/34 resp. RFP (L) 42 WLAN or RFP (L) 35/36/37 IP resp. RFP (L) 43 WLAN is
reduced to 4 calls at the same time.

Please note: The RFPs and handsets use more bandwidth on the Air Interfaces if the
“Reflective environment” is switched on. Therefore this shall only be used
when problems sourced by metal reflections are detected.

“WLAN” tab

Settings in the WLAN tab apply to RFPs of the type “RFP (L) 42 WLAN” and
“‘RFP (L) 43 WLAN” only. For details about WLAN configurations please see chapter 9.15.

Please note: WLAN properties can only be set if the correct hardware type is configured in
the Hardware tab.

o WLAN switched on: The WLAN functionality for an RFP (L) 42 WLAN or an
RFP (L) 43 WLAN can be switched on/off.

o For a description of the other parameters which can be set in the WLAN tab, please refer
to the description of the Radio fixed parts page of the OMM Web service (see chapter
7.6.3). The corresponding parameters can be found there in the WLAN settings section.

Note: Configuration of WLAN profiles is only possible with the OM Web service, see
chapter 7.8.1.
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“Hardware” tab

WLAN properties can only be set if the correct hardware type is configured. This can be done
manually before an RFP connects with the OMM and an automatic detection is possible
(Auto setting).

8.7.1.3 Changing RFPs

Changing RFPs is only possible in configuration mode. To change the configuration of an
existing RFP proceed as follows:

1 Select the appropriate RFP in the RFP table.

2 In the task bar on the right of the Radio fixed parts panel click on the Configure
command.

The RFP detail panel opens, see chapter 8.7.1.1.
3 Change RFP parameters, see parameter description in chapter 8.7.1.2.
4 Press the OK button.

8.7.1.4 Viewing RFP Details
You can view the configuration of an RFP in monitor mode. Proceed as follows:
1 Select the appropriate RFP in the RFP table.

2 In the task bar on the right of the Radio fixed parts panel click on the Show details
command.

The RFP detail panel opens, see chapter 8.7.1.1.

3 To close the RFP detail panel press the Cancel button.

8.7.1.5 Deleting RFPs

Deleting RFPs is only possible in configuration mode. To delete one or more existing RFPs
proceed as follows:

1 Select the appropriate RFP(s) in the RFP table by activating the corresponding
checkbox(es).

2 In the task bar on the right of the Radio fixed parts panel click on the Delete command.
The Delete selected radio fixed part(s) dialog opens showing a confirmation prompt.

3 Confirm the displayed prompt with OK.

Please note: License RFPs cannot be deleted.

8.7.1.6 Showing Synchronization Relations
You can view the synchronization relations of an RFP in monitor mode. Proceed as follows:

1 Select the appropriate RFPs in the RFP table. At least two RFPs must be selected for
showing their synchronization relations.
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2 In the task bar on the right of the Radio fixed parts panel click on the Show sync.
relations command.

The view switches to the Sync view menu . For further information see chapter 8.7.5.

8.7.1.7 Selecting Columns
You can adapt the parameters shown in the RFP table to your needs:

1 In the task bar on the right of the Radio fixed parts panel click on the Select columns
command.

The Select columns dialog opens.

B Select columns J

RFP I
MAC address

ID

IP address
[ Mame

[ site D

[] Site name
[] Building

[] Floor

[ Room

[] DECT cluster
[ Paging area
[IRPN

[ ] DECT switched on )

Ok | | Cancel

2 Select the columns that shall be shown by activating the appropriate checkboxes.
3 Click the OK button.
The RFP table will be adapted accordingly.

8.7.1.8 Filtering RFP Table
You can filter the list of RFP datasets shown in the RFP table by using a filter.

1 In the task bar on the right of the Radio fixed parts panel click on the Filter command.
The Filter dialog opens.

2 Enter the search string that serves as filter criterion. You can enter digits and characters.
The search is case sensitive.

3 Click on the Filter button.
The Filter dialog is closed and the RFP table will be adapted accordingly.

depl-1669/0.3 Page: 136 (280)



SIP-DECT® OM System Manual Release 3.1

8 OM Management Portal (OMP)

4 To reset the filter, click on the Filter command in the task bar on the right of the Radio
fixed parts panel.

5 In the Filter dialog click on the Reset button.

8.7.2 “Paging areas” Menu

The Paging area menu shows all configured RFPs in a tree structure consisting of two trees:

o The left Unassigned RFPs tree contains all RFPs without an assigned paging area.

¢ The right Paging areas tree shows all configured paging areas with RFPs assigned to
these paging areas.

EX OMP - OpenMobility Manager, SIP-DECT 3.1

Q /

CBE®

General Help

Configuration
Status

b System
Sites

@ Radio fized parts

Device list

Enralment
Export
P FPorable pats

Paging areas

b Unassigned

=3 Paging areas
¢ [ Paging area 000
o= [ Site 1 "Berlin/ TEM 1"

9 Ijlsite 3"Berlin/ Lab"

¢ [ Building 31
9 [ Floar 4

o= 3 Room 403

o [ Roam 414

o= ] Roam 433

o= 3 Room 434

& [ Room 439

o [ Roam 440

o= g Room 447

P Systern features

License

Info console

PaRK: 310307212202 | ) | &L | | 192068112.93

All RFPs are shown including their site and optional hierarchy (building, floor, and room)
settings.

¢ RFPs can be moved by drag and drop from unassigned tree to paging area tree and vice
versa, as well as between different paging areas inside the paging area tree.

¢ Only one RFP node can be moved at once.

» [f a site or a hierarchy node is selected, all RFPs which are children of this node will be
moved.

o If a paging area is completely filled with RFPs, moving additional RFPs in that paging area
is prevented.

¢ If not all RFPs (selected by a site or hierarchy node) can be moved into a paging area,

you will be asked if you want to move as much as possible RFPs or if the operation shall
be cancelled.
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Note: The Paging area size is set in the DECT tab of the System settings menu (see
chapter 8.5.1).

8.7.3 “Enrolment” Menu

The Enrolment menu allows import of RFP datasets using a configuration file. For
information about required configuration file format see chapter 11.7.2.

BN OMP - OpenMobility Manager SIP-DECT 3.1

g
ﬁ Q "Z' General Help
Configuration Select RFP enrolment import file
Status
C:open_mobir foEnromentir v thout WL AN
b System =
Sites
Show log file
¥ Radin fized parts
Device list
Paging areas | |:| MAC address Matne DECT cluster Paging area Site 1D Hi type Status Tasks
Enralment a B
ITETTET [] |oo:30:42:00:95... [R433 SWT 314, [1 0 1 Auto x
Export [] |0030420CED. . Red0 P31 8-05-.. |1 0 3 Auta ® el
[] |p0:30:4200:95... [Patchschrank . |1 0 3 Auto t L
b Portadle parts [ |on30dz00:0s... [Re14 Opertiok... |2 o 3 Auta % CROEEEER
00:30:4200:95... [Ré14 Openhich...|2 0 3 Auto x
Systern features Ll R ]
R [] |o0:30:420CED. . |R403 Systemt... |2 o 3 Auto % | Temeves
License [] |00:30:42:00:95.., [R451 P3a-d-2... 1 0 1 Auto x Remave sslected
[] |o0:30:42:00:85... |R439 P31a-4-2... |1 o k] At ®
[] |00:30:42:00:95.., [R447 P31a4-2... 1 0 3 Auto ®
[] |o0:30:42:00:85... |R4a7 P31a-4-2... |1 o 1 At ® |
[ ] |o0:30:42:00:22.., |R433 P3ad-2... 1 o 3 Auto ® T select columns
rndin fixed part MAC address: 00:30:42:0D:9T:1A
Enralment status ¥ hot enroled vet.
Info console
@ :z012/07/31 15:08:42.690 20 BFP datasets imported
| ParicsvTenen2r202 | 4 | & | |8 192168.012.03

1 Press the File button.
A file system dialog opens in which you can select the configuration file.

2 To check the results from reading the configuration file press the Show log file button. In
case of file format errors these errors are listed here.

If reading of configuration file is successful, all RFP datasets read are shown in a newly
created table. This table contains, apart from some RFP parameters, the Status column
which shows the current import status for every RFP dataset:

¥ — Not enrolled yet
L — Enrolment failed
o« —OK (Enrolment successful)

3 Start the import by selecting one of the following commands:
Add all: import all RFP datasets into the OMM.

Add selected: import selected RFP datasets to the OMM. For selection activate the
corresponding checkboxes in the RFP table.
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Remove all: remove all RFP datasets from table. The table will be hidden.

Remove selected: remove selected RFP datasets from table. If the table is empty after
removing of datasets, the table will be hidden. For selection activate the corresponding

checkboxes in the RFP table.

Show status: show import status of a selected RFP dataset. If enrolment failed for this
RFP, a message describing the enrolment error is shown.

Select columns: select the columns that shall be shown in RFP table (see also 8.7.1.7).

8.7.4 “Export” Menu

The Export menu allows export of all RFPs enrolled to the OMM into an file using “*.csv” file
format. The created file can be viewed externally with a standard spreadsheet application.

All enrolled RFPs are shown in a table.

EY OMP - OpenMobility Manager, SIP-DECT 3.1

QS

General Help

Configuration MAC aridress

ame

DECT cluster

Paging ares

Site I

Tasks

Status

ORRIRIO

b System 00 30:42:00:20:9C
Sites
¥ Radio fixed parts
Device list
Faging areas

Enrolment

P FPortable paris

b System features

License

Export all
Export selected
Select parameters

Select columns

Info console

o 2012407431 15:08:42.690 20 RFF datasets imported

| PaRic 3117030722202 | ) ’?_.|

|5')” 192.168.112.43

The following tasks can be performed:

e Export all: export all RFP datasets.

e Export selected: export selected RFP datasets.

o Select parameters: select RFP parameters which shall be written to csv file (select all

RFP parameters or a subset of these parameters).
o Select columns: select the columns that shall be written to the csv file.

When the export is started, a file system dialog will be opened and the export file name can
be selected. If all parameters are selected for export, the export file can be re-imported using
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Enrolment (see chapter 8.7.3). For information about RFP export file format see Appendix,
chapter 11.8).

8.7.5 “Sync view” Menu

The Sync view menu allows to check the synchronization relations between RFPs in a
graphical manner.

Note: For background information on RFP synchronization please refer to chapter 9.2.

EY OMP - OpenMobility Manager SIP-DECT 3.1 CE®
ﬁ Q "?" General Help
hionitoring — lL

Status

[] Show al RFPs

b Systern

Sites [] RFP positioning
¥ Radio fixed parts

Reset monitoring
Device list

P Statistics . .
P FPorable pats
B System features . Fefresh RSS!

License

RS threshald
-100 diBm
100 75 -50
Info console
0 2012707431 15:05:42.690 Z0 RFF datasets imported
| paricsvTisorzroe: | g | & | | 192168.112.03

To open the task panel for sync view press the arrow icon in the upper right corner of the
sync view panel.

The task panel is displayed on the right. The following tasks can be performed:
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Show all RFPs: If this checkbox is activated, all configured RFPs are shown in the sync
panel; else only selected RFPs are shown.

RFP positioning: If this checkbox is activated, RFP positions can be changed; else RFP
positions are fixed.

Reset monitoring: reset all active sync view monitoring relations.

Image: select background image for sync panel.

Reset view: reset selected view (zero coordinates are reset to the left upper corner of the
sync view panel).

Refresh RSSI: request new RSSI values from OMM for active sync relations.
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Viewing sync relations
RFPs for which sync relations shall be shown, can be selected as follows:

Select (more than one) RFP in device list table (see chapter 8.7.1)
or

Activate RFP mouse menu in sync view: Press the right mouse button while mouse cursor
is on an RFP icon and select the Activate Monitoring command from the context menu.

The color of the RFP icon indicates synchronization state of that RFP:

Grey: inactive

Red: not synchronized
Yellow: searching
Green: synchronized

Sync relations between RFPs are represented by arrows.

Viewing RSSI values
The color of the arrows between RFPs is an indication of the RSSI value of the link:

Red: RSSI < -90 dBm
Orange: -90 dBm <= RSSI <= -70 dBm
Green: RSSI > -70 dBm

If the mouse is moved over an RFP with monitoring activated, a tool tip with RSSI values will
be opened.

You can use the RSSI threshold slider to limit the display of values in the tool tip.
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EY OMP - OpenMobility Manager, SIP-DECT 3.1

#|Q 7

General Help

Wonitating |L
Status
[] Shaw al RFPs
b Systemn
Sites [ RFP positioning
e
esel monnoring
Device list
b Statistics
P Portable parts
RFP 010 (R439 Decke re)
P System features >» BFF 00F (rssi - -76 dbm) Refresh R23I
: F» RFF 001 (rssi = -50 dBm)
aizel=s >» EFF 008 (rssi - -50 dbm)
>> BFP 012 (£331 = -70 dEm)
%> RFP 00D {rssi = -50 dbBm) el Gt
>» BFF 007 (rssi = -70 dBu) -100 cBm
»» RFP 004 (rssi = -72 dBm) A C:
>> RFP 002 (rssi = -68 dEm)
>> RFP 00C (rssi = -72 dBm)
53 RFP 011 (rssi = -74 dEm) -100 73 =50

>» RFP 009 (rssi = -58 dEm)
%% RFP 000 (rssi = -72 dBm)
>> BFP 003 (rssi = -76 dEm)
>> RFP O0B (rssi = -72 dBm)
> RFP 013 (rssi = -54 dEm)

<< RFP 000 (rssi = -72 dBm)
<< RFPF 001 (rssi = -35 dEm)
<< RFP 002 irssi = -37 dEm)
<< RFP 003 (rssi = -67 dBm)
<< BRFPF 007 irssi = -67 dEm)
<< RFPF 005 (rssi = -27 dBm)
<< RFF 009 (rssi = -61 dEm)

Info console

o 2012407431 15:08:42.690 20 RFF datasets imported

|5'p" 192.168.112.43

| PARK: 3170307272202 | ) ’?_.|
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8.7.6

8.7.6.1

“Statistics” Menu

The Radio fixed parts > Statistics menu provides information about RFP statistics

counters. It contains:

e an overview panel with all statistics counters (see chapter 8.7.6.1) and

o several statistics group panels. In these groups statistics counter types which are related
are pooled together (see chapter 8.7.6.2).

The menu is only available in monitor mode.

RFP Statistics Overview

The RFP statistics overview consists of two tables, left RFP ID table and right an overview of
all RFP statistics counters.

EY OMP - OpenMobility Manager, SIP-DECT 3.1

ﬁ Q ’#‘ General Help
Wonitating RFP ID Elemert ID GO Courter alue Tasks
il “Yoice channels Only 2 voice channels fr... 0
Status 0001 1 Voice channels Only 1 voice channels fr... |0
R 0002 2 ‘Yoice channels ‘oice channels busy 0 Fefresh RFF
0003 3 “oice channels “oice channgls busy an... |0
Sites 4 Ajr channels only 2-4 air channels free 0 Gzitesto &l
5 Ajr channels Only 1 air channel free 0
™ Radio fized parts 1 Air channels At channels busy 0 Gl
Device list 7 Paging Paging queue overflowes |0 Clear al
a8 Sync Synchronisation losts 1]
Swric. view ] Sync Lowy relations 0
10 Sync Offset jumps 1]
11 RFP health RFP resets 0
b Portable pars 12 RFF heath RFF connection timeouts |0

P Systern features

License

Info console

o 2012407431 15:08:42.690 20 RFF datasets imported

| PaRic 3117030722202 | ) ’?__| |3')”1az.1ss.112.43

The following tasks can be performed:

¢ Refresh RFP: request counter update by OMM for selected RFPs statistics counters.

o Refresh all: request counter update by OMM for all RFP statistics counters.

e Clear RFP: clear all RFP statistics counters on selected RFP.

e Clear all: clear all RFP statistics counters.

If an RFP is selected (left RFP ID table), the statistics counter table shows counter values of

that RFP (right table). By selecting a statistics counter entry, a detail panel is opened which
shows more detailed information of that counter.
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The detail panel for selected statistics counter shows values for total occurrence and
occurrence in current and last week. You can clear the selected statistics counter on the
selected RFP by pressing the Clear button.

8.7.6.2

RFP Statistics Group Panels

The RFP statistics group panels divide RFP statistics counters into logical groups. This
allows to view all statistics counters of a special group of all RFPs in one table.

EY OMP - OpenMobility Manager, SIP-DECT 3.1

$(Q 7

General Help

Manitating RFF ID RFF resets RFF connection timeouts:
Status 0x001 0 o
0x002 [t} o
b Systern e o A

Sites
¥ Radio fixed pars
Device list
Swric. view
= Siatistics
Voice channels
Air channels
Paging

Syne

RFP health

P Portable parts
P Systern features

License

Tasks

Refresh RFP

Refresh all

Clear group RFP

Clear group

Clear RFP

Clear all

Info console

o 2012407431 15:08:42.690 20 RFF datasets imported

| PaRic 3117030722202 | ) ’?_.|

|5';” 192.168.112.43

The following tasks can be performed:
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Refresh RFP: request counter update by OMM for selected RFP.
Refresh all: request counter update by OMM for all counters.
Clear group RFP: clear counter group of selected RFP.

Clear group: clear counter group of all RFPs.

Clear RFP: clear all counters of selected RFP.
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e Clear all: clear all counters of all RFPs.

8.8 “Portable parts” Menu

Portable parts datasets can be configured and viewed in the Portable parts menu. The
Portable parts menu provides the different submenus. Each submenu displays an own table
of PP datasets.

Configuration mode Monitor mode See chapter
Overview: Overview: 8.8.1
displays the table of all PP data, displays the table of all PP data,

user and device related user and device related

Users: 8.8.2
displays the table of all PP user data

Devices: Devices: 8.8.3
displays the table of all PP device displays the table of all PP device

data data

User monitoring: displays the status  9.20.7.3
of all monitored users

8.8.1 Overview” Menu

In the Overview panel, all PPs data are listed in a table, user related as well as device
related. The overview is available in configuration mode as well as in monitor mode.

EX OMP - OpenMobility Manager, SIP-DECT 3.1

>
ﬁ Q & General Help
Canfiguration [ IPEI Encryption Matne: Mumber Uzer rel type Active W number Tasks
6 L eniy S e 3
03586 001504 4 Hi Smith 1001 Fixgd i
Status [] |03586 001704, 4 Betty Miller 1002 Fixed f
R [] |m1271 og04gt. 4 Grace Adams 1004 Fixed 4 GiEE

Sites
P Radio fixed parts

v Pottable pats 9 Fiter

M Subzscription

Users

2 Wildcard subscription

Devices
Select columns

P Systemn features

License

Info console

o 2012/07431 15:08:42.690 20 RFF datasets imported

| PaRi s1170s0r272202 | ) E| | 192068112.93

PP overview in configuration mode
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In configuration mode, the Overview panel allows to create fixed PPs (user and device are
permanently associated).

The Active column shows the following states:

« ¥ _PPis not subscribed to the system.

« + - PP is subscribed to the system.

Note: If the Active column is not displayed, you can activate it in the Select columns
dialog, see chapter 8.8.9.
To view the user-device-relation, ensure that the User ID and Device ID columns
are also activated.

BN OMP - OpenMobility Manager SIP-DECT 3.1

3
ﬁ Q "Z' General Help
Manitoring Device ID IPEI Subscrined [ User ID | Last action RFF ID CC [ Info Registersd Tasks
0001 03586 00 x 0001 - - ®

Status 0x002 03586 00... /o |oxoo2 - - ®
b System Ox00 01271 06 o Ox004 o

Sites ¥ Fitter
b Radino fized parts *® Log events
¥ Portable pas Select columns

Overview

Devices
User monitaring
b System features

License

Info console

0 2012407431 15:08:4Z2.690 Z0 RFF datasets imported

| PaRic311T0s0T212202 | ) E| |8 192168.012.03

PP overview in monitor mode

In monitor mode you can view the registration status of a PP user by activating the
Registered, Registrar server type, Registrar server and Registrar port columns. See
chapter 8.8.9 for information on seleting columns and chapter 9.17.6 for information on the
SIP registration status.

The tasks which can be performed are mode-dependant.

Configuration mode Monitor mode See chapter
Create: create new fixed PP dataset 8.8.5

in detail panel

Configure: configure selected PP 8.8.6

user and device dataset in detail

panel
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Configuration mode Monitor mode See chapter

Show details: show selected PP 8.8.4
user and device dataset in detail

panel
Delete: delete selected PP user and 8.8.8
device dataset (in case of fixed
relation) or delete PP user and set
device to unbound status (in case of
dynamic relation)
Subscription: start PP subscription 8.8.7
Wildcard subscription: start PP 8.8.7
wildcard subscription
Select columns: select Select columns: select 8.8.9
columns/parameters to be shown in | columns/parameters to be shown in
PP table PP table
Filter: show only PP datasets in Filter: show only PP datasets in 8.8.10
table which contain a special search table which contain a special search
string string
Change rel. type: change the PP 8.8.11
relation type
Log events: enable/disable PP 8.8.11
event log
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8.8.2 “Users” Menu

EY OMP - OpenMubility Manager SIP-DECT 3.1 E®E
a. Q ‘4}‘ General Help
Caonfiguration User ID Mame Nurmber Logindd 10 AC;VE Tasks

v
Status [ |oxo02 Betty Miller 1002 4
e [] |oxoo04 Grace Adams 1004 4 Creste
¥ [] |ox00s John hurry 100 x
Sites D 006 Mary Tucker 1011 4
[ ] |oxo07 Lisa ¥ilson 1012 »
P Radio fixed parts Delets
v Partable parts % Fitier
Overview Select columns

User #0x001

Devices
SP ] hessaging 1 Locating ] Additional services User monitaring

P Systemn features

Licenze Mame Henrysmitn |
Mumber ’10017
Description 1 ’7
Dezcription 2 ’7
Login/ageftional I ]
P |
PIM confirmation ’7

| | Cancel

Info console

o 2012/07431 15:08:42.690 20 RFF datasets imported

| PaRi s1170s0r272202 | ) E| | 192068112.93

In the Users panel, all PP user data are listed in a table. The Users panel allows to create
(unbound) users (which should be able to login and logout at a device).

Note: Use the Select columns dialog (see chapter 8.8.9) to display the desired PP user
data.

The following tasks can be performed:
¢ Create: create new unbound PP user dataset (see chapter 0).
¢ Configure: configure selected PP user dataset (see chapter 8.8.6).

¢ Delete: delete selected PP user dataset. Also delete device data in case of a fixed relation
(see chapter 8.8.8).

o Select columns: select parameter columns to be shown in table (see chapter 8.8.9).
o Filter: filter PP datasets shown in table for string set in filter mask (see chapter 8.8.10).
e Change rel. type: change the PP relation type (see chapter 8.8.11).

8.8.3 “Devices” Menu

In the Devices panel, all PP device data are listed in a table. The Device panel allows to
configure the DECT part of a PP device dataset.

Devices can not be created separately. They will be automatically created during
subscription (unbound) or they will be created fixed bound to a user when a user is created in
the Overview submenu (see chapter 8.8.1).
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QS

General Help

Configuration

Status

Device ID

IPEI

DECT Auth. code

Device rel. type

Subzcribed

Tasks

3

System
Sites

Radio fized pars

Oogic

0001
0002
0004

03586 0015043 7
03586 0017017 7
01271 0604916 6

1001
1002
1004

Fixed
Fixed
Fixed

3
r
r

3 Fiter

¥ Portable parts M Subscription

Querew 3 wildcard subscription

Users
Select columns

P Systemn features

License

Info console

o 2012/07431 15:08:42.690 20 RFF datasets imported

| PARK: 3170307272202 | ) §|

|5';” 192.168.112.43

Note: Use the Select columns dialog (see chapter 8.8.9) to display the desired PP device

data.

The following tasks can be performed:

o Configure: configure selected PP device dataset (see chapter 8.8.6).

o Delete: delete selected PP device dataset (see chapter 8.8.8).

e Subscription: start PP subscription (see chapter 8.8.7).

¢ Wildcard subscription: start PP wildcard subscription (see chapter 8.8.7).

¢ Select columns: select parameter columns to be shown in table (see chapter 8.8.9).

o Filter: filter PP datasets shown in table for string set in filter mask (see chapter 8.8.10).
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8.8.4 PP Detail Panel

The PP detail panel is used for configuration/showing of PP settings and creation of new PP
datasets.
To call up the PP detail panel

e choose one of the commands in the task bar on the right of the Portable parts panel
(Create, Configure, or Show details)

or
e select the appropriate PP in the PP table and double-click the entry.

The PP detail panel contains the different parameter groups sorted in tabs. Which tabs are
displayed depends on the current mode and from which panel the PP detail panel was called

up:
e Overview panel (configuration and monitor mode): The PP detail panel contains all tabs
listed below.

e User panel (configuration mode): The PP detail panel contains all tabs but not DECT.
o Device panel (configuration mode): The PP detail panel contains only DECT.

“General” tab
This tab enables to configure the general settings for the PP dataset.

Device #x001 - User #0x001

i SP | DECT | Messaging | Locating | Addtional services | User monitoring

Daimie: iHanr\f Srith |

Murrber flom ]
Description 1 | |

Description 2 | |

Lagini&dditional ID |

PIN | -------

PIM confirmation |sessses

cancel

 Name: represents the handset user name with up to 20 characters

¢ Number: the handset telephone number with up to 31 characters (1234567890*#azAz+-
_1$%&/()=?$&). Please be aware that only “*”,”#” and “0” to “9” can be dialled with a
handset.

o Description 1 and Description 2: free text comments with up to16 characters each.

¢ Login/Additional ID: The additional ID can be used as a mean for data search within
wildcard subscription (because of the IPEI is not configured which selects the data
otherwise).

Note: The authentication code can only be changed if the PP is not subscribed.

¢ PIN, PIN confirmation: A user PIN to be entered during user login.
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Note: The attempt to set the user PIN to an empty string sets the PIN to the default value
“0000”.

“SIP” tab
This tab enables to configure the SIP authentication for the PP dataset.

Device #0x001 - User #0x001

Genersl ‘ DECT | Messadging | Locating ‘ Additional services | User monitoring

jomaom| |

User name

Pasaward

Paszword confirmation — I

WIP =]

Cancel

¢ User name: The SIP Authentication user name is optional but recommended. It
represents the name which will be used during SIP registration and authentication. If no
name is given the number will be used by default.

o Password, Password confirmation: The password will be used during SIP registration
and authentication. Enter the appropriate data in these fields.

¢ VIP: Enable this option if the registration of this user should be prioritized (default off). VIP
users will be registered as first. For more information on prioritized registration see
chapter 9.17.5.

“DECT” tab

This tab enables to configure the DECT part for the PP dataset. When configuring a device
(see 8.8.3), only the DECT tab is shown in the PP detail panel.

Device #x001 - User #0x001

Genersl | SP | Messaging | Locating ‘ Additional services | User monitoring

PEI pages oms0az 7 1

DECT authertication code  [1op1 |

Encryption [¥]

Delete
subscription

cancel

o IPEI: This optional setting is the handset IPEI number. On an Aastra DECT 142/
Aastra 142d handset, the IPEI can be found via the following path of the device menu:
Main menu > Phone settings > System. On an Aastra 600d / 650c handset, the IPEI
can be found in the System device menu. Consult the handset’s user guide for further
information.
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e DECT authentication code: The DECT authentication code is used during initial DECT
subscription as an security option and can be set here for each PP device separately
(handset-specific DECT authentication code). This parameter is optional. If a system-wide
DECT authentication code is given on the System settings page (see chapter 8.5.1), this
value is filled in here as default. If no handset-specific DECT authentication code is set,
the system-wide DECT authentication code is used.

o Encryption: If the encryption feature is enabled for the whole system (in the System
settings menu, see chapter 8.5.1), you can de-activate the DECT encryption for this
device.

Please note: The PP device has to support DECT encryption which is not a mandatory
feature.

¢ Delete subscription: This option is only available when configuring an existing PP. If this
option is activated, the subscription data will be deleted which also requires a re-
subscription of the handset device.

“Messaging” tab
This tab enables to configure the OM Integrated Messaging and Alerting service for the
PP dataset.

Device #0x001 - User #0x001

General | SIP | DECT saging | Locating | Additional services | User monitoring

Sending messages permission vl License required

Sending wCards permission [vi

Receiving vCards permission [¥]

‘ ‘ Cancel |

¢ Sending messages permission: If this option is enabled, the PP can send messages (if
this function is supported by the device).

Note: For further information please refer to the separate document SIP-DECT®; OM
Integrated Messaging & Alerting Application; Installation, Administration & User
Guide.

¢ Sending vCards permission: Allows the user to send personal directory entries as a
vCard message from the handset to other users (if this function is supported by the
device).

¢ Receiving vCards permission: If this option is enabled, all received vCard messages are
automatically processed and written into the personal directory of the handset (if this
function is supported by the device).
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“Locating” tab
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This tab enables to configure the OM Locating application for the PP dataset.

Device #0x001 - User #0x001
Genersl | SP | DECT | Messadging
Locating permission
Tracking

DECT locatable

| acdtional services

¥l om Locating reguired
v

[Vl Licensze required

Cancel

| User monitoring

¢ Locating permission: This option applies to Aastra 600d / 650c handsets only. If this
option is enabled, the user is allowed to determine the location of other portable parts.
The main menu of the Aastra 600d / 650c phones provides an extra menu entry Locating

for this.

e Tracking: If this option is enabled, the operator of the OM Locating application is able to
use the constant tracking feature for the portable part. Note, that this feature consumes
more of the portable part’s battery power, because it activates an RFP update information
if the device roams and is not in communication. You also cannot enable this feature, if

the Locatable option is disabled.

o DECT locatable: If this option is enabled, the portable part is locatable. Either with the
OM Locating application or by querying it’s location from other portable parts.

Note:

For further information please refer to the separate document SIP-DECT®;

OM Locating Application; Installation, Administration & User Guide.

“Additional services” tab

This tab enables to configure extra configuration items for the PP dataset.

Device #0x001 - User #0x001

Genersl | SP | DECT | Messadging

S0 number |

“aice mail numer [

Keep personal directory |

External

ManDion number |

| Locating

Cancel

Liser monitoring

e SOS number: User specific SOS number that is dialled automatically if the SOS key on

the handset is pressed.
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e ManDown number: User specific “Man down” number that is dialed automatically if a
Man down event happens. This event is triggered by the sensor of an Aastra630d
handset.

If no individual SOS or Man down number is configured for a handset, the number of the
appropriate alarm trigger will be used as calling number in case of a SOS or Man down
event. Please see chapter 8.9.3 and /30/ for details.

* Voice mail number: The voice mail number is the number which will be automatically
called as soon as a voice mail call is initiated on the Aastra 600d / Aastra 650c handset. If
there is no individual voice mail number configured in this field, then the system-wide
voice mail number is used (see also the System setting menu, chapter 8.5.1). If there is
no voice mail number configured (neither the individual nor the system-wide) or another
handset type is used, then the voice mail number must be configured locally in the
handset.

o Keep personal directory: Activate this option, to keep the personal directory data in the
handset if the user logs out.

o External: A user data set can either be provisioned on an external user data server or
locally in the OMM database. To provide an easy way to change the provisioning storage
of user data sets, the user data sets can be moved from an external user data server into
the local OMM database and vice versa.

Deactivate the External option if you want to move user data sets from an external user
data server into the local OMM database.

External to internal transformation rules: To change a user data set from external user
data server to an internal provisioned one the following conditions must be applied for the

data set:
— external provisioned on an external user data server
— user data set device relation must not be “fixed”

Internal to external transformation rules: To change a user data set from local OMM
database to an external user data server provisioned one the following conditions must be
applied for the data set:

— external provisioned on an external server
— user data set device relation must not be “fixed”
— an external user data server must be available

“User monitoring” tab

Device #x001 - User #0x001

General | SP | DECT | Messaging | Locating | Addtional services User monitoring

I
]

Monitaring mods _Off

cancel
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8.8.5

8.8.6

8.8.7

This tab is designed to configure the user-specific parameters for the “user monitoring”
feature. For a description of the parameters which can be set in the User monitoring tab,
please refer to the description in chapter 9.20.7.2.

Creating PP Datasets

Creating PP datasets is only possible in configuration mode. You can create the fixed
PP dataset or only the PP user data.

To create a PP dataset proceed as follows:

1 In the task bar on the right of the Portable parts panel click on the Create command.

— In the Overview submenu you can now create a fixed PP dataset (with combined user
and device data).

— In the Users submenu you can create an unbound user. This user can login and logout
at any prepared device.

The PP detail panel opens. It provides various tabs where the PP data has to be entered.
2 Configure the PP, see parameter description in chapter 8.8.4.
3 Press the OK button.

Configuring PP Datasets

Configuring PP datasets is only possible in configuration mode. To configure an existing
PP dataset proceed as follows:
1 In the task bar on the right of the Portable parts panel click on the Configure command.

— In the Overview submenu you can configure the whole PP dataset (user and device
data).

— In the Users submenu you can configure the PP user data.
— In the Device submenu you can configure the PP device data.
The PP detail panel opens.

2 Change the PP dataset as desired, see parameter description in chapter 8.8.4.
3 Press the OK button.

Subscribing PP Datasets

After adding a PP dataset to the OMM, the PP must be subscribed. The OMM must first be
enabled to allow subscriptions to be take place from PP handsets. Subscribing PP datasets
is possible in the Overview panel and in the Device panel. To start subscription, press one
of the following commands in the Portable parts menu:

¢ Subscription: start PP subscription with configured IPEI. For more information on this
see chapter 7.7.3.1.

¢ Wildcard subscription: start PP wildcard subscription (without configured IPEI). In the
Wildcard subscription dialog, which is now opened, enter the Timeout for this
subscription method. Press the Start button. For more information on this see chapter
Note:.
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8.8.8 Deleting PP Datasets

Deleting PP datasets is only possible in configuration mode. You can delete the fixed
PP dataset (in case of fixed relation) or only the PP user data resp. the PP device data (in
case of dynamic relation).

To delete one or more existing PP datasets proceed as follows:

1 Select the appropriate PP dataset(s) in the PP table by activating the corresponding
checkbox(es).

2 In the task bar on the right of the Portable parts panel click on the Delete command.
— In the Overview submenu the whole PP dataset will be deleted.
— In the Users submenu only the PP user data will be deleted.
— In the Devices submenu only the PP device data will be deleted.
The Delete [xxx] dialog opens showing a confirmation prompt.

3 Confirm the displayed prompt with OK.

8.8.9  Selecting Columns
You can adapt the parameters shown in the PP table to your needs:
1 In the task bar on the right of the Portable parts panel click on the Select columns
command.
The Select columns dialog opens.

E Select columns =

-

[ Device I

IPEI

[]DECT Auth. code
Encryption
Mame

Mumber

[ Description 1
[ Description 2
[ Loginiadd D
[ ] 0% number
[] WD rumber

[ Tracking

[] DECT locatable

4

OK | | Cancel

2 Select the columns that shall be shown by activating the appropriate checkboxes.
3 Click the OK button.
The PP table will be adapted accordingly.
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8.8.10 Filtering PP Table

You can filter the list of PP datasets shown in the PP table by using a filter.

1 In the task bar on the right of the Portable parts panel click on the Filter command.
The Filter dialog opens.

2 Enter the search string that serves as filter criterion. You can enter digits and characters.
The search is case sensitive.

3 Click on the Filter button.
The Filter dialog is closed and the PP table will be adapted accordingly.

4 To reset the filter, click on the Filter command in the task bar on the right of the Portable
parts panel.

5 In the Filter dialog click on the Reset button.

8.8.11 Changing the Relation Type

The user data device relation transformation can only be performed by the admin user. A
user data device relation data set can be changed from “fixed” to “dynamic” and vice versa.
This means the login/logout feature can be enabled or disabled for a handset.

To change the relationtype of an PP:

1 Select the appropriate PP dataset(s) in the PP table by activating the corresponding
checkbox(es).

2 In the task bar on the right of the Portable parts panel click on the Change rel. type
command.

Rules to change the relation from “fixed” to “dynamic”
e The handset has to be subscribed.

» A user login/logout PIN is configured in the user data set.

e Depending on the PP user login type (“‘LoginID”), in the DECT tab of the System settings
menu, the Login ID option has to be set in the Portable part user login type field.

IMPORTANT : If there is no specific PIN configured then “0000” is automatically set.

Rules to change the relation from “dynamic” to “fixed”
e The user relation type must be “Dynamic” (not “Unbound”), because a subscribed handset
exists in this case.
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e The user data set is not retrieved from an external user data server / the user data set is
provisioned locally in the OMM database (see also page 153).

8.8.12 Enabling / Disabling PP Event Log

You can store an PP event log file in monitor mode. Proceed as follows:

1 To enable/disable the PP event log, click on the Log events command in the task bar on
the right of the Portable parts panel:
« - PP event log is enabled.
- PP event log is disabled.

2 Repeat step 1 to disable/enable the PP event log.

The PP event log will be stored in a file called “pp_event.log®. This file can be found in the
users home directory:
e on a Linux system it is located under ‘~/.oamp’,

e on a windows system under ‘c:/Users/<user>/MyDocuments/.Oamp’.
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8.9

“System features” Menu

The System features menu provides the following entries:

Configuration mode
General settings

Feature access codes

Alarm triggers
Digit treatment

Directory

XML applications

Monitor mode
General settings
Feature access codes
Alarm triggers

Digit treatment
Directory

XML applications

8.9.1 “General settings” Menu

The General settings menu allows to configure/view the FAC number prefix used for feature

access codes and alarm triggers.

EY OMP - OpenMobility Manager, SIP-DECT 3.1

EXW,

Canfiguration
Status
b Systern
Sites
P Radio fixed parts
b Partable parts

¥ Systern features

General settings

Feature access codes
Alarm triggers

Digit treatrment
Directary

#ML applications

License

FAC number snd prefix for alarm triggers |~

8 OM Management Portal (OMP)

See chapter

8.9.1
8.9.2
8.9.3
8.9.4
8.9.5

8.9.6

CEX

General Help

Info console

paRK: st0s0rzzz0z | ) | 4L |

|5'$’ 192.168.112.43

1 FAC number and prefix for alarm triggers: Enter a unique FAC number.
2 Press the OK button.
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8.9.2 “Feature access codes” Menu

The Feature access codes menu is used to configure/view the feature access codes
parameters.

BN OMP - OpenMobility Manager SIP-DECT 3.1

& Q 7

Configuration

Status

P System

Sites

b Radino fized parts
P Portable pards

v Systern features

General settings

Alarrm triggers
Digit treatrment
Directary

HML applications

License

FAC number

Activate subscription

Activate wildcard subscription

Deactivate subscription
Us=er login

User logout

E E

E & E

il
4567
34565

OK

cancel

8 OM Management Portal (OMP)

General Help

Info console

paRK: 310307212202 | ) | 4L |

|§ 192.168.112.43

The FAC number which introduces the feature access code (see also chapter 8.9.1) is
displayed. For a description of the parameters which can be set in this menu see chapter

7.9.3.
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8.9.3

“Alarm triggers” Menu
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The Alarm triggers menu allows to configure/view numerous alarm trigger datasets. There
are two predefined alarm triggers (“SOS” and “MANDOWN?”) which can not be deleted.

BN OMP - OpenMobility Manager SIP-DECT 3.1

& Q 7

General Help

Configuration
Status
P System
Sites
b Radino fized parts
P Portable pards
w  System features

General settings

Feature access codes

Alarm triggers
Digit treatrment
Directary

HML applications

License

Trigger I0

Feature access code

MANDCH
®23

Commert Mumber
0815

Tasks

Creste

Configure

Delete

’Alarm trigger #0

General

Trigger 1D

Festure access cade
Comment

Prefix

Humber

ik

Cancel |

Info console

paRK: 310307212202 | ) | 4L |

|§ 192.168.112.43

The tasks which can be performed are mode-dependant.

Configuration mode

Create: create alarm trigger

Configure: configure a selected

alarm trigger

Delete: delete selected alarm
triggers

depl-1669/0.3

Monitor mode

Show details: show parameters of a | 8.9.3.4

selected alarm trigger

See chapter

8.9.3.1
8.9.3.2

8.9.3.3
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8.9.3.1 Creating “Alarm triggers”

In configuration mode you can create new alarm triggers.

rew alarm trigger

Trigger 1D ” |
Feature access code |
Comment |

Prefix *

Murber |

Cancel

1 Click Create. In the General tab enter the alarm trigger parameters.

2 Trigger ID: Enter the Trigger ID. The Trigger ID identifies the alarm scenario and also
selects the source which triggers the alarm.

3 Feature access code: Enter the access code which should be assigned to the alarm
trigger.

4 Comment: Enter a comment for the new trigger.

5 Prefix: This field displays the FAC number which introduces the feature access code
(see also chapter 8.9.1).

6 Number: Enter the number to be called in case of this alarm trigger.
7 Press the OK button.

8.9.3.2 Configuring “Alarm triggers”
In configuration mode you can configure an existing alarm trigger.
1 In the alarm trigger table click on the appropriate trigger entry.

2 Click Configure.
The General tab is displayed showing the current trigger configuration.

3 Change the trigger parameters, see chapter 8.9.3.1.
4 Press the OK button.

8.9.3.3 Deleting “Alarm triggers”

In configuration mode you can delete alarm triggers. The predefined alarm triggers (‘SOS
and 'Man down‘) can not be deleted.

1 In the alarm trigger table click on one or more trigger entries.
2 Click Delete.
3 Confirm the displayed prompt with OK.
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8.9.3.4 View “Alarm trigger” Details

In monitor mode you can view the details of an alarm trigger.

1

2 Click Show details.

3 Click Cancel to close the tab.

8.9.4

“Digit treatment” Menu

In the alarm trigger table click on the appropriate trigger entry.

The General tab is displayed showing the trigger configuration.

8 OM Management Portal (OMP)

The Digit treatment menu allows to configure the number manipulation that is provided by

the digit treatment feature for LDAP corporate directories.

EY OMP - OpenMobility Manager, SIP-DECT 3.1

]
ﬁ Q ﬁ General Help
Configuration D [[n] External pattern Internal pattern Direction Directory Sites Tasks
[ |o +4330 0 - x Al
Status O +4340 0040 = / A1l
2 4353 fli=z] ’ ] Creste
b Systern Ll [ hxJ :
L T TR TR I .
Sites O |4 110 w09 =y / &l CEmELE
O |s o 004930 « x Al
b Radio fixed parts Delete
P Portable paris
¥ Systern features
General settings
Feature access codes
Alarrm triggers
igit treatment entry #3
Directary General
HML applications Esternal pattern 40En
License
Internal patiern fboss ]
Direction ‘Incoming and outgaing calls ‘ - |
Apply to directary
Ok Cancel
Info console

PARI(:311T[I3I]12722I]2| & |

|g’i’ 192.168.112.43

For a description of tasks and parameters available in this menu, refer to chapter 7.9.1.
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8.9.5 “Directory” Menu

The Directory menu allows to configure the LDAP or XML-based corporate directory

services.

Y OMP - OpenMobility Manager SIP-DECT 3.1 EE®
ﬁ Q ’ﬁ’ General Help
Caonfiguration D Oriler Type Active Mame SErver Tasks

[ LDAP x test test
Status [ |2 LDAP 3 Personal Dir. berdc! de.aastra.com
; Create
b System 1 |3 LD&P Grnup.D\r berdc] e aastra com
|:| 4 LOAP ! CorpDir berdc] de.asstra com
Sites

b Radino fized parts
P Portable pards

@ Systemn features

lew directory entry
General settings
LDAP [ ML application |

Feature access codes

Alarm tiggers TyRe Lore | =]

Dinit treatment Ative |

1]
HML applications METED ]
License
Ok | | Cancel

Info console

paRK: 310307212202 | ) | 4L | | & 192.168.112.43

The tasks which can be performed are mode-dependant.

Configuration mode Monitor mode See chapter
Create: create new directory entry in 8.9.5.1
detail panel
Configure: configure selected 8.95.2
directory entry in detail panel
Show details: show selected 8.95.3
directory entry in detail panel
Delete: delete selected directory 8.9.54
entry/entries

8.9.5.1 Creating New Directory Entries

Adding directory entries is only possible in configuration mode. You can configure up to 5
directory entries. To add a new entry proceed as follows:

1 In the Tasks bar click on the Create command.

The New directory entry panel opens. It provides various tabs where the directory data
has to be entered.
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2 Configure the Directory entry, see parameter description below.
3 Press the OK button.

The following parameters can be set in the tabs of the New directory entry panel:

General
o Type: Select the protocol that is supported by the directory server (LDAP or XML).

e Active: Enable or disable the entry.
o Order: This setting determines the position in the handset menu (1 — top; 5 — bottom).
o Name: Enter a name for the directory entry. Latin-1 character set is supported.

Note: The name configured here is not relevant and ignored when the handset user
searches for a call number in the telephone’s central directory if there is only one
directory entry configured.

LDAP

This tab is automatically activated if you have selected the LDAP directory type in the
General tab.

o Search base: The search base has to be edited (e.g. “ou=people,o=my com”).

The configuration is valid for all PP handsets which support the LDAP directory feature.
To make search requests unique for different users the search base configuration can
include placeholders which are replaced by user specific values when submitting the
LDAP request to a server. The following placeholders are defined:

“<TEL>" which is replaced by the specific telephone number of the user
“<DESC1>" which is replaced by the “Description 1” attribute value of the user
“<DESC2>" which is replaced by the “Description 2” attribute value of the user
» Search type: Searches will be done for one of the following attributes:
— Name (sn) // Surname (default)
— First name (Given name)
o Display type: Selection between the following two alternatives is possible:
— Surname (sn), first name (given name) (default)
— first name (Given name) and Surname (sn)
e Server: (mandatory): Enter the name or IP address of the directory server.
o Port (mandatory): Enter the server port number (default: 389).

Note: SSL (default port 689) is not supported.
Windows® Active Directory Server uses port 3268.

o User name, Password, Password confirmation: User name (a distinguished name) and
password may be filled if requested by the directory server. Otherwise an anonymous bind
takes place.

Note: SIP-DECT® supports LDAP simple bind.

o Server search timeout: The search results will be accepted within the entered search
time (value range: 1 - 99 sec).
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XML application

This tab is automatically activated if you have selected the XML directory type in the General
tab.

e Protocol: Select the preferred transfer protocol.
e Server: (mandatory): Enter the name or IP address of the directory server.

¢ User name, Password, Password confirmation: User name (a distinguished name) and
password may be filled if requested by the directory server. Otherwise an anonymous bind
takes place.

o Path (and parameters): Enter the URL (if required with parameters) where the XML
directory is located on the directory server.

Note: The telephone number in SIP-DECT® is not limited to numeric characters.

8.9.5.2 Changing a Directory Entry

Changing directory entried is only possible in configuration mode. To change the
configuration of an existing directory entry proceed as follows:

1 Select the appropriate directory entry in the table.

2 In the Tasks bar click on the Configure command.

3 Change the directory entry parameters, see parameter description in chapter 0.
4 Press the OK button.

8.9.5.3 Viewing Directory Entry Details
You can view the configuration of a directory in monitor mode. Proceed as follows:
1 Select the appropriate directory entry in the table.

2 In the Tasks bar click on the Show details command.
The directory entry data is displayed in the detail panel.

3 To close the directory entry detail panel press the Cancel button.

8.9.5.4 Deleting Directory Entries

Deleting directory entries is only possible in configuration mode. To delete one or more
existing entries proceed as follows:

1 Select the appropriate entry/entries in the directory entry table by activating the
corresponding checkbox(es).

2 In the Tasks bar click on the Delete command.

3 Confirm the displayed prompt with OK.
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8.9.6 “XML applications” Menu

The SIP-DECT® XML terminal interface allows external applications to provide content for
the user on the DECT handsets Aastra 600d / Aastra 650c display and much more. To make
the XML terminal interface applications available for the handset user, the relevant hooks
must be configured in the XML applications menu.

There are 5 predefined hooks and 10 hooks which can be freely defined. The 5 predefined
hooks are:

o Caller list: to replace the local caller list (displayed with “Info > Caller List” handset menu
entry)

* Redial list: to replace the local redial list (displayed with “Info > Redial List” handset menu
entry)

¢ Presence: hook to reach a presence application (displayed as additional “Presence”
handset menu entry)

e Server Menu: hook to reach a server menu (displayed as additional “System > Server”
handset menu entry)

e Action URIs: URI to be called in case of user/device events

These hooks can be activated or deactivated but not deleted. Up to 10 additional hooks can
be created dynamically.

Please note: “Caller list” and “Redial list” replace the local caller and redial lists of the
Aastra 600d / Aastra 650c if activated. Additionally the list access must be set
to “Automatic” or “PBX” on the handset in the “Settings > List access” menu. If
the list access is set to “Local”, the local list are used by the handset.

Note: An XML directory entry is also read-only listed in the XML applications menu. For
information on configuration of XML directories please see chapter 8.9.5.

An activated hook becomes available on a handset (incl. the corresponding menu entry) after
the next DECT location registration of the handset. This can be forced by switching the
handset off and on. The same applies if a hook shall be deactivated.

XML terminal interface application — selecting a menu entry on the handset

When a “TextMenu” XML object is displayed on the handset, the user can move with the
“Up” and “Down” arrow keys to an entry and select the highlighted entry by pressing the “OK”
key.

Alternatively the user can press the digit keys to select a displayed entry. The digit key refers
to the displayed line number which shall be selected e.g. 1 selects the first menu line, 2 the
second menu line and so forth.
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EX OMP - OpenMobility Manager, SIP-DECT 3.1

>
a Q I General Help
Configuration ] L8] Matne SErver Active Tasks
1| Caller list 9
Status ImEi Redial list ®
2 Presence 3 Creste
System |
b (M Server menu ® §
Sites I i
P Radio fixed parts Delets
P Portable parts
w  Systermn features
General seftings
Feature access codes
Alarm triggers RS O
Digit treatment Name Action URI
Directory Protocal HTTP =
Server
License
Uz&r name
Pas=word
Pazsward confirmation
Path (and parameters) [
Ik | | Cancel
Info console
PaRK: 310307212202 | ) | &L | | 192068112.93

The tasks which can be performed in the XML applications menu are mode-dependant.

Configuration mode Monitor mode See chapter
Create: create new XML hooks 8.9.6.1
Configure: configure selected XML 8.9.6.2

hook in detail panel

Show details: shows selected XML 8.9.6.3
hook in detail panel

Delete: delete selected XML hook 8.9.6.4
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Creating a New XML Hook

Besides the 5 predefined XML hooks you can create up to 10 additional XML hooks.

rew XML application

Active vl

Mame

Pratocal HTTP |-

Server [toamszenn

User name | |

Passward

Password confirmation |

Path (and parameters) |ppmlindes phpMtype=sysmenu2

Ok Zancel

Adding individual XML hooks is only possible in configuration mode. To add an XML hook
proceed as follows:

In the Tasks bar click on the Create command.
The New XML application panel opens.

Configure the XML hook, see parameter description below.
Press the OK button.

The following parameters can be set in the tabs of the New XML application panel:

8.9.6.1
1
2
3
8.9.6.2

Active: This setting activates or deactivated a configured XML application entry.

Name: The predefined hooks have fixed predefined names. A name has to be configured
for the free defined hooks.

The following parameters specify the URI:

Protocol: Select the protocol HTTP or HTTPS.

Server: Enter the IP address or the name of the server which provides the XML content.
User name: Enter the login user name if an authentication is required by the server.

Password, Password confirmation: Enter the password if the authentication is required
by the server.

Path (and parameter): Enter the path and query of the URI.

Changing an XML Hook

Changing XML hooks is only possible in configuration mode. To change the configuration
of an existing XML hook proceed as follows:

1
2
3
4
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Select the appropriate XML hook in the account table.
In the Tasks bar click on the Configure command.
Change the XML hook parameters, see parameter description in chapter 8.9.6.1.

Press the OK button.
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Please note: The 5 predefined XML hooks cannot be renamed.

8.9.6.3 Viewing XML Hook Details
You can view the configuration of an XML hook in monitor mode. Proceed as follows:
1 Select the appropriate XML hook in the table.

2 In the Tasks bar click on the Show details command.
The user account data is displayed in the user account detail panel.

3 To close the XML hook detail panel press the Cancel button.

8.9.6.4 Deleting XML Hooks

Deleting XML hooks is only possible in configuration mode. To delete one or more existing
XML hook proceed as follows:

1 Select the appropriate XML hook(s) in the table by activating the corresponding
checkbox(es).

2 In the Tasks bar click on the Delete command.

3 Confirm the displayed prompt with OK.

Please note: The 5 predefined XML hooks cannot be removed.
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8.10 “License” Menu

The License panel provides an overview on the currently used licenses. In configuration
mode you can also import an activation or a license file:

BN OMP - OpenMobility Manager SIP-DECT 3.1

ﬁ Q _’@‘ General Help

Fenigan General System } Messaging ] Locating } G729 }

Status

P System Stetus v
Sites

b Radino fized parts

P Portable parts Licensa type Standard license

P Systemn features

Grace petiod 72 |h o min
License
PARK 1FE1BEBAG
MAC adcress 1 o osnezizeEE
MAC address 2 of  00304Z00DF33
MAC address 3 of 0030420001028
License file import

I:I o Importing = license file may cause the Openhdobility Manager to be reset.

Info console

paRK: 310307212202 | ) | 4L | | & 19246841243

The license information is displayed in the following tabs:

¢ General: shows general license status.

o System: shows system license status.

¢ Messaging: shows Integrated Messaging and Alerting Service (IMA) license status.

¢ Locating: shows Locating license status.

o G.729: provides information about how many G.729 channels are licensed and how many
licenses are temporarily in use.

To import an activation or a license file (only possible in configuration mode):

1 Press the File button to select the path and file name where the activation or license key
is stored.

2 Afterwards press the Import button.

For a detailed description on the OMM licensing model see chapter 4.
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The General menu is available in all program situations. It contains following submenus:

o Exit: Selecting this menu entry opens the exit dialog to close the OMP.

¢ Options: Selecting this menu entry opens the Options dialog (see below).

“Options” dialog, “General” tab

Expert console

General
o After changing the lsnguage the application has to be restarted.
Languzge English ﬂ
User cirectory ‘ente und EinstellungeniclaudisEigens Dateieniomp
Warnings
Changing paging ares in RFP tree

cCancel

Language: You can select the OMP language. After changing the language, the OMP is
automatically closed and has to be started again.

The field User directory shows the path where the following files are saved if necessary:

e System dump file “sys_dump.txt”

o Expert console log file “spy.log” when the application terminates
» Exception log file “exception.log” in case of a Java exception

In the Warnings section you can activate/deactivate the display of warning messages in the

OMP.

“Options” dialog, “Expert console” tab

General

Console settings

Additional class info

Trace levels

oM AN - Messages

GUI - Messages

GUI - Databaze operations
LI - General info

GUI - RFP sync. vigw

GLI - Statistics

GLI - RFP tree

bt A - XML parser

1]

(o o o Y

cancel

L]
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In the Expert console tab you can enable several trace levels. The trace messages will be
shown in the expert console which can be called up via the Help menu (see chapter 8.12).

Moreover Additional class info can be enabled to show in which Java class the message
has been generated.

8.12 “Help” Menu

The Help menu is available in all program situations. It contains following submenus:
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Expert console: Selecting this menu entry enable/disables the expert console. The
expert console allows to trace OMP messages and to check the messages sent and
received from the OMM. The expert console will be opened in a secondary window.

B Expert console [
2012702716 19:54:15.417 * AXI M3G : 1 <GetivaVoiceboxNuwResp woiceboxNum="" /> |

Z012/02/16 19:58:15.919 * AXI_M3G : o <Ping />
2012/02/16 19:58:15.919 * AWI M3G : i <PingResp />

2012702716 20:02:16.014 * AXTI MG : o <Ping />
2012/02/16 20:02:16.014 * AXI M3G : i <PingResp />

L] |}

Info: Selecting this menu entry displays the End User License Agreement (EULA).

About AXI: Selecting this menu entry displays the About AXI dialog. This dialog
compares the protocol version numbers which are provided by the OMM with the protocol
version numbers supported by the OMP. The warning icon :!: shows a version mismatch.
A version number “0.0.0” means the protocol element is not used by OMP.

B3 About AXI ]

Version info

OMP protocol version 36 _\f

ORI protocol version 36

Specification version 41
Messages

Message OhP Qi Status
EventAccountSummary 1.00 100 4 =
EventBackupSIPCnf 1.0.0 100 =
EventPPDevSummary 1.00 1.00 |
EvertPPFirmwareUpdateStatus 1.0 101
EventSteSummary 1.00 100
EventSottwareUpdateCnt - 100 1
EventSysToneSchemeCnf 1.00 100
EventlsertonitarinaCnt 1.0.0 100
GetSysToneScheme 1.00 100
SetSysToneScheme 1.0.0 100
EventlzerDatalmport - 100 1
GetBackupSIP 1.00 1.00
GetSoftwareUpdate - 100 1
GetUsertontoring 1.0.0 100 4
ManualUserDatalmport - 100 1
SetBackupsIP 1.00 1.00
SetPPUserDevRelation 1.00 100
SetlserManitoring 1.0.0 100 4 —
1nn 100 e |=

About OMP: Selecting this menu entry displays the OMP version info and copyright.
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9 Configuration und Administration Aspects

This chapter provides detailed information on various configuration and administration
aspects regarding the SIP-DECT® solution.

9.1 IP Signaling and Media Stream
To establish a call between an IP Phone and a PP (e.g. Aastra 620d), the following IP
streams must be established:
* A signaling channel to and from the SIP phone.
¢ A signaling channel to and from the OMM.

e A control interface between the OMM and the RFP that has a connection to the PP
(known as the primary RFP).

* A Real Time Protocol (RTP) / Real Time Control Protocol (RTCP) connection between the
SIP phone and the primary RFP.

The following figure illustrates this scenario.

SIP-Phone

SlP Registrar £ Proqy

OMM o
(REP in OMM mode) -« — p =analing

FFF Control Interface
= =p RETF/RETCF

To establish a call between two PPs, the same IP streams must be established like in the
scenario before, except the IP phone is not involved. The following figure illustrates this
scenario.
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SIP Reqistrar / Proxy

Db
{RFEP in OMM maode)
“——p Signalling
«— — p RFF Control Interface
== RTR/RTCP

A call from one PP to another that resides on the same RFP will loop back within the RFP if
no media gateway is involved. So the call will not pass through to the Local Area Network
(LAN). Although the voice packets will not impact LAN traffic, signal packets will.

If the PP user is moving, the PP detects that another RFP has a better signal strength and,
therefore, it starts the handover process. The media stream from the IP phone cannot move
to the secondary RFP, so the primary RFP uses the LAN to direct the voice to the secondary
RFP, as shown in the following figure.

alP-Phone
% " SIP Registrar 7 Proxy
1
|
at st
':| _______________ 11
________________ e e —
., 1 I
_________ —— = = |
I_‘| ________ |-‘-::::::_-:_-__:I |
¥ + 1} Secondary RFP 141§ Primary REP
kA

(RFP In OMM modie)

PP ——1 s (=l
s = —p RFP Contral Interface
o= = =p FTF/ETCF
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As the PP user moves into the next RFP zone of coverage, the PP detects that the RFP has
a better signal strength. Again the media stream from the SIP phone cannot move to the
secondary RFP, so the primary RFP uses the LAN to direct the voice to the new secondary

RFP.
SIP-Phone
.._."-_'
4 alP Registrar £ Proqy
1
I : s *
1, 1| !
_______________ I, -1
______________ - I
[ _'-________:__::::::T:_I::::__—_-‘ T
¥ + Mew secondary RFP ¥ l' ¥ Frimary EFF
Dikdh /(’?Mf;“
RFE In OMM maode . .
( 2 - — —, Signaling

= == =y REP Control Interface
= = ey RTR/RETCFP

9.2 RFP Synchronization

To guarantee a seamless handover if a caller moves from one RFP zone of coverage to
another RFP zone of coverage, an accurate synchronization of the RFPs is necessary.

The RFPs are synchronized over the air interface. The first RFP to complete startup will
transmit a signal on the air for the other RFPs to synchronize from. If an RFP gets in sync,
then it will transmit a signal on the air and will be the sync source for the next RFP. Only
RFPs which can receive a synchronization signal will become synchronized.

For the RFP to sync to another RFP the signal strength cannot drop below -70 dBm. You
must consider this requirement during the site survey.

. Unsynchronized RFP,
which does notreceivea R 102 R 103 R 104 R 105

signal from another RFP
.*l IIIIIIIIIIIIIIIIIIIO

O Unsynchronized RFP, A

which receives a signal
from another RFP and
tries to get synchronized

5 N q
Y b b b

g R R 108 R 107 R 106
. Synchronized RFP, i 4 1 b "
which receives and

transmits a signal on the
air interface
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As long as an RFP is not in sync, no calls can be established using this RFP.

If an RFP loses the synchronization, the RFP does not accept new calls (“busy bit”). There is
a delay of maximum 3 minutes until the active calls on this RFP are finished. Then it tries to
get synchronized again.

A SIP-DECT® installation is more reliable if an RFP can receive the signal from more than
only one RFP because the other signals are also used for synchronization.

Unreliable Installation

~TR108

The sync-over-air solution is very reliable because all existing redundant paths are used for
synchronization. Thus, hardware tolerances have only very little influence. No RFP has a key
position.

Only unfavorable setups without redundant synchronization paths can cause problems.

Sometimes RFPs do not need to be synchronized, e.g. if they are in different buildings.
These RFPs can be put into different clusters. RFPs in different clusters will not be
synchronized with each other. Different clusters start up at the same time independently.

Initial Synchronization Procedure

To avoid synchronization problems and to speed up the synchronization on system startup,
an initial synchronization procedure will be used. For every cluster the following
synchronization stages are defined.

e Synchronization stage 0

- If at least one preferred RFP was configured, the synchronization process will wait up to
30 seconds for an incoming startup message of such a preferred RFP. Receiving a
message will finishing stage 0 and the synchronization process jumps to stage 1.

9 Configuration und Administration Aspects
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- If no message was received within the 30 seconds this stage will be terminated and the
next stage will be started.

- If no preferred RFP was configured, this stage will be ignored.
e Synchronization stage 1

- If a preferred RFP was determined in stage 0, this one will be the synchronization
source for the next upcoming RFPs. Otherwise the first RFP which sends a startup
message will be the synchronization source for the next upcoming RFPs.

- In this stage only RFPs reporting an RSSI value better than -65 dBm will be permitted
to do a synchronization.

- If an RFP has done its synchronization, this RFP will be also a synchronization source
for other upcoming RFPs.
- The initial timeout for this stage is 30 seconds. Whenever an RFP has finished its
synchronization in this stage a new stage timeout value will be calculated.
- If no RFP comes up within the timeout time or if all the upcoming RFPs do not fit the
RSSI threshold, this stage will be terminated and the next stage will be started.
» Synchronization stage 2
- The behavior of this stage is identical to stage 1, but an RSSI threshold value of
-70 dBm is significant.
e Synchronization stage 3
- The behavior of this stage is identical to stage 1, but an RSSI threshold value of
-75 dBm is significant.
e Synchronization finished

- No more RSSI threshold value is significant. All the RFPs which failed the stage
conditions above, are now permitted to do a synchronization.

The last level “synchronization finished” will be achieved either all registered RFPs of this
cluster are synchronized or the timer of stage 3 expires.

9.2.2 Checking the Synchronization of a Network

For every cluster a periodically check of the synchronization of the network is done. If the
network is split into at least two subnets, all the RFPs of the lesser subnet(s) will be
resynchronized. While doing initial synchronization procedure this check is deactivated. You
can check the RFP synchronization using the Sync view menu of the OM Management
Portal (OMP), see chapter 8.7.5.

9.3 RFP Channel Capacity

On air the RFP has 12 available time slots, 8 can have associated DSP/media resources for
media streams. All DECT time slots are used for control signaling, SW download over air,
messaging and bearer handover independent of associated DSP/media resources.

If all 8 media stream channels are used the RFP announces a “busy bit”. In that case the
PPs determine whether another RFP has an appropriate signal strength. If so, the PP will
handover to that RFP. Once the handover has been completed, the RFP will then lower its
“busy bit”.
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9.4

9.5

Whenever the busy state is announced a log entry is made to the system logs. If the
announcement of busy raises in a specific area, a further RFP should be installed to double
the number of media streams available for calls.

Notes on Hi-Q connections

Each Hi-Q connection uses, compared to conventional narrowband, the double capacity on
the DECT air interface. Due to this fact, four Hi-Q connections (instead of eight) can be
established via one RFP.

It is not possible to have DECT XQ audio combined with Hi-Q audio within the same
connection.

Network Infrastructure Prerequisites

To establish and maintain an SIP-DECT® installation, a network infrastructure is assumed,
which comprises at least the following components:

e RFPs

e PPs

IP PBX/media server (e.g. Asterisk)

TFTP server

Depending on the operational modes the following services should be provided:
« DHCP

o TFTP

e SNTP

« DNS

o LDAP

e Syslog daemon

Notes on network infrastructure prerequisites

¢ In NA outdoor RFPs may only be installed with the antennas shipped with the units. No
other antennas or cabling are permitted. In EMEA the outdoor RFPs are shipped without
antennas and you may use the units with one of the optional antennas (separate order
no.).

e ATFTP server is no longer required for boot of an RFP (L) 35/36/37 IP or
RFP (L) 43 WLAN.

e TFTP, FTP(S), HTTP(S), SFTP are supported for RFP (L) 35/36/37 IP or
RFP (L) 43WLAN software update.

SIP-DECT® Startup

This chapter contains detailed information on the startup (booting) process of the SIP-
DECT® solution.

For booting an RFP (L) 32/34 or RFP (L) 42 WLAN, there must be at least one TFTP server
on the attached network to load the OMM/RFP application software.
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RFP (L) 35/36/37 IP or RFP (L) 43 WLAN uses the internal flash to start the boot image. A
fileserver is only needed for software update over the network, please see chapter 9.11.5.
The essential network settings can be alternatively:

o Communicated by a DHCP server at startup time.

o Configured on the RFP with the OM Configurator tool (see chapter 9.6). The settings
made by the OM Configurator will be saved permanently in the internal flash memory of
each OMM/RFP.

9.5.1 TFTP and DHCP Server Requirements

TFTP server requirements

The RFP gets the boot image file from a TFTP server. The requirement list for the used
TFTP server is defined as follows:

o The support of RFC 1350 /1/ is mandatory.

« To accelerate the download of a boot image file for older 2™ generation RFPs, it is
possible to increase the packet size of the transmitted TFTP packets from 512 bytes per
packet to 1468 bytes per packet. To use this optional feature, the TFTP server has to
support RFC 2347 /3/ and RFC 2348 /4/.

« To reduce the overall download time of the older 2" generation RFPs in a system, it is
possible to use TFTP multicast download. To use this optional feature, the TFTP server
has to support RFC 2090 /2/ and RFC 2349 /5/.

Note: 3™ generation RFPs operating the SIP-DECT® 3.0 software do not support packets
larger than 512 bytes and also no multicast with TFTP.

To use the TFTP multicast option, the attached network has to support multicast too.
Furthermore a support of IGMP, RFC 2236 /6/ is required.

Note: If many RFPs loading the boot image simultaneously, the network load could
increase significant. To balance the network load or for backup reasons, it is
possible to configure more than one TFTP server in a network.

DHCP server requirements

A DHCP server needs to support RFC 2131 /9/. The TFTP and DHCP server need not to
reside on the same host.

9.5.2 Booting Steps
Booting is performed in two steps:
1 Starting the boot process.
2 Starting the application.

Booter startup

On startup each RFP tries to determine its own IP address and other settings of the IP
interface from the configuration settings in the internal flash memory. If no settings are
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available or these settings are disabled, the RFP tries to determine these settings via DHCP.
Depending on the RFP type, the RFP software is to be loaded:

« A 3™generation RFP gets the application image from it's internal flash memory.

o An older 2™ generation RFP has only a little standalone application built into the flash.
This software realizes the so called net boot process. The RFP gets the application image
file from the TFTP server.

Application startup

After starting the application image, the RFP software checks the local network settings in its
internal flash memory. If no settings are available or if they are disabled, the RFP software
starts a DHCP client to determine the IP address of the OMM and other application startup
settings. The RFP software aquires the OMM IP address

¢ within the local network settings, if active;

e via DHCP request;

¢ RFP configuration file (see 9.8).

If the IP address of the actual RFP device matches one of the aquired OMM IP addresses,

the RFP software continues in OMM mode. Otherwise, the RFP runs as normal RFP without
OMM mode.

Note: With SIP-DECT® 3.0, only 3™ generation RFPs are able to run in OMM mode while
older 2" generation RFPs cannot function as OMM.

9.5.3 Booter Startup

The SIP-DECT® RFP software includes a booter with the following features:

¢ VLAN can be configured via the OM Configurator without a static IP configuration. This
means that the first DHCP request will be done by using VLAN.

« To balance the network load with older 2™ generation RFP devices, up to three TFTP
servers can be configured. This can be done using the OM Configurator (local setting) or
using the DHCP option 150. Before starting the download, the TFTP server will be
selected randomly by the booter. But, if the option “Preferred TFTP server” was set by the
OM Configurator, the option “TFTP server address” will specify the TFTP server to use.
No randomly selection will be done in this case.

« Older 2" generation RFPs only: to reduce the number of TFTP packets sent by the TFTP
server, the packet size can be increased. This will be done by using a TFTP option (see
9.5.1 “TFTP server requirements”).

o Older 2™ generation RFPs only: Multicast TFTP download is possible if the TFTP server
and the connected network support this.

e To indicate the actual state of the booter, the LEDs of the RFP will be used (see 9.5.5).

9.5.3.1 DHCP Client

Within the initial boot process the DHCP client supports the following parameters:
e |P address mandatory
e Net mask mandatory
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o Gateway mandatory

¢ Boot file name mandatory for older RFPs
e TFTP server mandatory for older RFPs
o Public option 224: “OpenMobility” / “OpenMobilitySIP-DECT” mandatory

e VLAN-ID optional

e TFTP server list optional

9.5.3.1.1 DHCP Request

The DHCP client sends the vendor class identifier (code 60) “OpenMobility3G” (3"
generation RFPs) or “OpenMobility” (older 2™ generation RFPs) and requests the following
options in the parameter request list (code 55):

e Subnet mask option (code 1)

¢ Router option (code 3)

e VLAN ID option (code 132)

o TFTP server list (code 150)

o Public option 224 (code 224) (string “OpenMobility” or “OpenMobilitySIP-DECT”)
e Public option 225 (code 225) (VLAN ID, not relevant for SIP-DECT®)

e Public option 226 (code 226) (not relevant for SIP-DECT®)

9.5.3.1.2 DHCP Offer

The DHCP client selects the DHCP server according to the following rules:
e The public options (code 224) has a value equal to the string “OpenMobility”,
or
o the public options (code 224) has a value equal to the string “OpenMobilitySIP-DECT".

If none of the two rules above match, the DHCP offer is ignored.

Information retrieved from the DHCP offer:

e The IP address to use is taken from the yiaddr field in the DHCP message.
e The IP net mask is taken from the subnet mask option (code 1).

e The default gateway is taken from the router option (code 3).

e The TFTP server IP address is taken from the siaddr field in the DHCP message and
additionally DHCP option 150, if available.

e The boot image filename is taken from the file field in the DHCP message, if this field is
empty, the default filename is used.

9.5.3.1.3 Retries

If the DHCP client does not get an appropriate DHCP offer, a new DHCP request is send
after 1 second. After 3 DHCP requests are sent the DHCP client will sleep for 60 seconds.
During this time the booter will accept a local configuration with the OM Configurator.

This cycle will repeat every 3 minutes until either all the required DHCP options are provided
or the system is manually configured using the OM Configurator tool.
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9.5.3.2 TFTP Client

The TFTP client will download the application image from the TFTP server. Both TFTP
server and the name of the application image are supplied via the DHCP client. The
application image is checksum protected.

Downloading the application image via TFTP is mandatory for older 2" generation RFPs
only. 3™ generation RFPs will load the application image from the internal flash, and (if
configured) also download the application image via TFTP for update.

9.5.3.3 Booter Update

With older 2" generation RFPs, each application SW comes with the latest released booter
SW. The application SW will update the booter automatically. With 3™ generation RFPs, the
booter will only be updated if you update the SW.

If you downgrade the RFP’s application SW to an older release, the booter will not
downgrade automatically. Also, if you want to use the OM Configurator tool (see 9.7), the OM
Configurator tools version need to match the booter software version.

9.5.4  Application Startup

After successfully starting the application software, the RFP checks the local network
settings in its internal flash. If no settings are available or if they are disabled, it starts a
DHCP client to determine the IP address of the OMM and other application startup settings.

9.5.4.1 DHCP Client

The DHCP client is capable of receiving broadcast and unicast DHCP replies. Therefore the
flags field is 0x0000. The DHCP request contains the well-known magic cookie
(0x63825363) and the end option (0xFF).

Parameters
The following parameters will be supported within this step:

Option / Field Meaning Mandatory

yiaddr IP address of the IP-RFP yes

siaddr Parameter named “Boot Server Host Name” with value no (3G RFPs)
as the IP address of the TFTP server yes (older 2G

RFPs)

File Parameter named “Bootfile Name” with value of the no (3G RFPs)
path (optional) and name of the application image. For yes (older 2G
example “iprfp3G.dnld “ (3™ generation RFPs) or RFPs)
“iprfp2G.tftp” (older 2" generation RFPs).

code 1 Subnet mask yes

code 3 Default Gateway yes

code 6 Domain Name Server no

code 15 Domain Name no
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Option / Field Meaning Mandatory
code 42 IP address of a NTP server no

code 43 Vendor Specific Options yes

code 66 URL specifies the protocol, server and path to access no

the RFP configuration files (see 9.8).

public option 224 Parameter named magic_str must be set to value yes
"OpenMobility" or "OpenMobilitySIP-DECT".

Vendor specific options
The Vendor Specific Options (see 9.5.4.2) consist of:

Vendor Specific Meaning Length Mandatory
Option
option 10 ommip1: Used to select the IP-RFP who 4 yes
should reside the Open Mobility Manager
(OMM).
option 14 syslogip: IP address of a Syslog Daemon 4 no
option 15 syslogport: Port of a Syslog Daemon 2 no
option 17 Country: Used to select the country in which 2 no

the OMM resides. This enables country
specific tones (busy tone, dial tone, ...).

option 18 ntpservname: Name of a NTP Server X no

o

option 19 ommip2: Used to select a secondary IP-RFP
who should reside the standby Open Mobility
Manager (OMM). This option must be given if
the OMM Standby feature should be used
(see chapter 9.13).

no

option 24 rsturl: Restore URL X no
URL for an automatic OMM Database import
(see chapter 7.4.6.2 and chapter 8.5.5.1)

Example
An example of the minimal contents for the Option 43 parameter value would be:
0a 04 CO A8 00 01 where “C0 A8 00 01” represents “192.168.0.1” for the OMM IP.

The option 43 contains a string of codes in hex the format is “option number
“value” in this example

Oa = option 10 (ommip1)

04 = following value is 4 blocks long

CO A8 0001 =192.168.0.1

length”

If there is more than one option, add the next option at the end of the previous one.
Depending of the DHCP server you need to end the option 43 with FF.
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Country specific tones

Tones for the following countries are supported:

Country code

0 N OO B~ WODN -

10
11
12
13
14
15
16
17
18
19
20
21
22
24
25
100
101
102

Country
Germany
Great Britain
Switzerland
Spain

Italy

Russia
Belgium
Netherlands
Czechoslovakia
Austria
Denmark
Slovakia
Finland
Hungary
Poland
Belarus
Estonia
Latvia
Lithuania
Ukraine
Norway
Sweden
Taiwan
North America
France

Australia

9.5.4.2 Configuration using DHCP

The DHCP client of the RFP family requests several parameters that are used to configure
the RFP. The DHCP client vendor class identifier (option 60) is different for the different RFP

generations:

9 Configuration und Administration Aspects

¢ 3rd generation RFPs (RFP (L) 35/36/37 IP / RFP (L) 43 WLAN) use “OpenMobility3G”.
o Older 2™ generation RFPs (RFP (L) 32/34 / RFP (L) 42 WLAN use) “OpenMobility”.
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9.54.3

Please note: The first lot of 3" generation RFPs comes with a pre-field trial software on
board which uses “OpenMobility” as DHCP client vendor class identifier. After
update to SIP-DECT® 3.0RC3 or later the DHCP client vendor class identifier
is “OpenMobility3G”.

BOOTP/DHCP Meaning Type Remarks
Option
siaddr IP address of the 4 octets Optional for 3G RFPs
TFTP server for SW update;
Mandatory for older

2G RFPs because of
the NETBOOT

process;

File Path to the boot N octets Optional for 3G RFPs
image server by the for SW update;
TFTP server Mandatory for older

2G RFPs because of
the NETBOOT

process
150 TFTP server list N * 4 octets Only used by the
NETBOOT process of
older 2G RFPs
224 Magic String “OpenMobility” or The client uses this
“OpenMobilitySIP- option to select the
DECT” server, mandatory

* The magic string “OpenMobilitySIP-DECT” instead of “OpenMobility” (as defined in SIP-
DECT® 2.x) makes sure that a SIP-DECT® software is loaded into the RFP (L) 35/36/37 IP/
RFP (L) 43 WLAN even an different, non-SIP-DECT® SW is previously installed and running.

Also refer to the DHCP configuration file example, see DHCP Configuration File.

Selecting the Right DHCP Server

The DHCP client requests its own IP address using code 50. The DHCP client will select the
DHCP server that offers the currently used IP address. Additionally the mandatory options
must be offered otherwise the DHCP offer is ignored by the DHCP client.

If no matching reply was received, the DHCP client resends the request 2 times after
1 second. Then the DHCP client will wait for 1 minute before resending 3 requests again.

If the DHCP client cannot accept an DHCP offer within 30 minutes, the RFP is rebooted.
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9.5.5 RFP LED Status

RFP (L) 32/34 IP RFP (L) 42 WLAN
RFP 32/34 NA RFP (L) 43 WLAN
RFP (L) 35/36 IP

o o )

LED 1 Info / Booter; LED 2 System; LED 1 Info / Booter; LED 2 System
LED 3 DECT; LED 4 (unused) LED 3 DECT; LED 4 WLAN

The following tables show the LED status of an RFP according to the different states.

A red respectively orange colored field in the table means that the LED glows permanently in
red or orange. A split field with e.g. the specification 1s/1s means that the LED is flashing
with a frequency of one second LED red on and one second LED off. Grey means that the
LED is off.

9.5.5.1 Booter LED Status

RFP (L) 35/36 IP, RFP (L) 43 WLAN

The RFP (L) 35/36 IP and RFP (L) 43 WLAN booter uses LED1 for signaling its activity. After
power up the LED 1 (INFO) is turned on red continuously. The successful start of the boot
image is signaled by turning on LED 1 orange.
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RFP (L) 32/34 IP, RFP 32/34 NA, RFP (L) 42 WLAN
The following table illustrates the different meaning of the LEDs while the booter is active.

LED1 (INFO) ~ LED2 (OMM / LED3 LED4
SYSTEM) (DECT) = (WLAN)

ccoer NN MO O O O B - ot

Wait for OMM Configurator
Input

BEEN s [ E oree

DHCP failed, wait for OMM
Configurator Input

AOIEEEN [0:2551| T B S 7 TP downioad after DHCP

TFTP download after local
cont. . \
configuration

TFTP download after DHCP
Multicast

cont. cont. cont.

cont. cont. cont.

TFTP download after local
configuration and multicast

TFTP failed, wait for OMM
cont. cont. cont. )
Configurator Input

Now, the kernel / application is running: LED1 will never be RED

9.5.5.2 Application LED Status

The following tables illustrate the different meaning of the LEDs while the application is
starting or active.

RFP (L) 35/36 IP, RFP (L) 43 WLAN

LED1 (INFO) LED2 (OMM/ LED3 (DECT) LED4 (WLAN)
SYSTEM)

Kernel cont. kernel boot phase
(inflator, .

RFPM 1s DHCP phase
DHCP failure (idle

1,85s
loop)

0,5s obta_lnlng gxternal
configuration

external configuration
failure

Ready

Up&Running + RFP
houses OMM
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LED1 (INFO) | LED2 (OMM/ LED3 (DECT) LED4 (WLAN)
SYSTEM)

RFP
general
RFP DECT cont.
RFP WLAN cont.
Reboot

cont. cont. cont. cont.
request

RFP (L) 32/34 IP, RFP 32/34 NA, RFP (L) 42 WLAN

LED1 (INFO) LED2 (OMM/ LED3 (DECT) LED4 (WLAN)
SYSTEM)

Now, the kernel / application is running: LED1 will never be

1 ,gs .

Kernel

RFPM
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OMM connect phase
OMM connection
failure (idle loop)

Up&Running (OMM
connected)

Up&Running + OMM
warning

Up&Running + OMM
failure

DECT not configured
on this RFP

DECT inactive (not
synced yet)

DECT 'on air'
DECT + call active

DECT + call active
+busy bit

WLAN not configured
on this RFP

WLAN inactive yet
WLAN 'on air'

WLAN + assoc.
clients

WLAN failure (e.g. 10
Mbit uplink)

Branding mismatch
(RFP not functional)

RFP will reboot

RED

kernel boot phase
(inflator, .

DHCP phase

DHCP failure (idle
loop)
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RFP
general

RFP DECT

RFP WLAN

License
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0,5s

0,9s

LED1 (INFO)

cont.

1,9s

0,1s

LED2 (OMM /

SYSTEM)

1s

1,9s

1,9s

1,9s

cont.

0,1s

1,9s

1,9s

9 Configuration und Administration Aspects

LED3 (DECT) LED4 (WLAN)

cont
0,1s

1,9s -WLAN inactive yet

obtaining external
configuration

external configuration
failure

Ready

Ready + OMM reside
on this RFP

OMM connect phase

OMM connection
failure (idle loop)

Ready (OMM
connected)

Ready + OMM has a
warning

Ready + OMM has an
error

DECT not configured
on this RFP

DECT inactive (not
synced yet)

DECT 'on air'
DECT + call active

DECT + call active
+busy bit

WLAN not configured
on this RFP

WLAN 'on air'

WLAN + assoc.
clients

WLAN failure (e.g. 10
Mbit uplink)

Branding mismatch
(RFP not functional)
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9.6 State Graph of the Start-up Phases

The following figure illustrates the start-up phase for older 2™ generation RFPs. 3™
generation RFPs use a similar start-up sequence, but they start with the application phase
(see below).

Timeout or OMM
wait until base station reboot Configurator
il f if new configuration input received
Ethernet link is up is received by
OMM Configurator
4
No OMM Configurator input
Check for Local no offer
Configuration | Inactive or ;)ffEr
active but | not ox.
no VLAN | after retry.
configured active and |Ifonly VLAN
VLAN configured lis configured
: A
enable | o DHCP
configured
VLAN ID ™ IfDHCP
‘ offer with ‘
VLAN ID is in use VLAN code Offer is valid
received ‘
TFTP Server
list multiple Servers
are configured
Only one server
is configured NSO other
contact this server e.TVS[
contact Servers | avalable
TFTP Download | from List g
send read request
yes 1 Download failed.
Server offer 2 retry other
Multicast TFTP % configured servers
IGMP 3
join group no = Download failed
Y only one Server
other TETP ), configured
TFTP Download [ faled SR
configured
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Check for Local
Configuration

active

enable configured

inactive ] DHCP

DHCP no answer
or offer not okay
(try 3 minutes)

valid offer received

parameter

Check for RFP
config file

config file server

failed if no valid config
is available on this RFP

is set download and

apply RFP >
config files

apply config files
(overwrite local parameter)

Application -t
init failed w
Check for this RFP is OMM start OMM
OMM IP application

RFP application
connect to OMM

A

connect to OMM

\
apply config from OMM

init configured

failed

applications

syslog
SNMP
DECT
WLAN
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failed

Failure e.g. connection to OMM lost

*.
anytime  major config change of local configuration
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9.7 Static Local Configuration of an RFP (OM Configurator)

As an alternative to DHCP configuration, the RFPs/OMM may be individually statically
configured using the OM Configurator tool.

Note: The OM Configurator requires the Java Runtime Environment version 1.6 or higher.

The settings, which are configured on the RFP with the tool OM Configurator, will be saved
permanently in the internal flash memory of the RFP.

Note: An initial configuration of the RFPs (L) 35/36/37 IP / RFP (L) 43 WLAN via the OM
Configurator tool requires a login and password. The default login and password is
‘omm” and “omm”. No login is required for the initial configuration of the previous
RFP family (RFPs (L) 32/34 / RFP (L) 42 WLAN. If the RFP is configured by the
OMM later on, the OMM also sets the configuration password. You need to enter the
OMM’s full access user and password in the OM Configurator tool then.

With the launch of SIP-DECT® 3.0 the appropriate OM Configurator especially for the stream
‘SIP-DECT’ must be used for the local configuration of RFPs.

There are two modes of operation.

e The OM Configurator is used to set a VLAN ID but other parameters are still requested via
DHCP.

B OpenMobility Configurator

Configuration Help

%| scan Load config Add parameter | Send config. | Reset config. iEninsh | - |Broadcom HetXtreme 57xx Gigabit Controller - Teefer2 Mini
RFP configuration list Connection to RFP

[¥] Login User: éamm

T 1 |
Factory defaults |Password: |eesnee

[¥| RFP IP address: 172.30.111.231 [] as proxy
MAC address: 00:30:42:0C:BD:7B : List configuration
Configuration of the RFP
| Use local configuration: ) yes ® no | @ |

IP address: | @ |
[use vLAN and DHCP |
|VLAN ID: [100 |

: 1 |

The device is configured not to use a local configuration!

OR

o All parameters are set via the OM Configurator and DHCP is not used anymore.
The parameters configurable via the OM Configurator comply with the DHCP option,
please see chapter 9.5.4 for details.
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B OpenMobility Configurator |Z||E|§|
Configuration Help
[ Scan z [ Loadconng Run config's | Add parameter; Send config. [ Reset config. : gEnghsh |vI |Broadcom HetXtreme 57
RFP configuration list Connection to RFP

¥l Login User: omm

| Factory defaults iPassword: tenere

[v] RFP IP address: 172.30.111.231 [ as proxy

MAC address: 00:30:42-:0C:BD:7B ! List configuration !

Configuration of the RFP

Use local configuration: ® yes ' no _[i
i
IP address: 172.30.111.231 “
Net mask: 255.255.0.0 }| 3
TFTP server address: ‘10 103.35.20 ‘|
-
TFTP file name: ‘-'open_mob.-'I'Er,I 1_Integrationitern 1_integration.tﬂp!§
OMM IP address: ‘10.103 35136 \l
172.30.206.1
Router addresses: ‘
4] il . o)

send ok

On systems with multiple Ethernet adapters select the interface to use for the configuration of
the RFPs. To configure an RFP, at least the MAC address and all mandatory options (see
table below) have to be set. The MAC address must be entered in a format such as xx-xx-xx-
XX-XX-XX.

If the RFP has already an IP address, enter this address in the IP address field. In this case
you can reach the RFP from outside the local LAN segment. This setting is optional.

To set additional parameters, press the Add parameter button and choose the desired
parameter.

B Add parameter

New parameter: |Preferred TFTP server | -

Preferred TFTP server |
TFTP server list
DNS domain

Broadcast address

Please note: Select the yes checkbox for the RFP to Use local configuration otherwise
DHCP will be used.

Press the Send configuration button to transmit the parameters to an RFP.

Boot parameters (comply with DCHP options)
Parameter Type Meaning

Use local configuration mandatory The parameter defines whether the
local configuration settings should be
used when booting or not.

IP Address mandatory IP address of the RFP

Net mask mandatory Subnet mask of the IP network
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Parameter
TFTP Server Address

TFTP File Name

TFTP server list

Preferred TFTP server

OMM IP Address

Router addresses
DNS Addresses

DNS Domain
Broadcast Address
2nd OMM IP Address
Country

NTP Server Address
NTP Server Name
VLAN ID

Use VLAN and DHCP

Syslog IP Address
Syslog Port

depl-1669/0.3
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Type

Only mandatory for
RFP (L) 32/34 /

RFP (L) 42 WLAN
because of the
NETBOOT process;
Optional for

RFP (L) 35/36/37 IP /
RFP (L) 42 WLAN SW
update

Only mandatory for
RFP (L) 32/34 /

RFP (L) 42 WLAN
because of the
NETBOOT process;
Optional for

RFP (L) 35/36/37 IP /
RFP (L) 42 WLAN SW
update

Only used by the
RFP (L) 32/34 /
RFP (L) 42 WLAN,
optional

Only used by the
RFP (L) 32/34 /
RFP (L) 42 WLAN,
optional

mandatory

optional
optional
optional
optional
optional

optional

optional
optional
optional

optional

optional

optional
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Meaning

IP address of the TFTP server, set to
0.0.0.0 is not used

The boot file be read from the TFTP
server.

List of additional TFTP servers to load
the boot file

Try to load the boot file from ‘TFTP
Server Address’ as first.

IP address of the OpenMobility
Manager

IP address of Default gateway

IP address of DNS server

Domain name of the network

The broadcast address for that network
IP address of the standby OMM

Defines the country in which the OMM
resides to handle country specific call
progress tones.

IP address of an NTP Server
Name of an NTP Server
VLAN identifier

The parameter defines whether only
the local VLAN configuration settings
should be used when booting or not.

Destination IP address for the syslog

Destination port for the syslog
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Parameter Type Meaning

Restore URL optional URL for an automatic OMM Database
import (see chapter 7.4.6.2 and
chapter 8.5.5.1)

Configuration file server  optional URL of a server with configuration files
(ipdect.cfg|<mac>.cfg) alternatively/in
addition to OM Configurator settings.

Syntax:

{ftp|ftps|http|https}://[user:password @]
server/[directory/]

or

tftp://server/[directory/]

Core dump* optional In case of an system error the RFP
creates core dump files and transfers
them using TFTP to the folder
configured in the TFTP file name.

* can not be set via
DHCP

The configuration can only be set after powering up or at the retry phase (LED flashing 0.25
Hz) or in kernel mode, please see chapter 9.5 for details. The OM Configurator tool waits
2 seconds and retries transmitting the data 3 times.

If you want to read the configuration parameters from an RFP, set the MAC address and the
IP address additionally and press the List configuration button. All parameters will be listed
in the OM Configurator tool.

Press the Reset configuration button to clean all input fields and additional parameters.

Since the OpenMobility version 1.5, login data can be used to prevent against unauthorized
configuration changes. If authorization is used, mark the Login checkbox and enter the user
name and the password into the fields User and Password. This OM Configurator is
backward compatible to previous OpenMobility versions without login support.

B Enter reset key

Cookie: 3992791DG609CY CFSDE4ASTT4890F6A1

[122334ghbn12334u80134hqdfE02134 |

A forgotten password could not be recovered but deleted using the Factory defaults button.
Send the displayed cookie to the OpenMobility manufacturer support. After receiving the
password reset key from the support, enter it into the Enter reset key dialog. This will delete
the complete local configurations from the internal flash memory of the RFP, too!

Please note: With the password reset all local configurations inclusively possible existing
OpenMobility configurations will be deleted.

An RFP outside the local LAN segment could also work as proxy. Mark the as proxy
checkbox to enable this functionality. Then the MAC address will be used to address an RFP
in the LAN segment of the proxy RFP. Scanning for available RFPs and configuration of
multiple RFPs via a configuration file could be used also with the proxy mechanism.
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OpenMobility Configurator |._||'E|E\
Configuration Help
Scan " Save RFPs || Load r.onfig| Run config's | Add parameter Send config. Reset config. |Eng\ish ‘v| |Broadc0m NetXtreme 57xx Gigabit Controller - Teefer2 Miniport |v
RFP configuration list——————————— | - Connection to RFP S
® 1= Login User: omm
00:30:42:0d:97:1a |
. --------- | Factory defaults ‘Password: weesee
® [_] RFP IP address: [] as proxy
00:30:42:0c:bd:Tb | |
. e MAC address: |UU:30:42 0d:97:1a ” List configuration |
00:30:47:04:10:22 2 Configuration of the RFP—————————
Use local configuration: lyes ® no
00:30:42:0c:be:a2 2 3 IP address: ‘ || @ |
® Net mask: ‘ || 7] |
00:30: s0c: 162 |
Op:0-22-Oc-te 0 ® TFTP server address: ‘ || (7} |
® TETP file name: ‘ || 7] | g
00:30:42:0b:92:£3 = 3
o — | OMM IP address: ‘ || @ | |
00:30:42:0c:be:12 2 : ‘ G " x |
00:30:42:07:ac:aé . L _______ = Hauter addineane
00:30:42:0c:be:dc o ‘ B |
L B - - A [ =]
Jiist ok

Use the Scan button to search for available RFPs in the local LAN segment or via the proxy
mechanism in outside LAN segments. All MAC addresses of the found RFPs will be
displayed in the left RFP list. The status LEDs and the update button are disabled after
scanning for RFPs.

Save RFPs
Speichemin: | 5 RFFs v 02 e E
Y %] locRfpPreConfFile.log
i 2} (2] scan_rfps. txt
Zuletzt

verwendete D..

Desktop

5

Eigene Datsien

Arbeitsplatz

Dateiname: | hd | [ Speichem l

Neizwerklumgeb Dateityp: |A|\e Dateien (*%) v| [ Abbrechen ]

The list of RFPs could be saved by using the Save RFPs button. This enables an
administrator to edit the configuration data of multiple RFPs via a text editor or a spread
sheet application like described in section 11.7.3.
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Load config E]

Suchenin: | 23 RFPs O =28
Y 2] locRfpInstrResult, bt
4 2} [2) locRfpPreCanfFile Jlog
Zuletzt [Z] locRfpPreConfFileSIP.log
verwendete D... | |[§ sreConfFileSIP. bet

Desktop

5

Eigene Dateien

Arbetsplatz

Diateiname: ‘|UCHfDPFECUI‘IfFi|ES|P.N V| [ Cffnen ]

Netzwelklumgeb Dateityp: ‘Alle Datsien (*.%) v| [ Abbrechen ]

The prepared configuration file can be loaded using the Load config. button. Log files with
status information about parsing and executing the configuration file and data are stored into
the same directory.
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OpenMobility Configurator |T||E|ﬁ|
Configuration Help
: Save RFPs | Load config || Run config's || Add parameter Send config. Reset config. |Eng|ish |v| |Broadcom NetXtreme 57xx Gigabit Controller - Teefer2 Miniport |v
RFP configuration list———— | ~Connection to RFP————————————
@ = Login User: omm
00:30:42:0d4:97:1a |
. S | Factory defaults |Password: LXTITL)
® [_| RFP IP address: [ as proxy
00:30:42:0c:kd:7Tb |
. MAC address: |DD'ED 42:0d:971a " List configuration |
———— 2 | | [ compuratonormeree i : e
Use local configuration: ® yes I no
00:30:42:0c:be:a2 . | IP address: 172.30.206.114 H (%) |
'e ___________ Het mask: 255 H 7] | =
e s —— R
f0:00-07 O e :0 ® TFTP server address: |10.103.3:.20 H @ |
o TFTP file name: |.w'0pen_m0b-TEh11_\ntegrat\0n.-‘lem1_imegrati0n ip “ 7] | |
00:30:42:0b:92:£3 £ = e — :
® OMM IP address: |10.103.35.13a H @ | |
00:30:42:0c:be:12 2 % 172.30.206.1 @ " %
00:30:42:07:ac:26 ® b
@ Router addresses:
00:30:42:0c:be:dc ® % £ ~|
@® = =]
Ok

Use the Run configs button to start the iterative configuration of multiple RFPs using the
prepared and loaded configuration file. The LEDs will display whether the configuration has
succeeded or failed. See the log file content for further information. If the configuration has
failed for an RFP, the configuration could be repeated using the update button beside the
LEDs.

Note: Note that the login and proxy data will be used for the whole configuration file!
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9.8 RFP Configuration Files

Configuration files

IP-RFPs support two RFP configuration files which are downloaded from a server to get
configuration settings. There is one common file “ipdect.cfg” for all RFPs and there is one file
specific file “<MAC>.cfg” for every single IP-RFP. The RFP requests the “ipdect.cfg” file if an
URL is given. The RFP specific <MAC>.cfg is requested if this is indicated in the common
“ipdect.cfg” file. It is possible that all RFPs request “ipdect.cfg” and only selected RFPs
request the <MAC>.cfg to have a specific configuration on some RFPs.

Standard IP settings

Standard IP settings which are necessary to have access to the RFP configuration files are
configured via DHCP (see chapter 9.5) or OM Configurator (see chapter 9.6). These are:

e |P address

¢ Net mask

e Gateway (i.e. router)
¢ Boot file name

e TFTP server

e Public option 224: “OpenMobility” or “OpenMobilitySIP-DECT”
(to identify the relevant DHCP offer})

¢ Domain Name Server (optional)
¢ Domain Name (optional)
¢ URL to the RFP configuration files

All other parameters can be set by using an RFP configuration file even if standard DHCP
options or OM Configurator parameters exist.

Configuration file source
ATFTP /FTP(S)/ HTTP(S) URL specifies the protocol, server and path to access the RFP
configuration files. The URL can include account data if appropriate.
Syntax:
{ftp|ftps|http|https}://[user:password@]server/[directory/]
or
tftp://server/[directory/]

The URL configuration is done via DHCP option code 66 or the OM Configurator.

* ‘“ipdect.cfg” is mandatory if an URL is given by DHCP option code 66 or local static
configuration via the OM Configurator.

o “<MAC>.cfg” is mandatory if it is indicated in the “ipdect.cfg” that a “<MAC>.cfg” exists for
the RFP. (There is a key word to indicated that a “<MAC>.cfg” exists for every RFP.)

Mandatory means: if a file can not be loaded then the RFP will not start. This is relevant for

the following scenarios:

e RFP boot / startup (after power on, SW update, ...},

¢ achange of the URL.
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Parameter settings priority

Some parameters can be set via DHCP / OM Configurator or by using the files “ipdect.cfg” or
“<MAC>.cfg". If a parameter is provided by more than one of the possible ways, the last
setting has priority. There is the following order:

e DHCP / OM Configurator
e ipdect.cfg
* <MAC>.cfg

It is also possible to remove settings.

Software update settings for 3" generation RFPs

A configuration parameter specifies the location of the software that will be installed into the
flash of an RFP (L) 35/36/37 IP / RFP (L) 43 WLAN and activated by the OpenMobility
Manager.

OM_SwimageUrl=ftp://172.30.207.21/openmobility/iprfp3G.dnid

TFTP, FTP(S), HTTP(S) are supported for an RFP (L) 35/36/37 IP / RFP (L) 43 WLAN
software update, please see chapter 9.11.5.

Times when RFP configuration times are read

The configuration files are read by the RFP application e.g. during startup as shown by the
following figure.
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first retry after 1 minute

another M retries with increasing time between retries

then start a new retry cycle

until the RFP configuration files were received successfully

Local, stafic configuration or the local static confirguration has been changed

(OM Configurator)

Ferform DHCP

RFP Configuration file
URL configured

first retry after 1 minute
anather M retries with increasing time
between retries

Start application

Yy Y

¢ Up and running

RFP Configuration file
URL configured

Ok

Start application

retry > max | retry <= max

Mot successful

ySuccessful

Up and running

Configuration files are read by the RFP application at the following times:

RFP reboot,

Restart of an application e.g. OMM,

DHCP renew and DHCP bound,
Configuration changes via OM Configurator,
RFP configuration file update check.

RFP configuration file update check
RFP configuration file update check has the following characteristics:

The interval is configurable in the RFP configuration files (minimum interval: 5 minutes;
maximum interval: 7 days).

Default interval: 24 hours.
Both RFP configuration files are checked if relevant.

What if the configuration file(s) cannot be retrieved
o The RFP continues operation with the last successfully retrieved configuration file(s).
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* The RFP will retry to get the configuration files, starting with an interval of 1 minute and
doubling this interval with each retry, not exceeding the update check interval (either
default or configured).

o If the RFP is using DHCP, a renew of the lease is scheduled so that possible changes in
DHCP configuration will be detected.

e Failures in getting the configuration files is reported via Syslog.

Handling of parameter changes

A change of a parameter (DHCP / OM Configurator, RFP config files) does not necessarily
mean a change of the RFP configuration because the parameter could be covered up or
previously set by using an alternative way.

Example 1:
IP address of a Syslog Daemon has been changed in “ipdect.cfg” but is covered up by
“<MAC>.cfg” in which this parameter has not been changed.

Example 2:
A parameter is new in “<MAC>.cfg” but has been set previously in “ipdect.cfg” with the
same parameter value.

Only if a parameter change causes a change of RFP configuration as a sum of e.g. DHCP /
OM Configurator, “ipdect.cfg” and “<MAC>.cfg” then the RFP will perform an configuration
update procedure.

Depending on the changed parameter an RFP configuration update is done:

¢ On the fly without any service interruption e.g. IP address of a Syslog Daemon has been
changed.

o With an application restart e.g. OMM IP address has been changed.

Configuration file syntax

FH A R R R R
# sample configuration file for the OpenMobility system
retrieved via the net using file transfer protocols like tftp, ftp or http

#
#
# Insert the URL to the folder containing this file into DHCP option 66
# (TFTP Server) or use the OM Configurator parameter "configuration file
# server"

# Insert a URL e.g. ftp://server/path/ (http, https, tftp, ftp, ftps)

FHSH A AR AR A R R R
# comments are starting with the hash sign: "#"

#
S i i
##

=

BOOL variables support the following values
YES Y 1 TRUE (case does not matter)

NO N O FALSE (case does not matter)

other values are interpreted as false

FHEHHH A AR A A A R R R R R R A

configuration files check interval

= = o S S

time interval for checking the remote cfg files in seconds

# minimum value is 300 (5 minutes)

# maximum value is 604800 (7 days)

OM ConfigCheckInterval=300

HHASHH AR A A A
# personal configuration files

#

# personal configuration files have the following name

# <OWN-MAC>.cfg, where <OWN-MAC>.cfg is of the form
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# e.g. 003042ABCDEF.cfg

# all RFPs will also load the <OWN-MAC>.cfg file

# If this parameter is set to yes(,y,1) there have to be a valid mac.cfg!
# until the MAC is excluded with OM PersonalConfig <MAC>=n

OM PersonalConfigAll=0 # BOOL

# DO load the individual file for the RFP with mac 003042FFF0DO
# no matter what OM PersonalConfigAll says
#OM PersonalConfig 003042FFF0DO=y

# DO NOT load the individual file for the RFP with mac 003042ABCDEF
# no matter what OM PersonalConfigAll says
#OM PersonalConfig 003042ABCDEF=n # BOOL

FHAH A R R S
# OpenMobility system

#

OM ManagerIpAddressl=192.168.11.100

#OM ManagerIpAddress2=192.168.11.101

OM ManagerCountry=100
#0OM ManagerDownloadOverAirUrl=ftp://server/pub # URL to the directory
#OM ManagerRestoreDbUrl=tftp://server/folder/OMMDATABASE.gz

FH A R R R R
##

# RFP (L) 35,36,37,43 software update URL (http, https, tftp, ftp, ftps)

#

#OM_ SwImageUrl=ftp://server/iprfp3G.dnld

FH A R R
# SYSLOG

#

OM SyslogIpAddress=192.168.11.10

OM SyslogPort=514

G i i
# NTP

#

#OM NtpServerName=de.pool.ntp.org

OM NtpServerIPAddress=131.188.3.220 130.149.17.21

FHEFHHE S H A A A A A R A R R R R A
# reserved options do not used if not requested by Aastra

#OM_CoreDumping=y

#OM CoreFileSrv=192.168.50.254

#OM CoreFilePath=/corefiles/

9.9 RFP (L) 35/36/37 IP /| RFP (L) 43 WLAN Software Update

The software checks several locations for a software update (software different from the
currently active software). If found then the software is copied to the flash leaving the running
software intact. After successful installation the OMM is informed about the different
software. Activation of the software is then managed by the active OMM. RFPs that do not
have a connection to the OMM activate and start the software immediately.

Locations for SW update are:

e Attached USB mass storage device with a software image iprfp3G.dnld in its root. The
USB mass storage device must be formatted using the vfat32 file system.

o If ipdect.cfg supplies the OM_SwimageUrl variable then the URI is used to get the boot
image. Please see chapter 9.8.

o TFTP server, path and file configured using the OM Configurator or via DHCP.
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9.10 802.1Q Support

The IP RFPs support VLANs according to IEEE 802.1Q. VLAN can be administered

e on a per port basis of the LAN switch assuming that the IP RFPs are connected to a
single port of a switched Ethernet environment, or

e by advising a VLAN ID to the IP RFP matching the VLAN they should operate in.

VLAN tagging has only to be set to IP RFPs’ in the last case. The whole section refers to that
case. With this, also 802.1p priority within Ethernet frames is enabled.

The scope of the following description is only the VLAN tagging and obtaining the VLAN ID.
Quality of Service mechanisms like 802.1p priority and DiffServ are not in the scope of this
section.

VLAN implementation notes referring to IP RFPs:
¢ |P RFPs are not able to support VLAN ID 0 as described later in this section. Any other
valid VLAN ID can be configured.

e Ifa VLAN ID is configured all traffic from an IP RFP will be tagged with this VLAN ID.
e The VLAN ID configured for a IP RFP is also used for the OMM running on this IP RFP.

e Once a VLAN ID is set to the IP RFP, incoming frames are only accepted if they are
tagged as well. Therefore the switch port has to be configured as a tagged trunk for this
VLAN.

¢ The VLAN configurations can be done using DHCP or the interface for the local static
configuration, the OM Configurator.

e The usage of VLAN does influence the boot up process of the IP RFP because the VLAN
configuration takes place during the boot up phase.

e The default setting is not to tag the traffic. 802.1Q tagging is enabled if the VLAN ID is set.
If no VLAN ID is set 802.1Q is disabled.

Why not VLAN ID 0 ?

VLAN ID 0 means that the IP RFP’s traffic belongs to the port/native VLAN. The Ethernet
switch port to which the IP RFP is connected must be configured to accept 802.1Q tagging
for this to work and the switch must interpret VLAN ID 0 as the port/native VLAN ID per the
IEEE 802.1Q standard.

The packets from the IP RFP are tagged with VLAN ID 0 and the packets send to the IP RFP
are tagged with the port/native VLAN ID. This scenario does not work, because the IP RFP
supports only one VLAN ID in both directions. That means the VLAN ID in receive direction
has to be the same as in send direction.

9.10.1 Boot Phase of IP RFPs (DHCP)

Because the IP RFP does not know about VLAN during the beginning of the start up, two
DHCP scopes are required. This applies regardless of the Ethernet switch being used. The
following scenario with arbitrary VLAN Ids’ details the steps an IP RFP would go through in a
typical dual-VLAN implementation.
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Step A. DHCP scope within the native VLAN:
1 IP RFP boots up and obtains an address on the native VLAN.

2 The data VLAN DHCP option 132 directs the IP RFP to go to voice VLAN.

Step B. DHCP scope within the voice VLAN:

1 IP RFP releases the data VLAN address and obtains an address on the voice VLAN and
all other parameters.

The voice VLAN does not have the DHCP option 132, because a IP RFP already on the
voice VLAN does not need to be directed to go there.

2 |P RFP is operational on the voice VLAN.
If a reboot or power cycle occurs, the IP RFP returns to step A.

If an IP RFP cannot obtain an address on the voice VLAN, due to network or DHCP
problems then the IP RFP falls back automatically to untagged frames (native VLAN).

To avoid the DHCP scope within the native VLAN the VLAN ID to be used can be set
permanently via OMC without losing the ability to provide other parameter via DHCP, please
see chapter 9.7.

9.10.2 Boot Phase of IP RFPs (Local Configuration)

The PC running the OM Configurator has to be a member of the native VLAN for the 1st
configuration, later on within the voice VLAN set.

If a wrong or unknown VLAN ID is set, you can overwrite or read the configuration using no
VLAN tag on the switch port in the first 6 seconds after the RFP is connected to a power
supply / PoE. After 6 seconds the RFP apply the local configurations and start using the
parameters.

9.11 Installing OMM in Host Mode

In this case the OMM software has to be installed on a PC running with Red Hat© Enterprise
Linux 6 for x86 server. The network parameters with which the OMM works in this mode
depend on this PC’s network configuration.

Once started, OMM works permanently on the PC. In case of fatal error or PC restart, OMM
will restart automatically.

Please note: Check that the versions of the OMM and RFP software on your SIP-DECT®
installation are the same. The OMM in host mode is not supported on virtual
machines.
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9.11.1 System Requirements

The PC-based OMM requires the following configuration:
¢ Red Hat© Enterprise Linux 6 for x86 server
e Server HW minimum:
- Processor : Dual Core Intel® Xeon® 3065, 2.33GHz, 4MB cache
Bus 1333 MHz
Memory : 2GB DDR2 SDRAM 667 MHz
Hard disk: 80 GB SATA 7200 rpm
1 Gbit/s Ethernet interface

9.11.2 Installing the OMM Software

The OMM software for Linux Redhat x86 server is provided in form of a self-extracting
executable file e.g. “SIP-DECT _3.0.bin". This binary file comprises two Red Hat®© packages:
o SIP-DECT-OMM-<SIP-DECT-version>.i586.rpm

OpenMobility Manager software.

o SIP-DECT-HANDSET-<handset-version>.i586.rpm
Software for Aastra 610d/620d/630d and Aastra 650c handsets

The Aastra 610d/620d/630d and Aastra 650c handset software can be updated via the Air
interface, see chapter 9.17. A separate software package can also be provided for specific
updates of the handset software.

IMPORTANT : Log on as user root to install and/or update OMM. If you do not login as
root to open the OMM console, the path to ommconsole is not set and
you have to enter the whole path “/usr/sbinf/ommconsole” to start the
OMM console.

Command syntax

For extraction and automatic standard installation
sh SIP-DECT_<version>.bin

For extraction and automatic standard installation
sh SIP-DECT_<version>.bin -f

For extraction of RFP packages only
sh SIP-DECT_<version>.bin —x

RPM packages can also be installed manually.

For a first OMM type installation
rpm —i SIP-DECT-OMM-<version>.i586.rpm

For an OMM software update (see chapter 9.12)
rpm —U SIP-DECT-OMM-<version>.i586.rpm

For Aastra 610d/620d/630d and Aastra 650c handset software installation
rpm —i SIP-DECT-HANDSET-<version>.i586.rpm
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To delete a software release

rpm —e SIP-DECT-HANDSET and
rpm —e SIP-DECT-OMM

To check an installed release
rpm —qi SIP-DECT-OMM

or

rpm —qi SIP-DECT- HANDSET

After the installation phase, start OMM by running the command
“letclinit.d/sip-dect-omm start”

9.11.3 Configuring the Start Parameters

The basic data for initializing OMM is stored in the file “/etc/sysconfig/SIP-DECT”. It can be
edited to modify the OMM interface.

FHEHEHH A AR AR A

# OMM configuration file

FHEHEHH AR H A A A

# if you use a different interface for omm activate/correct parameter below
#OMM IF="ethO"

#

OMM CONFIG FILE=/opt/SIP-DECT/tmp/omm conf.txt

#

#if you use OMM resiliency for OMM activate parameter below with OMMs IP
adresses

#OMM RESILIENCY="192.168.0.1:192.168.0.2"

#

# Automatic OMM database import:

# TFTP / FTP / HTTP(S) URL specifies the import server and file
#RST URL=ftp://download-url.com/directory/file.dat

# country tones:

# VS COUNTRY DEU = 1, VS COUNTRY GBR = 2, VS COUNTRY CHE = 3,
VS_COUNTRY ESP = 4, VS_COUNTRY FRA = 5, VS COUNTRY ITA = 6,
=7

# VS_COUNTRY RUS , VS _COUNTRY BEL = 8, VS COUNTRY NLD = 9,
VS _COUNTRY CZE = 10, VS COUNTRY AUT = 11, VS COUNTRY DNK = 12,
# VS _COUNTRY SVK = 13, VS COUNTRY FIN = 14, VS COUNTRY HUN = 15,

VS COUNTRY POL = 16, VS COUNTRY BLR = 17, VS COUNTRY EST = 18,

# VS_COUNTRY LVA = 19, VS _COUNTRY LTU = 20, VS _COUNTRY UKR = 21,
VS _COUNTRY NOR = 22, VS COUNTRY EUN = 23, VS COUNTRY SWE = 24,

# VS COUNTRY TWN = 25

COUNTRY="2"

Parameters Description

OMM_IF Interface for communicating with the RFPs
(by default: eth0)

OMM_CONFIG_FILE File that contains the OMM configuration (by
default: /opt/SIP-DECT/tmp/omm_conf.txt)

OMM_RESILIENCY In case of OMM redundancy, enter the two IP
addresses of the OMMs. See also
section 9.13.

Restore URL Restore URL for an automatic OMM
database import (see chapter 7.4.6.2)

COUNTRY Country tone schema
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9.11.4

9.11.5

9.12

Specific Commands — Troubleshooting

The OMM software has been installed but does not work automatically when the PC starts.
The command below stops or starts OMM manually (User root):

/etc/init.d/sip-dect [start|stop|restart].

The command line interface for OMM is accessible via telnet on port 8107.

Malfunction
To check whether OMM is working, see the list of procedures for the “SIP-DECT” process. If
OMM does not start, delete the lock file “/var/lock/subsys/SIP-DECT”.

To delete the OMM configuration remove the OMM configuration file “/opt/SIP-
DECT/tmp/omm_conf.txt” (by default).

Upgrade from OMM Version 2.x to 3.x in Host Mode

To update a OMM system from version 2.x to 3.x, you must delete the old OMM software
package rpm —e omm_ffsip-OMM omm_ffsip-HANDSET and install the SIP-
DECT_<version>.bin software.

In this case the installation routine copies automatically the OMM database.
If there are changes in start parameters you can copy the old saved config file from
/etc/sysconfig/lomm_ffsip.rpmsave to /etc/sysconfig/SIP-DECT.

Updating the OMM

To prevent a full breakdown of the DECT network for large systems during an update, a new
mechanism has been introduced.

The procedures for updating an existing DECT installation with a new software depend on

¢ is a single OMM or standby OMM installation used and

¢ is the OMM running on an RFP or PC.

The OMM “standby” feature is described in section 9.13.

Especially for installations using a standby OMM this new update mechanism allows an
update of the RFPs with a minimum impact to the DECT services.

All RFPs check the availability of new boot image file automatically when:

e the DHCP lease is refreshed,

¢ the RFP lost the connection to the OMM,

o one of the service applications running on the RFP must be restarted, and

¢ an RFP configuration file update check is done (see chapter 9.8).

As soon as an RFP detects a new boot image file on the TFTP server it notifies this to the

OMM. The OMM keeps track when it is save to restart an RFP in order to leave the DECT
service synchronal.

RFPs scheduled for restart are marked with a yellow sign within the Web service (see
chapter 7.6.1) or in a separate column within the OM Management Portal (OMP), see
chapter 8.7.1.1.
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9.121

9.12.2

Updating a Single OMM Installation

In case of a single OMM installation, a breakdown of the DECT network during the update
procedure is unavoidable.

Please note: Updating a single OMM installation will cause a breakdown of the DECT
network during the update procedure.

For the update replace the boot image file on the TFTP server(s) with the new one.

OMM in RFP mode

If the OMM is running on an RFP force the update of this RFP by pressing the Update button
on the System settings web page (see chapter 7.4.1.2). The RFP checks the boot image
file on the TFTP server and reboots if a new one is found.

OMM in host mode (on Linux x86 server)

If the OMM is running on a dedicated Linux x86 server, install the new software as described
in section 9.11.2 on that PC with the command “SIP-DECT_<version>.bin”. This stops
automatically the running OMM and installs the new software. After the installation phase,
restart the OMM by running the command “/etc/init.d/sip-dect-omm start”.

As soon as the RFPs lost the connection to the OMM (because of the update), the RFPs
detects that a new image file is on the TFTP server and reboots with the new image file.

Updating a Standby OMM Installation

Please note: Updating a standby OMM installation will cause a switch over between both
OMMs. All active calls will be dropped.

For the update replace the boot image file on the TFTP server(s) with the new one.

OMM in RFP mode

Force the update by pressing the Update button on the System settings web page (see
chapter 7.4.1.2). The OMM-RFP checks the boot image file on the TFTP server and initiates
an update procedure, if a new image file has been found. The automated update procedure
performs the following steps:

1 Reboot the RFP residing the standby OMM.
2 Reboot the RFP residing the active OMM which causes a failover to the standby OMM.

3 Reboot all other RFPs that are able to find the new boot image file one by one. This is
managed by the new active OMM.

This procedure reduces the downtime of the SIP-DECT® system to a minimum due to the
optimized failover.
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Please note: Please be aware that a minimum downtime of the system can only be reached
if the system was in a stable working state when initiating the update and the
IP infrastructure guarantees a fast update of the OMM RFPs e.g. no 64kbit/s
line to download the SW into the RFP. A RFP typically loads the SW from a
server within 12 seconds in a LAN environment.

OMM in host mode (on Linux x86 server)
For an update with a minimum impact to the DECT service do the following:

1 Replace the boot image file on the TFTP server(s).

2 Manually update the standby OMM.
a) Stop the OMM service.
b) Install the new SW.
c) Start the OMM service.
d) Wait at least 30 seconds before you go on with updating the active OMM.

3 Manually update the active OMM.
a) Stop the OMM service.
b) Install the new SW.
c) Wait at least 30 seconds.
d) Start the OMM service.

Please note: A one by one update of RFPs is not possible if the signaling interface between
the OMM and the RFP has been changed. Please see the release notes
delivered with the software.

To enforce an update of the whole DECT system at once, deactivate / update both OMMs
simultaneously. The RFPs will lost the connection to both OMMs and will automatically
restart with the new boot image file.

9.13 OMM Standby

To perform OMM standby, two OpenMobility Managers have to be provided in an OMM
network. One is working as the active OMM, and the other one is working as the standby
OMM.

In the event that the RFP designated as the OMM fails, the other RFP, designated as the
secondary OMM automatically assumes the role of the OpenMobility Manager.

How OMM Standby Works

During system start-up, each IP-RFP retrieves either one (if no standby OMM is configured)
or two (if OMM Standby is configured) OMM IP addresses and both try to connect to each
other. The active OMM will serve all connections from RFPs or handsets.

During normal operations, both the active and the standby OMM are in contact and monitor
each other’s operational state. They continually exchange their current standby states and
the standby OMM receives a copy of any configuration changes on the active OMM.
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Provided that both OMMSs are in contact with each other, their databases are synchronized
automatically.

If the primary OMM fails, the OMM responsibilities are taken over by the standby OMM to
maintain operation. A “No Standby” warning is displayed on the OMM web interface,
indicating that there are no longer two functioning OMMs in the network or cluster.
Configuration changes are done unsafe in this situation.

If the active OMM fails, the inactive OMM recognizes this and begins to act as the active
OMM, and the web service is started.

If the connection between the two OMMs fails, the network or cluster essentially breaks into
two operational parts. The standby OMM now becomes the active OMM. At this point, the
two OMMs cannot detect one another and, therefore, cannot synchronize. When the
connection between the two OMMs is re-established, the synchronization of the OMMs
forces one OMM to become the standby OMM again. Once the recently failed OMM returns
to service and becomes the inactive OMM, it does not resume the role of active OMM.

9.13.1 Configuring OMM Standby

Each RFP of the DECT system have to be configured with two OMM IP addresses. This both
OMM addresses can be either configured via DHCP (see chapter 9.5.1) or with the OM
Configurator (see chapter 9.6).

9.13.2 Fail Over Situations

Fail over occurs under following circumstances:

e An OMM error occurs on the active OMM.

e The RFP acting as the active OMM is shut down or rebooted at the SSH console.
e The OMM is rebooted in the web browser menu.

e The active OMM is unreachable.

The standby OMM becomes the active OMM under following circumstances:

e The configured SIP Proxy/Registrar is reachable.

¢ The other OMM has a larger IP Address while no OMM is active and both OMMs are in
contact with each other (normally at system startup).

When the OMMSs get in contact again:

* Both OMMs check which one ran for a longer period. That one will become the active
OMM. The other one falls back to the standby one.

9.13.3 Fail Over Failure Situations

Fail over failure occurs under following circumstances: The IP connection between OMMs
fails and the configured SIP Proxy/Registrar is unreachable. In this case the active OMM
shall wait until the SIP Proxy/Registrar is reachable.

The following state diagram shows the OMM Standby states:
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OMM — Reset with exit code 41
l this OMM is missed in start up configuration

OMM sync NOK and OMM — Resat with exit code 44, 45, 48, 49

start up timeout elapsed
( OMM Start up
> or Restart

OMM sync NOK

OMM — Reset with exit code 41

OMM start up sync OK

PBX not reachable
(registration and
OPTIONS request
fails)

Synchronized
Inactive OMM

Unsynchronized
Inactive OMM

OMM sync OK

OMM sync OK
other OMM is active

OMM sync NOK

PBX reachable (registration or OPTIONS request OK) Mo OMM is active and
- this OMM has the lowest IP
activate SIP registrations address

Another OMM is running for a longer
period or
this OMM has a greater IP address
or
this OMM has no configuration but the
other OMM does

Unsynchronized OMM sync OK

Active OMM and
SIP active *1)

Synchronized
Active OMM

PBX not reachable

OMM sync NOK

(Registration and
OPTIONS request fails)
OMM sync OK
only one OMM is active

PBX reachable (registration or OPTIONS request OK)
activate SIP registrations
Another OMM is running for a longer period of time or
this OMM has a greater IP address

or
this OMM has no configuration but the other OMM does

“OMM sync OK” means: OMMs are synchronized with each other and are able to exchange their operational

Synchronized
Active OMM and
SIP inactive

Unsynchronized
Active OMM and
SIP inactive

OMM sync OK

states

“OMM sync NOK” means: OMMs are not synchronized with each other and are not able to exchange their
operational states

*1) In this state the DECT air interface might not be in a definite state as both OMMs are active but cannot
connect with each other! This is caused by IP network failures and cannot be handled by the SIP-DECT system in
a proper automatic way. In such a scenario it is not predetermined which RFP connects with which of the 2
OMMs. The DECT network can split-up into two unsynchronized DECT sub-networks. This can cause voice
quality and handover problems.

With these new states (“... SIP inactive”) the OMM standby mechanism takes care in the
start up phase that all SIP users does not become active if the PBX is not reachable. This
avoids a possible double SIP registration when the PBX and the other OMM is reachable
again before both OMMs negotiate with each other which OMM becomes the active one.

The double SIP registrations might cause a user not to be reachable when his latest SIP
registration came from that OMM that was negotiated to be the inactive one and the SIP
registrar cannot handle 2 or more simultaneous registrations (non-forking proxy).
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9.13.4

9.13.4.1

9.13.4.2

9.13.4.3

Specific Standby Situations

Some aspects have to looked at in case of OMM state changes when they are
unsynchronized.

How A Standby OMM Becomes Active

As the above figure shows in case of an unsynchronized OMM state the standby OMM has
to decide whether to become active or not.

For this purpose the OMM ftries to contact the configured SIP proxy and registrar. The OMM
starts a SIP registration for the handset with the lowest phone number and sends an
OPTIONS request to the configured proxy. If there is an answer the SIP proxy/registrar will
be considered as reachable and the OMM becomes active.

Handling When Both OMMs Are Not Synchronized

In an unsynchronized OMM Standby state the connection between the OMMs is broken. In
case of a network problem both OMMs might be in this state. During this time an inconsistent
OpenMobility system is working with some constraints.

The Web service will warn with the warning “No Standby” for both OMMs in this situation and
possible made configuration changes are not save.

In any case, when both OMMs get in contact again with each other, the longer running one
becomes the active one and that will overwrite the database file in the standby OMM.
Configurations made in this becoming standby OMM would be lost!

Two DECT Air Interfaces

In case of both OMMs are in an unsynchronized and active state they are fully working.
RFPs which lose connection to the OMM because of the network break down might connect
to the other OMM. Two DECT air interfaces will be present but are working parallel.

Note: Both air interfaces are using the same PARK. So it can not determined to which
OMM a location registration succeeds.

For PPs different situations are possible:
e They do not notice this situation:

active calls stay established, depending on network conditions;

PPs can make and receive new calls, depending on an available PBX connection;

PPs can do handover to RFPs connected to the same OMM;

PPs can call PPs that are registered to the other OMM
e They lose their RFP base station and perform a new location registration:
- active calls are broken;
- PPs can make and receive new calls, depending on an available PBX connection;
- PPs can do handover to RFPs connected to the same OMM,;
- PPs can call PPs that are registered to the other OMM,;
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e They lose their RFP base station and search the DECT network without finding another
one:

- active calls are broken;
- PPs stay in searching for network until an air interface is available again.

Note: Handover between PPs located to RFPs which are controlled by different OMMs is
not possible.

When the OMMs get in contact again with each other this inconsistent OpenMobility system
situation will end.

9.14 Managing Account Data for System Access

Each RFP provides different independent access types:
o the OMM Web service/HTTPS interface (see chapter 7);
o the OMP (see chapter 8);
The OMM Web service and the OMP are mainly used for configuration and administration.
¢ the OM Configurator (see chapter 9.6);
The OM Configurator is mainly used for static local configuration of an RFP.
e the SSH user shell (see chapter 10.3.5).
The SSH user shell is mainly used from experts for diagnosis.

Each of this these access types uses the same account data.

The account data can be altered at the User account page of the OMM Web service (see
chapter 7.4.3).

The OMM delivers all the necessary account data to all connected RFPs. The RFPs save the
account data inside their permanent memory. This has some implications:

¢ An RFP out of the box uses the default account data as long as this RFP is not connected
to the OMM.

¢ An RFP which was connected for at least one time with the OMM uses the account data
from the OMM.

¢ When the account data are changed on the OMM, any not connected RFPs will continue
to use the older passwords.

9.14.1 Account Types

There are three different account types:

o Full access: This access type is the “normal” access for the configuration. Using this
access it is allowed to configure the OMM and each RFP. On the SSH interface of an RFP
this access type allows login for debug information e. g. “pinging” an other RFP to check
visibility.

The factory setting for this account is

Name: 'omm
Password: 'omm'
Active: 'n/a
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9.14.2

9.15

9.15.1

Read-only access: As the name suggests this access type is not allowed to configure
any item of the OMM installation. This access type can only be used on the OM Web
service. The account can be deactivated.

The factory setting for this account is

Name: 'user'
Password: 'user'
Active: 'ves

Root (SSH only) access: This access type is only applicable on the SSH interface of an
RFP. Its purpose is to get detailed information e. g. parameters from the kernel. The
access using this account type is not reachable from other hosts hence a login using the
full access type is necessary.

The factory setting for this account is

Name: root'
Password: '22222'
Active: 'n/a’

Please note: It is highly recommended not to use the “Root (SSH only) access” account

type. It is meant for technical support only.

Potential Pitfalls

When an RFP is configured via the OM Configurator and is taken out of an installation, the
RFP may become unusable:

When this RFP comes up, it finds a valid configuration in its permanent memory. It will
hence skip DHCP for booting.

But when this configuration is not valid anymore (e.g. the TFTP server has a new IP
address meanwhile), the RFP isn't able to complete the boot and is hence not able to
connect to the OMM.

The RFP will not get newer passwords from the OMM.

It is therefore recommended to switch of the OM Configurator before taking an RFP out of an
installation. But nevertheless the OM Configurator allows to reset the permanent memory of
an RFP (the Aastra support must be connected).

WLAN Configuration (RFP (L) 42 WLAN / RFP (L) 43 WLAN only)

WLAN configuration steps

The correct configuration of an RFP with a WLAN interface requires the correct configuration
of the DECT part. The second step is to specify the Regulatory domain of the WLAN
network at the System settings page of the OMM web service (see chapter 7.4.1).

WARNING:

Please note that selecting the incorrect regulatory domain may result in
a violation of applicable law in your country!
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Select one of the two-letter country codes. This setting depends on the country and is
prescribed by the laws of that country. Only the setting prescribed for that country must be
used.

The third step is to specify the WLAN parameters in a profile (see chapter 7.8.1). The WLAN
profile determines the name (SSID) of the WLAN network and other parameters. The
encryption and authentication procedures are especially important and must be planned
carefully beforehand.

VLAN for RFP'Voice

The access point can be assigned to a VLAN that conforms to 802.1q. All the data that is
received from and that is to be forwarded to the WLAN clients is then carried by the
configured VLAN. All other data, such as VoIP packets, configuration data or authentication
data (Radius), is given the VLAN tag configured for the RFP. The switch port of the network
component to which the access point is connected must be configured as a trunk port.

Note: The RFP (L) 42 WLAN and RFP (L) 43 WLAN must be connected at least via a
100BaseT Ethernet link in order to activate the RFP’s WLAN function.

As a forth step, you need to assign a WLAN profile to a configured RFP. This can be done on
the Radio fixed parts page of the OMM web service or on the Radio fixed parts: Device
list page of the OMP java tool. Note, that specific radio settings for the RFP, such the
channel-, 802.11abgn mode-, or antenna settings, are also done in this step.

9.15.2 Optimizing the WLAN

Beacon Interval

Transmitting beacons requires transmission channel capacity. A shorted beacon interval
increases the WLAN network's ability to detect signals, thus improving its availability. At the
same time, it increases the network's ability to adjust the mutually negotiated signal strength.
A longer beacon interval saves WLAN air time and also reduces the power consumption of
mobile WLAN clients.

RTS Threshold

If the network throughput is low or if many retransmissions occur, the RTS/CTS handshake
can be activated by reducing the RTS threshold value below 1500 byte. This can improve
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throughput, especially in environments where reflection and attenuation cause problems for
HF.

Fragmentation Threshold

In environments where there is lot of interference and poor radio quality, reducing the
fragment size below 1500 bytes can improve the effective throughput. However, transmitted
data frames have to be fragmented, which means a higher load on the RFP’s processor.

DTIM Period

The DTIM period specifies the interval between transmissions of the broadcast and multicast
packets. All WLAN clients must be active during this interval. Increasing the DTIM period

lowers the clients power consumption slightly. Not all programs can manage the increase in
response times, however.

Channel Allocation

Every WLAN RFP must be configured to a channel. You should ensure that the channel
settings do not overlap. WLAN RFPs within range of each other should be configured at least
five channels apart. When the radio field is planned, the WLAN RFPs of foreign WLANs that
may be operating in the vicinity must be taken into account.

Channels

2.402 GHz le—22 MHz—] 2.483 GHz

When planning the radio coverage for a two-dimensional area, please bear in mind that the
distance between any two base stations operating on the same frequency must be at least
twice their range. The range can be adjusted by lowering the output power level.
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9.15.3

9.16

Securing the WLAN

In order to ensure that communication in the WLAN network is secure, several measures
need to be taken. Firstly, data packets transmitted via the openly visible radio interface must
be encrypted, and secondly, all WLAN components that provide services should have to
authenticate themselves.

There are different encryption methods available which you configure within the WLAN
profile (see chapter 7.8.1). However, only the recent WiFi protected access (WPA)
encryption offers sufficient security against possible intruders. You should not use the (older)
WEP encryption for your company LAN.

Especially with larger WLAN installations, the single shared secret offered by WPA-personal
may not be sufficient for your security requirements, because any person that connects to
the WLAN needs to know the same shared secret. For this reason, you should also setup
RADIUS authentication that is supported by all RFP (L) 42 WLAN and RFP (L) 43 WLAN
devices.

A Radius Server (Remote Authentication Dial In User Service) handles 802.1x
Authentication, thus authorize different WLAN clients with an individual username / password
combination to log in. We recommend to use a Radius Server with EAP-TLS (e.g.
FreeRadius or MS Windows 2003 IAS Server) and a Certificate Authority (CA).

The RADIUS authentication takes place between the RADIUS server and the RADIUS client,
with the WLAN RFP to pass-through this communication. You should refer to the
documentation that comes with your RADIUS product for details on how to setup, maintain
and operate the RADIUS system.

SNMP Configuration

To manage a larger RFP network, an SNMP agent is provided for each RFP. This will give
alarm information and allow an SNMP management system (such as “HP Open View”) to
manage this network. The SNMP agents can be configured in the SNMP menu of the OM
Web service, see chapter 7.4.5.

All SNMP agents are configured by the OMM. Additional parameters, that are valid for the
individual RFP (e.g. “sysLocation” and “sysName”) are generated. The “sysLocation”
parameter corresponds to the location configured via the OMM web interface. The
“sysName” parameter is generated using the MAC address and the RFP device type (e.g.
RFP (L) 43 WLAN). The RFP uptime can be requested by reading the “sysUpTime”
parameter. This value indicates how long the RFP application software is running. It does not
indicate the uptime of the operating system which does not correspond to the operational
RFP state.

The SNMP agent responds to SNMPv1-read and SNMPvZ2c-read requests for the standard
MIB-II objects. The Management Information Base (MIB-Il) contains 11 object groups. The
agent receives both SNMPv1 and SNMPv2c traps. It sends a “coldStart” trap when it first
starts up. It also sends an enterprise-specific trap “nsNotifyShutdown” when it stops. When
the SNMP agent receives an SNMP request using an unknown community name, it sends an
“authenticationFailure” trap. The SNMP agent also generates an enterprise-specific trap
“nsNotifyRestart” (rather than the standard “coldStart” or “warmStart” traps) after being
reconfigured.
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9.17

9.171

Backup SIP Proxy/Registrar

This section provides an overview about the supported redundancy concepts with SIP-
DECT® to realize a high availability solution together with IPBX redundancy mechanism.

The focus of this section is IPBX redundancy. For information regarding OMM redundancy,
please refer to section 9.13.

REGISTER Redirect

To allow IPBX systems to spread the registration and call traffic over different servers the
OMM supports 301 (Moved Permanently) or 302 (Moved Temporarily) responses for
registrations.

When a 301 or 302 response is received, the OMM follows the redirect and registers the
concerning user to the given address. If more than one contact address are given in the
301/302 response, the OMM tries to contact the registrars successively until the registration
succeeds.

If the redirected register succeeds and if the configured proxy and registrar are identical, all
subsequent INVITE requests are sent to the redirected server. In the other case all
subsequent INVITE requests will be sent to the (outbound) proxy or secondary/tertiary
(outbound) proxy.

Server 2

U

‘ ]
]
3, i
Server1 REGISTER | franzsction fails
sip:=Servar 2= | | Sarver 3
1
1
I
F 1
2. i
301 Moved Parmananily 1
1
1
I
1
i 5.
: REGIETER
3 i sip-<Sanver 3=
o 1
REGISTER * 6.
sipreServer 1> 200 OK

OpeanMobility Manager
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9.17.2 DNS SRV

If a full qualified domain name is configured as proxy, outbound proxy or registrar server and
the respective port setting is set to zero (“0”), the OMM performs a DNS SRV query before
an appropriate SIP transaction is started. Herewith the OMM locates a list of servers
responsible for the given SIP domain. With this configuration, the default port (“5060”) is
used for every server address acquired with this mechanism.

The DNS SRV results are sorted by priority and weight in ascending order by the OMM. As
soon as the DNS SRV query succeeds, the OMM starts the appropriate SIP transaction by
sending the request to the server with the uppermost priority and weight of the DNS SRV
result.

If there is no answer from the first SIP server in a configurable time frame (“Transaction
Timer” parameter), it will be assumed as unreachable and the OMM tries to contact the next
server of the DNS SRV result. Therefore the request will be send to the second server of the
DNS SRV query result. If there is also no answer in the given time frame from the second
server, the request will be send to the third server and so on. When there is an answer from
one of the contacted servers, this server will be used for this transaction.

SIP Domain
Server 1 Server 2 Server 3
" L F i
- '-' .
3 4. 1 &
REGISTER REGISTER REGISTER
sip:<sipDomain> sip:<sipDomain=> slpi<sipDomain>

6.
200 0K

1. DS SRV Query <sipDomain>

-

2. DNS SRV Response:
<geryer-1-p-addr= pric:0fweight:1,
<gerver-2-ip-addre priccQiweight2,
<garvar-3-lp-addr> prioc1fweight

|

DNS Server
OpanMobility Manager

To prevent situations where the OMM tries to contact with each new transaction servers
which are unreachable (out of service), the OMM offers a blacklist feature. If there is no
answer from a SIP server, this specific server can be put into a blacklist and will not be
contacted anymore for a configurable time of “Blacklist time out” minutes by all adjacent SIP
transactions.

In differentiation to the concepts described in the following sections note that independent of
which SIP server is used, all requests send by the OMM carry the same sender Address-of-
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Record (AOR)!. This means that the sender URI consisting of user-ID and domain is not
changed during a failover to another server.

9.17.3 Backup SIP Servers

The SIP-DECT® solution allows to configure two additional levels of backup servers in
addition to the primary proxy, outbound proxy and registrar server. These two additional
levels of backup servers are called in the following as secondary and tertiary servers.

EX OMP - OpenMaobility Manager, SIP-DECT 3.1

a’ Q _"5" General Help

Basic settings | Advanced seftings |

Canfiguration
Backup settings RTP settings ] DTHF zettings } Supplementary services I

Status

SEeCOnCEry proxy server

v System
System setiings Secondary proxy port 060

User administration Secondary registrar port 060

Data managerment Seconcary outhound proxy server

Time zones
Seconcary outhound proxy port 060
Sites
Tertiary proxy server
b Radino fized parts
Tertiary procy port

P Portable pards Y 060

» System features Tertiary registrar server

License Tertiary registrar port 0RO

Tertiary outhound prozy server
Tertiary outhound prozy port 060
Failover keep alive

Failover keep alive time

[ EDEH[H[H[H[H[H

Info console

PARK: 3170307272202 | ) ’?__| |5ff omm

SIP backup servers can be configured in the System: SIP menu of the OM Management
Portal (OMP), see also section 8.5.3.

You can configure IP addresses, names or full qualified domain names as server addresses.
It is also possible to configure a mixture of IP addresses, names or full qualified domain
names for the different servers.

If full qualified domain names are configured and the respective port setting is configured to
zero (“0”), DNS SRV queries will be performed to locate a list of servers in the domain (see
9.17.2). To ease the following descriptions, it is assumed that all server addresses are given

T RFC 3261: An address-of-record (AOR) is a SIP or SIPS URI that points to a domain with a
location service that can map the URI to another URI where the user might be available.
Typically, the location service is populated through registrations. An AOR is frequently
thought of as the “public address” of the user.
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by name or IP address. In case of full qualified domain names the behavior described in
section 9.17.2 will be performed additionally to contact the SIP servers in the given domain.

This redundancy mechanism is based on a failover concept where the OMM first tries to
contact the primary server. If the primary server fails, the OMM tries to contact the secondary
server and if the secondary server fails also, the OMM fries to contact the tertiary server.

The OMM failover behavior in detail depends on the backup server settings.

9.17.3.1 No Secondary/Tertiary Proxy, Outbound Proxy and Registrar
Configured

In this case is no failover to a secondary/tertiary (outbound) proxy / registrar is possible.

9.17.3.2 Secondary/Tertiary Proxy and Registrar Configured
All REGISTER and re-REGISTER requests attempt to use the primary registrar first.

If the primary registrar fails (e.g. no answer in “transaction timer” time frame), the user is tried
to register with the secondary/tertiary registrar using as AOR the secondary/tertiary proxy
address.

When the registration with the secondary/tertiary registrar succeeds:
e the MWI subscription is moved to the secondary/tertiary proxy,
« all subsequent INVITE requests attempt to use the secondary/tertiary proxy,

o the registration of all other users currently registered with the failed server will be
automatically refreshed if the “Failover keep alive” setting is enabled (see page 116). For
this purpose the re-register requests will be queued and proceed according to the settings
for “Registration traffic shaping” (see pages 60 and 115).

SIP Domain 1 SIP Domain 2
[rimary registrar primary prooy secondary registrar  secondary proxy
¥ ¥
1.
REGISTER
sipi=sipDomaini>

OpenMobility Manager

depl-1669/0.3 Page: 221 (280)



SIP-DECT® OM System Manual Release 3.1 9 Configuration und Administration Aspects

If a user was registered successfully with the secondary/tertiary registrar and can be
registered again with the primary registrar e.g. during a re-registration:

o the MWI subscription is moved back to the primary (outbound) proxy,

o all subsequent INVITE requests attempt to use the primary (outbound) proxy again,

o the registration of all other users currently registered with the secondary/tertiary registrar
will be automatically refreshed.

As long as no successful registration exists, all INVITE requests attempt to use the primary
(outbound) proxy as first.

If the INVITE request to the primary proxy fails, the INVITE request attempts to use the
secondary/tertiary proxy. If an INVITE request fails (no answer in “transaction timer” time
frame) send to a proxy identical with own registrar, the registration will be refreshed.

9.17.3.3 Secondary/Tertiary Proxy, Registrar and Outbound Proxy
Configured

In this case the OMM behavior is as described in section 9.17.3.2 but all requests for the
secondary/tertiary proxy/registrar are send through the outbound proxy.

9.17.3.4 Secondary/Tertiary Proxy Configured Only

All REGISTER, INVITE and SUBSCRIBE requests attempt to use the primary proxy or
registrar first.

If an INVITE/SUBSCRIBE request fails, the INVITE/SUBSCRIBE request attempts to use the
secondary/tertiary proxy.

9.17.3.5 Secondary/Tertiary Outbound Proxy Configured Only

The OMM behavior is as described in section 9.17.3.2 but

¢ all requests for the secondary/tertiary proxy/registrar are send through the outbound
proxy;

o if the registration to the primary registrar fails, the registration is re-tried using as AOR the
primary proxy address sending through the outbound proxy.

9.17.3.6 Secondary/Tertiary Registrar Configured Only

All REGISTER, INVITE and SUBSCRIBE requests attempt to use the primary proxy or
registrar first.

If a REGISTER request fails, the request attempts to use the secondary/tertiary registrar.

9.17.4 Keep Alive Mechanism

A keep alive mechanism implemented in the OMM allows the automatic failover to
secondary/tertiary servers or automatic coming back to primary servers. The keep alive
mechanism is based on the registration process and utilizes the special behavior that all
REGISTER and re-REGISTER requests are send to the primary registrar first.
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The following configuration parameters are introduced: Failover keep alive and Failover
keep alive time. These parameters are set in the OM Management Portal (OMP) on the
Backup settings tab of the System: SIP menu (see page 116).

For each registration target, a user could be registered successful with, a keep alive
procedure is started. For this purpose the first user registered successful on a registration
target will be selected to re-register all “Failover keep alive time” before the registration
period expires.

If the re-registration of this selected user detects that the current primary server fails, the
registration of all users registered on the same server will be refreshed automatically. For this
purpose the re-register requests will be queued and proceed according the settings for
“Registration traffic shaping” (see pages 60 and 115).

If the re-registration of a selected user detects that the primary server is available again, the
registration of all users registered on a secondary/tertiary registrar will be refreshed.

9.17.5 Prioritized Registration

Depending on the settings for “Registration traffic shaping” (see pages 60 and 115), the
registration of a high number of users could need minutes. In effect single users could not be
reachable for minutes during startup.

To guarantee a minimum blackout for very important people (e.g. emergency user) the
registration of such people can be prioritized. Therefore a special user attribute VIP (very
important person) is introduced. The corresponding option is set in the SIP tab of the PP
Detail Panel (see page 150).

9.17.6 Monitoring the SIP Registration Status

The SIP registration status of a PP user can be monitored by using the OpenMobility
Management Portal (OMP). In OMP monitor mode you can view on which registrar a specific
PP user is registered and whether the server is a primary, secondary or tertiary server. To
monitor the SIP registration status proceed as follows:

1 Call up the OMP (see chapter 8.1)

2 Navigate to the Portable parts: Overview menu (see chapter 8.8.1).
3 Switch to monitor mode.
4

Activate the Registered, Registrar server type, Registrar server and Registrar port
columns (see chapter 8.8.9).

9.18 Download Over Air

The “Download Over Air” feature allows updating the handset firmware without any user
interaction or interruption of the telephony services over the existing DECT air interface. This
features is currently available for the handset types Aastra 600d and Aastra 650c.

The PP firmware is part of each OpenMobility software package which is delivered by Aastra.
The PP firmware is delivered in the package file “aafon6xxd.dnld”. This package file must be
put on the same tftp server and path where the OMM-RFP gets his boot image file (e.g.
iprfp3G.dnid).
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9.18.1 How “Download Over Air”’ Works

If the “Download over Air” feature is activated, the OMM acts as a download server which
provides the firmware for downloads.

The PP sends its actual firmware version within the DECT attachment procedure. If the
firmware version does not match the version provided by the OMM, the PP will be queued
into the update-queue. Later on the queued PPs will be paged to establish a download
connection. After the connection is established, the OMM sends its actual PP firmware
version and the PP will request a handset description file. After receiving the handset
description file, the PP decides which files are missing or need to be updated. If files are
missing or need to be updated the PP initiates the download procedure.

The OMM takes care of the following download scenarios automatically:

¢ If a handsets becomes unreachable e.g. when the handset is switched off, the OMM will
update the handset when the PP becomes available again.

e The OMM will take care of the software download while the user is moving between base
stations (roaming) and location areas.

¢ The OMM has the capability of resuming a download from the point where it was last
interrupted. e.g. the user leaves the coverage area during download or the handset runs
out of battery power.

e The OMM updates new handsets subscribed to the system.

e While the handset is barred (e.g. low battery or “Download over Air* is disabled at the
local menu), the download will be postponed.

The download happens without any user intervention. During the download, the telephony
services, the roaming- and handover procedures are still available. The download stops
automatically when e. g. the PP leaves the coverage area or the RFP gets busy. The
download resumes automatically when the stop cause is solved.

The Aastra 600d / 650c handsets have two partitions in the internal flash memory to hold
2 different software versions. During the download the new firmware is written to one
partition and the PP is running from the other partition.

After the download is successfully completed, the new firmware will be activated when the
handset is in the idle state.

The download of a single PP with a firmware of 1 MB takes approximately 90 minutes. The
number of PPs which can be downloaded depends on the available system resources.

The “Download over Air” service is delayed after a system startup for a while to allow the
whole DECT system to become active. This may last several minutes.
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How to configure “Download Over Air”

In the following, the configuration of the “Download Over Air” feature is described by using
the OM Web service. The feature can also be configured using the OM Management Portal
(OMP). Therefore, links to the corresponding OMP settings are also given, but without

screenshots.

The “Download over Air” feature can be activated or deactivated on the System Settings”

web page.

A/ASTRA

Status
¥ System
"
SIP
User administration
Time zones
SNMP
DB management
Event log
Sites
* Radio fixed parts
Portable parts
* WLAN
¥ System features
Licenses

Info

SIP-DECT 3.1
2 e ([
Portable part user login type |Number - A
Downloading new firmware to portable parts
Active i v
Voice mail

Voice mail number

Active
URL

Active
IP address

OpenMobility Manager

OM Integrated Messaging & Alerting service
r

Syslog
r

T

%

In the OMP, the “Download over Air” feature is activated/deactivated in the Maintenance tab
of the Data management menu (see chapter 8.5.5.6).

Please note: Before a new handset firmware package is put on a tftp server, the “Download
over Air” feature must be deactivated. After the copy or installation the
“‘Download over Air” feature can be activated again.

If the “Download over Air feature” is activated, the status of the “Download over Air’ service
together with some statistics is presented in the Portable parts section on the Status web

page.

L4 System
Sites

* Radio fixed parts
Portable parts

* WLAN

¥ System features
Licenses

Info

OpenMobility Manager
SIP-DECT 3.1

WLAN activated

WLAN currently active
WLAN profiles

Users

Devices

Portable parts
18

15

Subscribed 2 |
Subscription allowed b 4
Downloading new firmware to_ ¢

&

portable parts
Loading firmware from

Firmware version

tftp://192.168.112.108/aafonéxxxd.dnld
[650¢,612d: 1.01.RC8] - [600d: 4.01.RC2] il
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The handset firmware container for handset firmware update over the air includes
packages for the Aastra 600d and Aastra 650c handsets. The available versions are

also displayed on the Status web page.

Please note: The entry of “Loading firmware from” on the OpenMobility Manager Status
web page is only updated on restart of the OpenMobility Manager. Changing
the location while the OpenMobility Manager is running has no effect.

The individual download status of each PP is presented on the Portable part web page.

OpenMobility Manager
SIP-DECT 3.1

il

Logout
Status Portable parts
> System Status

Sites 5 Please check the status page.
* Radio fixed parts

Portable parts New | Import

Search

PARK: 31170307272202

* WLAN
* System features

R = Subscription with configured IPEIs

Subscription allowed: b 4

Auto-create on subscription: tf?

Info

Start
Wildcard subscription
2min ~r Start

Display name Number

£ PP 1 101
Z\mPP 4 104
2| Henry Smith 1001
2| Betty Miller 1002

2| [Grace Adams 1004

2| m3Ichn Murry 1010

2] mMary Tucker 1011

2| TLisa Wilson 1012

1- 18 (18) Portable parts

IPEI
00810 0862576 8

Subscribed Download
!

£

LAALALKAK S

00077 0115484 2

03586 0015043 7 =
03586 0017017 7
01271 0604916 6
03586 0017017 1

01271 0604916 0

L

00077 0115484 4

The different icons and texts of the Download column have the following meaning:

Icon Meaning

- Impossible to download the firmware to that handset (e.g. no Aastra 600d /

650c)

o The PP is paged to establish a download connection. In case of a successful
connection establishment the PP calculates the number of bytes to
download. This may take several seconds.

xx kbytes left

o The firmware of this PP is up to date.

The download is ongoing and xx kbytes are left.

& The PP is queued in the update-queue for updating (pending).
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Icon Meaning

! Warning
The download is barred because of one of the following reasons:

— The PP is busy (temporary status).

— The battery power is lower than 50% and the PP is not connected to the
docking station or the USB interface.

— This is not the master download system. A PP can be enrolled on several
OpenMobility systems. The first system to which the handset will be
enrolled is the “master system”. The PP downloads only from the “master
system”. A different “master system” can be chosen inside the local menu
of the handset.

— The download is disabled in the local menu of the handset.

The specific reason is shown as a tooltip.

& Error

The download failed because of one of the following reasons:

— checksum error,

— file system error,

— error while writing firmware to flash,

— version mismatch,

— error while expanding firmware container.

The specific reason is shown as a tooltip.

) Info

The download is not possible because of:

— the handset is not reachable,
— the handset is detached.

The specific reason is shown as a tooltip.

In the OMP, the “Download over Air” service status is displayed in the Status menu (see
chapter 8.4).

9.19 Device Placement

The OM Locating application uses small graphic maps for visualization of RFP placement.
Since SIP-DECT® release 3.1 these graphics can be created with the OM Management
Portal in the Planning mode (see also page 108).

Flanning

| Device Placement

Flacement Wiew
Fadio fixed parts

Imade Management
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9.19.1 “Placement” View

By using the mouse with drag and drop, RFP icons can be moved to their correct mounting
position on the loaded background image. Note, that you need to provide background
images first (see also /27/).

An RFP is drawn as green circle with its ID number inside.

Background images can be loaded into the application by the Image Management panel
(see chapter 9.19.3).

The assignment of devices to the currently active image has to be done from the “Radio fixed
parts” view.

9.19.1.1 Functionality of the “Placement” View

o Left mouse click selects/deselects the RFP device the mouse is pointing to. A selected
device is shown with thicker border.

¢ Drag and drop functionality: a device can be moved while the left mouse button is pressed
and hold.

o If left mouse button is hold and no device is selected, the complete view content gets
moved.

e By turning the mouse wheel the view gets scaled up or down depending from the direction
of turning.

o By pressing the right mouse button a pop-up menu is displayed:

Move selected RFPs

Feseat selection

Femuove selected device(s)
Resetf view

Move selected RFPs: All selected devices (drawn with a thick border) will be moved to
the current position of the mouse pointer. Distances between the devices are not
changed as long as all devices can be drawn inside the background image. Moving
devices to the area outside the upper or left border of the image is not possible.

- Reset selection: The selection is canceled for all currently selected devices.

- Remove selected device(s): Selected devices will be removed from the current image
after a further inquiry dialog is confirmed. Those devices can be assigned to an image
again via the Radio fixed parts menu (see also chapter 9.19.2).

If no devices are selected but the mouse is pointing to a device, this device gets
removed from the image without further inquiry.

- Reset view: The view is redrawn in its original appearance. Any translation and scaling
applied to the view is cancelled.

9.19.1.2 Activation of the “Placement” View

The Placement view can be activated by each of the following ways:

o Select the Placement view menu entry. The currently loaded image with its assigned
devices will be displayed. If no image is currently loaded, the view will be empty.
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¢ A left double mouse click on a table row in the Radio fixed parts view will activate the
placement view with the image the clicked device is assigned to.

¢ In the Radio fixed parts view select the task Assign to active image to call up the
Placement view. The selected devices are assigned from the table to the current image.
If a selected device was already assigned to another image, the assignment will be
changed after an inquiry dialog.

¢ In the Image management view select an image table entry with a left double mouse click
or select the task Show image.

9.19.2 “Radio fixed parts” View
The view shows a table based list of RFP.

With selecting table rows and choosing the task Assign to active image the selected
devices will be assigned to the currently active image. Devices already assigned are tagged
with a green sign in the table column Positioned.

If a selected device was already assigned to another image, the assignment will be changed
after an inquiry dialog.

9.19.3 “Image management” View

5] Mame
o] CDokumerte und Einstelungenifkrause Eigens Dateisnylaene\ar311 png

Planning Tasks

' Device placement

2 CDokumente und Einstelungen\ikrause Eigene Dateienplaeneiardl 3 png Showy image
3 CDokumerte und Einstelungenifkrause \Bigene Dateienylaene\ar314 png

(]

Flacement view
Acdd image

Radio fixed parts

Image management Remove image
Generate

Import project

Export project

Adjust overview size
Set overview size

2,00%

Overview size

With the Image management view all background images assigned to the SIP-DECT®
system can be managed. Also, the generation of the graphic maps used by the OM Locating
application can be started by this view.

If the user activates this view and a background image was loaded, the OMP automatically
creates a project file the current SIP-DECT® system on the PC. This file contains references
to the background image files and the device assignment and placement coordinates. It
automatically gets reloaded to the application if the OMP user enters the Device Placement
menu again during a connection to the same SIP-DECT® system.

The images and placement coordinates are stored only on the local PC and not together with
the SIP-DECT® system configuration (due to storage size limitations). Therefore it is
recommended to export the project and save the project data at a secure place after finishing
the placement of devices for a SIP-DECT® system.
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9.19.3.1 “Show image” Task

After selecting an image entry from the table with a left mouse click and then selecting the
Show image task, the image will be displayed with its assigned devices in the Placement
view.

A left mouse double click on a table entry will open the Placement view, too.

9.19.3.2 “Add image” Task

With the Add image task the user calls up a file open dialog which allows to add one or more
background images stored on PC to the system.

The OMP supports *.jpg and *.png image files. A maximum of 800 images can be managed
by the OMP.

The maximum size per image is limited to 3000 pixel in both height and width.

9.19.3.3 “Remove image” Task

The selected image table entries will be removed from the current project after an inquiry
dialog. All devices which were already assigned to one of the removed images will be reset
to unassigned state.

9.19.3.4 “Generate” Task

By choosing this task the user can start the generation of the graphics data needed by the
OM Locating application. The OMP will only create graphics data for selected image table.

In a file save dialog the user can select a storage directory for the generated graphics data. A
progress dialog informs about the actual status of the generation process. If the process is
canceled by the user, the OMP will finish generation of graphics data for the actual
background image before stopping the process.

9.19.3.5 “Import project” Task

With the Import project task the user can load a previously exported project. Images and
device placements done before importing a project will be substituted by the data contained
in the project.

The system name and the PARK are not checked during this operation. It is possible to
import a project created for another system or after the system name or PARK was changed.

Devices are managed by their IDs. If a device ID from imported data can not be matched
with a device ID from the system the OMP is currently connected to, the placement data for
such a device will not be imported.

The image files will not be copied. The actual project will save references to the storage
place of the images.
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9.19.3.6 “Export project” Task

With the Export project task the user opens a file save dialog which allows to choose or
create a directory for the exported data.

The OMP exports the project file and copies all background image files to the chosen
destination.

A project exported with this task can be imported again via the Import project task.

9.19.3.7 “Adjust overview size” Task

The OM Locating application needs two graphic maps for each device:

¢ One detail map image showing the position of an RFP in same scale as the background
image on which the device was placed.

¢ An overview map showing a bigger area of the background image down scaled and the
position of the RFP.

There is no special requirement to the scale of the used background images. The selection
of the overview scale may differ depending from building or area proportions.

With the Adjust overview zoom task the user can adjust the down scale zoom factor for the
overview map images (2) individually for the currently selected background image.

T =TT T T T T T T T .—r------m----.—. e e e =D

A

:l; 404

- -

.
]

My

The content of an area generated as overview map is shown by the transparent overlay
square. Changing the size of this area can be done by grabbing the light blue point at the
right upper edge and moving the edge to (or away from) the center of the area.
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9.20

9.20.1
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By grabbing the red point in the middle of the overlay square it is possible to move the
overlay square around.

For generation of the overview map images the position of overlay square does not matter.
Only the size is important to calculate the scale ratio for down scaling.

“Set overview size” Task

Instead of adjusting the scale factor for down scaling on generation of overview maps with
the method described in chapter 9.19.3.7 it is possible to set a scale factor for the selected
images.

The value of the scale factor has to be chosen with the slider Overview size in the task
panel prior to assign it to one, several or all images with the Set overview size task.

User Monitoring

To check the availability of a user in terms of the possibility to receive calls or messages, the
OMM monitors the status of the user's DECT device.

Overview

With the “user monitoring” feature the following fixed set of status information is monitored:
Is a handset assigned to the user? Handset assignment status (HAS)

Is the handset subscribed to the DECT Handset subscription status (HSS)
system?

Is the handset currently registered /signed in? Handset registration status (HRS)

Are there activities of the DECT handset Handset activity status (HCS)
within a specific timeframe?

Is the user registered at the SIP registrar? SIP user registration status (SRS)

Is the handset not in silent charging mode Silent charging status (SCS)
(silent charging option active and in the
charger cradle)?

Is the feature “immediate call diversion” Call diversion status (CDS)
inactive?

Is the battery charge higher than the Handset battery state (HBS)
configured threshold?

Is Bluetooth active for Bluetooth locating? Bluetooth status (BTS)

(for IaterEge)

Has the DECT handsets the minimum Software Status (SWS)

required SW version?

If all questions can be answered with “Yes” then the user status is set to “Available”. This set
of status information is monitored if user monitoring is enabled for a user.

The status of all monitored users is displayed in the Portable parts: User monitoring menu
(see also chapter 9.20.7.3). The status information can have one of the following values:

9 Configuration und Administration Aspects
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“Unknown” (empty)
' Available

1. Warning
¥ Unavailable

¥ Escalated

The sum of all specific states is presented by the “Combined User Status”.

Us=er IO Name MNumber |Rel devi.| Mode |w CUS HAS HSS HRS HCS SRS SCS CDS HBS BTS SWS
0x03D Georg Wolf 2358 0x056 Pazsive o 4 = o o o i 4 o - of

If one of the states is set to unavailable, the resulting Combined User Status is set to
unavailable as well.

Ox00E  |Lutz Pischel |2476  |ox0E0  |Passive | » | » | | |

Because of dependencies between the states, some states cannot be determined if a higher
level state is not fulfilled. For example, if the user has no handset assigned, the handset
registration status cannot be determined. If a status cannot be determined, the status value
is set to “Unknown” (empty in OMP).

The status information is available via OM AXI and OMP.

ey |

Teut message: “User A
= 3333 unavailable”

ﬁ
i — =
—_— -

Y. =

Status check

OM AXI
Alarm: “Usear A
. 3233 unavailabla” L
OM Locating application -~
— 3d party applcaton

IMPORTANT : To address customer specific requirements, external applications, e.g.
3rd party SW, can provide an addapted functionality of the user
monitoring or even more just by using OM AXI. This can be completed
by the use of the XML terminal interface.
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9.20.2

9.20.2.1

In addition to the standard request, response and notification messages, the OMM generates
alarm triggers if a user becomes unavailable. The alarm triggers can be consumed by the
OM IMA, OM Locating or another application using OM AXI. If a user becomes available
again, the OMM informs about this status change by sending an additional alarm trigger.

The specific alarm trigger “LOC-ERR-USERSTATE” is defined for locating. This alarm trigger
is displayed in the OM Locating application with the &2 icon.

# State Assignee Location Date Type Sender Recipient
1 Bl Escalated &% defauliRFP43 LP 280612 1612113 & | T
1] N Escalated ':'w defaultRFP43 LP 28.06.12 16:05:02 &3‘ ] Lutz

Type
Alarm 55

IMPORTANT : The OM Locating application does not list users who are not locatable,
e.g. locating not enabled for the users or because they have no handset
assigned. Therefore, the OM Locating application can not handle the
LOC-ERR-USERSTATE with the escalation of the handsets assignment
state (HAS).

Status Attributes and Validation Mechanisms
The combined user status (CUS) is the sum of the specific status information.

The CUS is calculated based on the flowing rules:
o Specific states which are set to “Unknown” are ignored.

o CUS is set to “Available” if none of the specific states is set to “Warning”, “Unavailable” or
“Escalated”.

o CUS is set to “Warning” if at least one of the specific states is set to “Warning” and none
of the other states is set to “Unavailable” or “Escalated”.

o CUS is set to “Unavailable” if at least one of the specific states is set to “Unavailable” and
none of the other states is set to “Escalated”.

o CUS is set to “Escalated” if at least one of the specific states is set to “Escalated”.

The status “Unavailable” is changed to “Escalated” after the escalation timeout has elapsed
and an alarm trigger has been generated. If the status changes from “Unavailable” to

“Warning”, “Available” or “{Unknown”, no final alarm trigger is generated.

Handset Assignment Status (HAS)

A handset must be assigned to the user otherwise the status is “Unavailable”.

Fixed user device relation

A handset can be assigned permanently to a user (fixed user device relation). Then the
status is always “available”.

Dynamic user device relation

A handset can be dynamically assigned to a user (dynamic user device relation) and login
and logout on a handset is used.
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9.20.2.2

9.20.2.3

9.20.2.4

If the user is logged out (unbound), the status is “Unavailable”. If the user is logged in
(dynamic), the status is “available”. Login and logout also change the SIP registration.

Precondition: The user must exist in the OMM database.

Handset Subscription Status (HSS)

The handset must be subscribed otherwise the status is “Unavailable”.

Precondition: A handset must be assigned to the user.

Handset Registration Status (HRS)

The handset must be attached / signed in (successful location registration) otherwise the
status is “Unavailable”

The handset may sent a detach message if it is switched off.

Precondition: A handset must be assigned to the user (fixed, logged in) and the handset is
subscribed.

Handset Activity Status (HCS)

A communication over the air must occur regularly otherwise the status is “Unavailable”.

Passive monitoring

With every activity between handset and the DECT system (e.g. call setup) the activity
information will be updated (last activity, current activity status). This indicates when the
DECT handset was the last time able to communicate with the DECT system i.e. within the
area of coverage, sufficient battery level, etc. There must be an activity within the timeframe
defined by the Activity timeout 1 (min. 30 minutes, max. 1440 minutes).

Any activity between the handset and the systems sets the status to “available”.

Active monitoring

Each handset, that shall be monitored actively, will refresh its registration automatically within
the “Activity timeout 2” (min. 5 minutes, max. 60 minutes). Each activity sets the status to
“available”.

Active and passive monitoring

If the handset was not active for the period of time defined by the activity timeout, the OMM
automatically initiates an activity between the handset and the DECT system to check the
DECT connectivity. If this fails, the OMM sets the status to “Unavailable” but tries to connect
to the handset two times more within the next 2 minutes.

The OMM then continues to check the DECT connectivity base on the configured time frame.
If the status is already “Unavailable”, the OMM does not verify the status by two additional
tests within 2 minutes. If a check was successful, the status is set to “available”.

If a handset could not be reached (e.g. during call setup or messaging delivery), the OMM
tries to connect to the handset two times more within the next 2 minutes before the status is
set to “Unavailable”.
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9.20.2.5

9.20.2.6

9.20.2.7

9.20.2.8

Precondition: A handset must be assigned to the user (fixed, logged in). The handset is
subscribed and attached (at least once).

SIP User Registration Status (SRS)

The user must be successfully registered at the configured SIP registrar otherwise the status
is “Unavailable”.

A SIP registration is initiated automatically by the OMM during start-up if the user's handset
was attached to the DECT system before restart/failover.

The SIP registration will not initiated automatically by the OMM during start-up if

o the user has no assigned handset (fixed user device relation, login),

e the handset is not subscribed or

o the handset was detached (e.g. switch off) before restart/failover.

A user will be deregistered if

o the handset subscription is deleted/terminated,
o the user logs off from a handset or

» the handset is detached (e.g. switch off).

Precondition: A handset must be assigned to the user (fixed, logged in). The handset is
subscribed and attached (at least once).

Silent Charging Status (SCS)

If silent charging is enabled and the handset is put into the charger, the handset is in silent
charging mode and does not indicate incoming calls with an audible signal. The handset
must not be in silent charging mode otherwise the status is “Unavailable”.

Precondition: A handset must be assigned to the user (fixed, logged in). The handset is
subscribed and attached/signed in to the DECT system.

Call Diversion Status (CDS)

The user has no immediate call diversion (unconditional call forwarding) configured
otherwise the status is “Unavailable”.

If the user has configured a call diversion for “No answer” / “Busy no answer” with a forward
time ‘0’, this will be handled by user monitoring like unconditional call forwarding.

Precondition: The user must exist in the OMM database. The SIP supplementary service
“Call forwarding / Diversion” is enabled in the OMM (see pages 60 and 116).

Handset Battery Status (HBS)

The battery level of the handset must be greater than the configured threshold value,
otherwise the status is set to “Warning”.
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9.20.2.9

Precondition: A handset must be assigned to the user (fixed, logged in). The handset is
subscribed and attached. Delivery of battery level is supported.

Bluetooth Status (BTS)

The handset must have Bluetooth capability and Bluetooth must be enabled on the handset if
an application requires this to support locating via Bluetooth, otherwise the status is set to
“Warning”. Bluetooth is supported by some Aastra 600d devices.

Precondition: A handset must be assigned to the user (fixed, logged in). The handset is
subscribed and attached.?

9.20.2.10 Software Status (SWS)

9.20.3

9.20.4

The handset software must provide the minimum of required features which could be
controlled by the current OMM version. Therefore the appropriate minimum handset software
version is hard coded in the OMM and validated by user monitoring. The status will be set to
“Warning” if the handset software version is less then the hard coded value of the OMM.

Delivery of the software version is supported only by Aastra 600d devices.

Precondition: A handset must be assigned to the user (fixed, logged in). The handset is
subscribed and attached.3

Escalation

If the OMM detects the unavailability of a user (marked as “unavailable”), this will be
escalated only once by submitting a warning alarm trigger via OM AXI.

If the OMM detects finally the unavailability of a user (marked as “unavailable/escalated”),
this will be escalated only once by submitting an alarm trigger via OM AXI.

The user must become available again before the unavailability of a user will be escalated
the next time.

Alarm Triggers

o The “UMON-WARNING-USERSTATE” alarm trigger is used to escalate the detection of
the unavailability.

e The alarm triggers “UMON-ERROR-USERSTATE” and “LOC-ERROR-USERSTATE” are
used to escalate the final detection of the unavailability.

1 The Aastra 600d, 602d and 650c handset family provides battery status information if the
handsets are updated to the appropriate SW version available with SIP-DECT® release 3.1.

2 This feature will be supported with SIP-DECT® release 4.0 or later for the Aastra 600d,
602d and 650c handset family.

3 The Aastra 600d, 602d and 650c handset family provides SW version information if the
handsets are updated to the appropriate SW version available with SIP-DECT® release 3.1.
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e The “UMON-OK-USERSTATE?” alarm trigger is sent by the OMM if a user becomes
available again.

These are static, predefined alarm triggers like “SOS” and “MANDOWN” which do not have a
telephone number to call.

The alarm triggers “UMON-WARN-USERSTATE”, “UMON-ERR-USERSTATE” and
“‘LOCERR-USERSTATE” provide information about the cause why the user became
unavailable (one or more of status attribute IDs: HAS, HSS, HRS, HCS, SRS, SCS, CDS,

).

OM Locating Application

To be visible in the OM Locating application the monitored user must be locatable. Tracking
can be enabled.

The alarm trigger “LOC-ERR-USERSTATE” will be handled like SOS ("":*), ManDown (Q’F’)
but no voice call will be established.

T,h,e alarm trigger “LOC-ERR-USERSTATE” will be displayed as a Customer specific event
().

j Portable Parts _f Closed Distress Events ' *

Export Send Message Search * | RFP19 x 2

# State Azzignes Location Date ype Sender Recipient

Closed admin % 31/4/R 439 BTSRFP1S/ Ti8M2 2:04:48 PN & ¥ Lutz Pischel

Type
Alarm SRS

Licensing and System Capacities

The “User monitoring” feature does no require a specific license. However, if the OM
Locating application shall be used to receive the OML specific alarm trigger “LOC-ERR-
USERSTATE”, the OML application license (OM Locating Server License) and the locating
user license (OM Locating License XXX) must be available.

The number of monitored users is limited. The following constraints apply to the user
monitoring:

RFP OMM
e Passive monitored users: 30

e Active monitored users: 20

PC OMM
e Passive monitored users: 300

e Active monitored users: 200
An OMM system health state will be set if the number of monitored users exceeds the

system capabilities. In this case also an associated health state alarm trigger will be
generated.
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Configuration

User monitoring can be administrated via the OMP.

“System settings: User monitoring” Menu

#* Q7

General Help

Configuration 4| General | net parameters | DECT | WLAN | Additional services Liser montoring
Status
v System Locating escalation
System seftings 3 Startup delay 2 | min
SIP Escalation delay [3 | min
User administration Activity timeout 1 o | mn
Data management
¢ | | Activity timeout 2 30 | mir
Sites
Battery threshold 20 - | %
P Radio fixed paris ]
-

The following parameters can be configured on system level.

¢ Locating escalation: If this option enabled, the alarm trigger “LOC-ERR-USERSTATE”
will be generated by the OMM. Default setting is “off”.

o Start-up delay: The start-up delay defines the period of time the user monitoring start-up
is delayed (between 2 and 15 minutes) after failover or system start-up.

o Escalation delay: The escalation delay defines the period of time the user monitoring will
wait before the unavailable status is escalated.

o Activity timeout 1: The activity timeout 1 defines the maximum time (between 30 and
1440 minutes) between user activities in passive monitoring mode.

o Activity timeout 2: The activity timeout 2 defines the maximum time (between 5 and
60 minutes) between user activities in active monitoring mode.

o Battery threshold: The battery threshold defines the minimum battery load (between 0
and 100% in steps of 5%).

“Portable parts” Menu

.3
{:I- Q ,# General Help
Configuration = |:| User ID Name Number Login/&dd 1D Active Taske
[] |ox001 Andreas Papke 5424 / =
Status [] |ox002 Harald Nr.2 3285 i =
T [] |ox003 Heller, Manfr. Ber |5411 / Create
! D O=004 Matthias Rodloff |5414
Sites [] |ox005 Lars Haack 5418
’ [] |ox006 Burkhart Bottcher | 3385
P Radio fixed parts [] |oxo07 Jens Hartmann 2310 ® S|t
-
= Portable parts = -1 lm0ng SIRAT - - - % Fitter
i u #Ox00E
Overview e Select columns
General | SIP | fessaging | Locating | Additional services Lizer montoring
Devices Monitoring mode Passive | -
Off
P System features e
License = ctive
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The following parameter can be configured on user level.

Monitoring mode: The user monitoring mode can be set to Off, Passive or Active. Off
disables the user monitoring. Passive and Active enable the user monitoring and control the
mode of the handset activity status supervision. Default setting is Off.

If the user monitoring is activated, the VIP option in the System settings: SIP menu of the
user will be set automatically (see page 150). The VIP option will not be reset if the user
monitoring mode is set to “Off”.

“Monitoring Portable parts: User monitoring” Menu

i E 4

Monitoring

User D
0x008
Ox011
=000
0x00E
0x00F
0x012

Name HBS
Fiedler,5...
Klaus K.
Matthieu...
Lutz Pis.
Frank Gr.
Harald R..
Ox01F Jorg Tiel
0x020 Falk AR...
0x023 Thomas ...
0x026 Marco

" 0x02A Ralf Kun...
Eeiices 0x031 | Joachim

0x033

Julian Z...
b System features 0037 Gloria R
0x036
0x03A

Number
5412
4585
318
{2476
3015
4455
5459
5369
44186
2489
3140
417
4217
3151
2352
4228
2355

Rel. devi...
0x113
0x182
0x176
0x0EQ
0x180
0x0D3
0x001
0x0C5
0x0F3
Ox0EC
0x0D6
0x126
0x002
0x007
0x050
0x0E4
0x053

Mode
Passive

¥ CUs SRS CDS Legend

Status Passive
Passive

Passive

P System  Available

Passive
Passive
Passive
Active
Active

Sites i Warning

b Radio fixed parts 3 Unavailable
* Portable parts
* Escalated
Overview Passive
Active

Passive
Passive
Passive
Passive
Active

Active

Carsten ..

License Fabian H

The status of all monitored users is presented by the OMM in the Portable parts: User
monitoring menu.

User Configuration Files

The parameter “UD_UserMonitoring” controls the monitoring for a user. The parameter can
be set to “Off’,”Passive” or ” Active”.

OM IMA Application

If messages shall be sent out by the OM IMA application, the administrator has to configure
appropriate alarm scenarios for the alarm triggers in the OM IMA configuration file:

* UMON-OK-USERSTATE
¢ UMON-WARN-USERSTATE
* UMON-ERR-USERSTATE

Start and Failover
The availability status is set to “Unknown” at start-up.

The monitoring feature does not escalate any user status during start-up until a configurable
delay of min. 2 minutes and max. 15 minutes has elapsed.

The start-up delay should be adjusted according to the system start-up. The system start-up
depends on the actual physical configuration, infrastructure components and parameter
settings.
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The statistic counter “Sync RFP start-up time” and “Sync Cluster start-up time” help to find an
appropriate value for the start-up delay.

As soon as the start-up delay has elapsed, the status attributes are checked and the
availability status will be determined. If the result is “Unavailable”, the status will be
escalated.

The SIP registration process runs independently from the user monitoring start-up and
infrastructure start-up. Monitored users as well as other users, who have the VIP flag set, are
registered first.

Supported Handsets
The Aastra 600d, 602d and 650c handset family is fully supported.!

The following states are managed independent of the handset type:
e Handset assignment status (HAS)

e Handset subscription status (HSS)

e Handset registration status (HRS)

o Handset activity status (HCS)?2

e SIP user registration status (SRS)

o Call diversion status (CDS)

Comments on Aastra 142d

The Aastra 142d handsets are supported by SIP-DECT® and have an enhanced feature set
compared to GAP handsets. However, there are limitations e.g. messaging is not supported.
For Aastra 142d the availability status is always set to “Warning” because of the limited
feature set.

[ userm | name | Wumber [Reldevi| Mode | cus | HAS HSS HRS | HC SRS | scs [ cbs | HBS BTS SWS

| 0004 142d |3000 0x001  |Active | ’ / ] / r 7 |
| .

The following states are not supported:
e Handset battery state (HBS)
always set to “Unknown”
e Bluetooth status (BTS)
set to “Warning” if Bluetooth Locating is enabled for the user, otherwise “Unknown”
o Software Status (SWS)
always set to “Warning” to indicate the limited feature set

¢ Silent charging state (SCS)
always “Unknown”

If the handset is put into silent charging mode then it sends a “Detach”, like it is switched off.

1 The handsets must be equipped with the correct SW version which belongs to the SIP—
DECT® release. Otherwise, functional limitations are possible.

2 GAP devices do not support the active monitoring.
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9.21

Comments on GAP handsets

GAP handsets are supported by SIP-DECT with a basic feature set. The availability status is
always set to “Warning” because of the limited feature set.

[ UserD | Name | mumber [Reldevi.| Mode | cUS | HAS HSS | HRS HCS | SRS | scs | cDs | HBS. | BTS sws._|

[m0m1  [GAP [3000  [0x001  |Passive | oy — .
| . | | . . i

The following states are not supported:

e Handset battery state (HBS)
always “Unknown”

¢ Bluetooth status (BTS)
set to “Warning” if Bluetooth Locating is enabled for the user, otherwise “Unknown”

o Software Status (SWS)
always set to “Warning” to indicate the limited feature set

¢ Silent charging state (SCS)
always “Unknown”

GAP handsets do not support the active monitoring (Handset activity status /HCS). In
general, there is no guarantee for the correct interworking of the 3™ party handset with SIP-
DECT®.

Restrictions

The described mechanisms check the status information in the OMM. Therefore the solution
has certain limitations i.a.

The OMM determines the availability of the DECT device which does not necessarily
represents the availability of the user.

e |tis not possible to determine whether a user actually carries his device with or not.

¢ The check of the availability does not include the infrastructure to which the OMM is
connected (e.g. call manager, etc.). A user appears as available even if the call manager
fails.

e Feature (especially call diversion) when managed by the call server can undermine the
monitoring.

e If a useris removed from the OMM, the monitoring stops without escalation. It cannot be

checked if the user belongs to an alarm scenario configured in the alarm server or any
other application scenario.

Migration of an RFP SL35 IP from SIP-DECT™ Lite 3.1 to SIP-
DECT® 3.1

The SIP-DECT™ Lite solution realizes a single-cell DECT network that offers only limited
radio coverage and is operated with one RFP SL35 IP. The SIP-DECT™ Lite solution is part
of the SIP-DECT® product family that offers larger radio coverage by realizing multi-cell
DECT networks with up to 2.048 RFPs.

You can integrate the RFP SL35 IP to a multi-cell SIP-DECT® network. The migration from
SIP-DECT™ Lite to standard SIP-DECT must be within the same SW version, i.e. SIP-
DECT™ Lite 3.1 shall be migrated to SIP-DECT® 3.1. After migration, the system can be
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updated to later versions of SIP-DECT®. During the migration the SIP-DECT™ Lite SW is
replaced by the standard SIP-DECT® SW on the RFP SL35 IP and a reset to the factory
setting is performed. All configuration data are removed from the RFP.

The following migration process has to be performed.
Precondition: Unique UNLOCK.xml file is available for the specific RFP SL35 IP.

1 SIP-DECT™ Lite: Execute a manual DB export to an external storage (not USB flash
memory).!

2 Remove the USB flash memory from the RFP SL35 IP and plug it into your computer.
3 Copy the unlock.xml file onto the USB flash memory.

4 Copy the standard SIP-DECT® SW (iprfp3G.dnid) onto the USB flash memory of the
RFP.

5 Check if the following files are on the USB flash memory (no other files should be on the
USB flash memory except SIP-DECT™ Lite DB backup field “omm_conf.txt” which is not
relevant).

a. PARK.xml
b. UNLOCK.xml

c. iprfp3G.dnid
6 Remove the USB flash memory from your computer and plug into the RFP SL35 IP.

7 The migration process starts automatically after plugging the USB flash memory into the
RFP.

8 Wait for the RFP reboot and start-up. Do not interrupt the electric power during this
process.

9 The SW update for RFPs in standard SIP-DECT® installations are provided by other
means than to copy the SW on the USB flash memory. Therefore the iprfp3G.dnld must
be removed from the USB flash memory.

Make sure that the PARK.xml and UNLOCK.xml remain on the USB flash memory.

10 Also after the migration, make sure that the USB flash memory is always plugged in the
RFP.

11 Now, the RFP SL35 IP has the standard SIP-DECT® SW and the UNLOCK.xml file and
can be operated in standard SIP-DECT® installations. Please follow the standard
procedures to setup a SIP-DECT® installation.

The same process has to be performed and the same conditions and rules have to be
applied to migrate back to SIP-DECT™. However, the appropriate SIP-DECT™ SW file
(iprfp3G.dnid) must be used.

1You need the DB backup if a fall back to the SIP-DECT™ Lite shall be performed. The DB
backup file is not accepted by the standard SIP-DECT® SW. Additionally, the DB file is a text
file and the most important parameters can be read by using a text editor. It is planned for
future releases that a SIP-DECT™ DB can be applied to a standard SIP-DECT® installation
to restore specific configuration settings.
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10.1 Site Survey Measurement Equipment

If a SIP-DECT® installation has to be planned, a sufficient distribution of the RFPs is
necessary which fulfills the requirements for reliable synchronization and connectivity to the
Portable Parts. The site survey kit may help you. It comprises:

e One measuring RFP with its own power supply.

e A tripod and a battery for the RFP.

o Two reference PPs with chargers.

e Battery chargers.

¢ Optional a measuring handset which can monitor other makers DECT radio sources.

10.2 Checking the Aastra Handset Firmware Version

You can display the version information of an Aastra 600d / Aastra 142d handset with a few
keystrokes. Check the firmware version to determine whether an update is required to
overcome any user issues.

1 Press the Menu soft key.

2 Select System (only to highlight).
3 Press OK.

4 Select Version Number.

5 Press OK.

The display will show the software and the hardware version of the Aastra handset.
10.3 Diagnostic

10.3.1 Aastra Handset Site Survey Mode

You can switch an Aastra 600d / Aastra 142d handset into “site survey mode” with a few
keystrokes. In this mode the phone will display the RFPs and the actual field strength of the
receiving signal in dBm.

Press the Menu soft key.
Enter the following key sequence “***76#” (Aastra 600d) or “R***76#” (Aastra 142d).

1
2
3 Select Site Survey.
4 Press OK.

5

To leave the site survey mode switch the phone off and on again.

The following display is shown on the Aastra handset:
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PARK: 1F-10-FF-F0-21 RFP ID: 02*

/RFPI 10FFF21 02 /

’ Frame error / FE PP: FP: ‘
I P—
| Field strength | -9Bm | 50 57 50 |
|
] RFP ID \ RPNO2 | 01 DO ‘
Menu Phonebook | )
RFP ID: 02*

*The ID of RFP to which the PP is currently associated to.

In this example the PP is currently connected to the RFP with the number 02. The RFPs 01
and 00 are also visible. The number “10FFF221 02” on the upper right side refers to the
PARK (Example 1F-10-F2-21) of the SIP-DECT® system and to the RFP to which the phone
is currently connected to.

10.3.2 Aastra Handset Auto Call Test Mode

You can switch an Aastra 600d / Aastra 142d handset into “auto call test mode” with a few
keystrokes. In this mode the phone will call a specified number cyclically. You can use this
feature to generate traffic for test purposes. This mode is also active if the phone is on the
charger.

Press the Menu soft key.

Enter the following key sequence “***76#” (Aastra 600d) or “R***76#” (Aastra 142d).
Select Auto Call Test.

Press OK.

Enter the phone number to call.

Press OK.

Enter a number of seconds between two calls.

Press OK.

© 00 N O a A~ WODN -

Enter a number of seconds a call shall be active.
10 Press OK. The test will be started automatically.

11 To stop the test, switch the phone off and on again.

10.3.3 Aastra Handset Auto Answer Test Mode

You can switch an Aastra 600d / Aastra 142d handset into “auto answer test mode” with a
few keystrokes. In this mode the phone will answer incoming calls automatically. You can
use this feature together with phones in the “auto call test mode” (see chapter 10.3.2) for test
purposes. This mode is also active if the phone is on the charger.
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Press the Menu soft key.

Select Auto Answer.
Press OK.

Press OK.

© 00 N O a A~ ODN =

Syslog

Enter a number of seconds the phone shall ring before it will answer the call.

Enter a number of seconds a call shall be active.
Press OK. The test will be started automatically.

To stop the test switch the phone off and on again.

10 Maintenance

Enter the following key sequence “***76#” (Aastra 600d) or “R***76#” (Aastra 142d).

The OpenMobility Manager and the RFPs are capable of propagating Syslog messages
conforming to RFC 3164 (see /13/). This feature together with the IP address of a host
collecting these messages can be configured.

Syslog has to be enabled by:

e DHCP using the public options 227 and 228.
o Setting the syslog daemon server and port via the web interface.

To set up the syslog via DHCP or the OM Configurator has the advantage that syslogs are
available in earlier states of the RFP startup.

:a'%u Kiwi Syslog Daemon (Version 7.2.27)

File Edit Wiew Help

¢ m A Display 00 (Defaull] =

Date ‘ Time | Priority | Hostname

| Messzage

11-16-2006 18:18:56 UserWaming 172.30.206.122
11-16-2006  18:18:56 User.Waming 172.30.206.122
11-16-2006 18:18:56 UserWaming 172.30.206.122
11-16-2006 18:18:49 Daemon.Info  172.30.206.41

11-16-2006 18:18:44 UserWaming 172.30.206.122
11-16-2006  18:18:44 Syslog.Info 172.30.206.121
11-16-2006 18:18:44 UserWaming 172.30.206.122
11-16-2006 18:18:44 User Notice 172.30.206.122
11-16-2006 18:18:44 User.Emerg 172.30.206.121
11-16-2006  18:18:44 Syslog.Info 172.30.206.120

OMM: 0000029970 === IPL: RFP 00:30:42:0C:BE:-AF not configured
OMM: 0000029955 === |PL: RFP 00:30:42:0C:BE:B2 not configured
OMM: 0000029955 === IPL: RFP 00:30:42:0C-BE:A? not configured
Jopt/ntp/ntpd[411] peer 131.188.3.220 now valid

OMM: 0000017265 === CHF: license state changed to ACTIVE LICENSE
syslogd: received HUP signal

OMM: 0000017255 === CHNF: license state changed to HURT LICENSE
OMM: 0000017240 == KI-: RFP[01): Connection Established

RFP: 0000015775 ===== MAIN: UP & RUNNING [0.1.0)

syslogd: received HUP signal

11-16-2006 18:18:44 User.Emerg 172.30.206.120

RFP: DD0D015765 === MAIN: UP & RUNNING [0.1.0)

11-16-2006 18:18:44 User Notice 172.30.206.122
11-16-2006 18:18:43 User.Emerg 172.30.206.121
11-16-2006 18:18:43 User.Emerg 172.30.206.120
11-16-2006 18:18:40 Syslog.Info 172.30.206.122
11-16-2006 18:18:40 User.Emerg 172.30.206.122
11-16-2006 18:18:40 User Notice 172.30.206.122
11-16-2006 18:18:40 User.Emerg 172.30.206.122
11-16-2006 18:18:28 User.Emerg 172.30.206.121
11-16-2006 18:18:28 User.Emerg 172.30.206.120
11-16-2006 18:18:28 User.Emerg 172.30.206.121
11-16-2006  18:18:28 User.Emerg 172.30.206.120
11-16-2006 18:18:27 User.Emerg 172.30.206.122

OMM: 0000017225 == KI-: RFP[00): Connection Established
RFP: 0000015300 ===== BMC: HW capabilities info: 0x000001DC
RFP: 0000015300 ===== BMC: HW capabilities info: 0x000001DC
syslogd: received HUP zignal

RFP: 0000015950 ===== MAIN: UP & RUNNING [0.1.0]

OMM: 0000013625 == KI-:- RFP[02): Connection E stablished
RFP: 0000015490 ===== BMC: HW capabilities info: 0:000001DC
RFP: 0000000020 ===== MAIN: starting application

RFP: 0000000020 === MAIN: starting application

syslog: 0000000000 ===== ALL: hw_rfptype = HW_RFP32

syslog: 0000000000 ===== ALL: hw_riptype = HW_RFP32

OMM: I]l]l]l]l]1ll[!;|3l] “““ WEBS: webs: Li for HTTP at add

49 wn e

100% | 275 MPH

18:19 | 11-16-2006

The level of syslog messages in the default state allows the user to have control over the
general system state and major failures.
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10.3.5

SSH user shell
Each RFP offers a lot of commands within the SSH shell. Most of them are useful for

diagnostics and may help experts to resolve failures.

Note: Some commands can harm the system operation.

The SSH access of an RFP is open if
e the RFP is connected to an OMM and the “Remote Access” is switched on or
e the RFP is not connected to an OMM.

To activate the SSH access of an RFP which has a connection to an OMM, activate the
Remote access checkbox on the OMM System settings web page (see also chapter 7.4.1).

AAGSTRA OpenMobility Manager
SIP-DECT 3.1
Logout
Status System settings ~
Y System Status

@ Please check the status page.
SIP
User administration ﬂ Changing these settings may cause the OpenMobility Manager to be reset.
Time zones

SNMP OK | Cancel | Update Restart
DB management R
General settings
Event log
_ Systam name SIP-DECT
Sites
* Radio fixed parts Remote access =l v
Portable parts Tone scheme DE -
* WLAN
» System features Net parameters
Licenses ToS for voice packets Ba
LT To5 for signalling packets B& v

- In the OMP, the SSH access is activated/deactivated in the General tab of the System
settings menu (see chapter 8.5.1).

10.3.5.1 Login

To log into the SSH user shell:
1 Open an SSH session to the IP DECT base station with the “Full access” user name.
2 Enter the password for the “Full access” account (see also 9.14.1).

The output should look like:

Welcome to IP RFP OpenMobility SIP Only Version 2.1.x
last reset cause: hardware reset (Power-on reset)

omm@172.30.206.94"'s password:
omm@172.30.206.94 >
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Type help to get a command overview:

10 Maintenance

Command Description
exit,quit,bye Leave session
ommconsole OMM console
ip_rfpconsole RFP console
rfpmconsole RFP manager console

wlanconsole

WLAN console

wpaconsole WPA console

flash Shows information from flash

link Shows status of Ethernet interface

Idb View / set local configuration (OmConfigurator)
setconsole Duplicate messages to console
noconsole Do not duplicate messages to console
dmesg Messages from last boot

logread Last messages

su Switch to user root

ping Well known ping

traceroute Well known traceroute

free Well known free

ps Well known ps

top Well known top

ifconfig Well known ifconfig

uptime Well known uptime

reboot Well known reboot

date Well known date (time in UTC)

rfpm_console

RFP manager console

wlan_console

WLAN console
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10.3.5.3 OMM Console On Linux x86 Server

You can call the OMM console on the Linux x86 server which runs the OMM using the
“‘ommconsole” command. Log on as user root as it is necessary to install and/or update
OMM.

IMPORTANT : If you not login as root to open the OMM console then the path to
ommconsole is not set and you have to enter the whole path
“lusr/sbinf/ommconsole” to start the OMM console.

10.3.5.4 RFP Console Commands

If you type ip rfpconsole you are able to use the following commands on each RFP:

Command Description

? Displays Command Help Table

help Displays Command Help Table

logger Send a string to the syslog daemon
deftrc Resets all trace settings to default

dsp Shows channel config

dump Creates system state dump file /tmp/sys_dump.txt.gz
mem Show memory and heap

exit Leave this console

heap Shows heap buffer statistics

lec Adjust linear echo canceler parameters
media Display state of media channels

mutex Lists all created MXP mutexes

omms Shows connection status to OMM(s)
queues Lists all created MXP queues

reset Resets the IPRFP application

resume Resume bmc activity

rsx Allows RSX connection to BMC via TCP
sem Lists all created MXP semaphores

spy Set/display spy levels: [ <key #> <level #> ]
suspend Suspend bmc activity

tasks Lists all running MXP tasks

voice Displays the state of voice handling
wlan Configure wlan card on cmdline

runtime Report the process runtime
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Command Description

lu10 Lu10 SDU <-> PDU converter (RFP (L) 35/36/37 IP and
RFP (L) 43 WLAN only)

mroute Display media routes

Please note: The “spy” command enables you to increase the level of syslog messages.

This should be only used by instructions of the support organization because it
can harm the system operation.

10.3.5.5 OMM Console Commands

If you have opened the session on the OMM RFP and you type “ommconsole”, you are able
to use the following OpenMobility Manager (OMM) related commands:

Command Description

? Displays Command Help Table

adb Automatic DB export and import (ADB) console
cmi CMI commands

cnf Show configuration parameters

cron Display pending cron jobs

help Displays Command Help Table

logger Send a string to the syslog daemon

deftrc Resets all trace settings to default

dic DECT Data Link Control

dm Download Over Air Manager

dsip DSIP commands

epr External provisioning task (EPR) console

mem Show memory and heap

exit Leave this console

fts Requesting FTS to download file

gmi DECTnet2 Inter Working Unit

heartbeat Configure heartbeat mechanism for IP-RFPs
ima IMA commands

ipc Displays socket communication

ipl Displays connected RFPs

iplfilter Configures for which RFPs spy messages shall be generated
mon Toggle monitor functionality

msm Display states within MediaStreamManagement
mutex Lists all created MXP mutexes
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Command Description

nwk DECT network layer

omi OMI commands

queues Lists all created MXP queues

rfp Radio Fixed Part Control

rfpd Radio Fixed Part Debug

rfps Radio Fixed Part Statistic

rping Requests one or more RFPs to ping a host
rspy Remote configure spy levels on IP-RFPs
rsx Toggles RSX debug port on RFPs

rtt Set event flag for high RTT values / clears values
sem Lists all created MXP semaphores

spy Set/display spy levels: [ <key #> <level #> ]
standby Displays redundant OMMs

stat Statistic

sync Commands for RFP synchronisation

tasks Lists all running MXP tasks

tzone Time zone commands

uptime Displays system uptime

ver Version information

wlan Display states within Wireless LAN Management
axi AXIl commands

runtime Report the process runtime

upd Displays update status of RFPs

xml XML browser task (XML) console

Please note: The “spy” command enables you to increase the level of syslog messages

especially for subsystems of the OMM. This should be only used by
instructions of the support organization because it can harm the system
operation.
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10.3.6

10.3.7

Core File Capturing

Fatal software problems may result in memory dumps, so called core files. These core files
are helpful in analysing the problem that caused the abnormal termination of the program.
The IP RFP is capable of transferring the core files to a remote fileserver. Without any
special configuration the files are transferred to the TFTP server that is used to get the
system software. The path used is the directory of the bootimage. These two configuration
items are retrieved from DHCP or via local configuration using the OM Configurator.

The URL to a writable directory is also configurable using the ipdect.cfg configuration files.
The relevant variable is “OM_CoreFileSrvUrl”.

Please note: The TFTP server must allow writing new files, this is usually not standard.

The transfer of core files may be disabled by setting oM CoreDumping=0.

DECT Monitor

Please note: The DECT Monitor has been replaced by OMP but the DECT Monitor can still
be used without warranty for SIP-DECT® installations with a standard PARK
and up to 256 RFPs all within paging area O.

For a better error detection in the SIP-DECT® system the DECT Monitor can be used. The
DECT Monitor is an MS Windows based stand-alone program. It provides the possibility to
give a real-time overview of the current IP DECT base station and telephone states in the
SIP-DECT® system.

The following features are provided by the DECT Monitor:

¢ Reading out of the DECT configuration of an SIP-DECT® system.

e Configuration can be stored in an ASCII file.

o Display of DECT transactions IP DECT base station <—> telephone in clear tabular form
with highlighting of handover situations. Real-time display.

o Display of further events concerning the status or actions of IP DECT base stations and
telephones of the SIP-DECT® system.

¢ All events can also be recorded in a log file.
» Display of the synchronization relations between the RFPs.
¢ Monitoring of systems with up to 256 IP DECT base stations and 512 PPs.

¢ Reading out and display of IP DECT RFP statistics data, either for a single IP DECT RFP
or for all IP DECT RFPs.

¢ Display of DECT central data of the SIP-DECT® system.

The DECT Monitor program can only be used when the DECT monitor checkbox is
activated on the flag in the OMM System settings web page (see also chapter 7.4.1).
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A&SI'RA OpenMobility Manager
SIP-DECT 3.1
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|<

Please note: Because of security, the DECT monitor flag is not stored permanently in the
internal flash memory of the OMM/RFP. After a reset the DECT monitor flag is
disabled.
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The DECT monitor program is used together with the SIP-DECT® system. When the
program is started, the user is requested to enter the IP address of the IP DECT RFP or the
server running the OpenMobility Manager (OMM) software.

There can be several reasons for an unsuccessful link establishment:

o Operation of DECT monitor is not enabled inside the OMM. Use the OMM web service to
enable DECT monitor operation.

e |P address is not correct. It has to be the address of the RFP the OMM is running on.
e Alink routed to the RFP is not supported.

The program displays the IP address which was used last time. When the program is started,
a link to the OMM is automatically established and the program window shows all user
configured child windows and tables. When all links have been established, the DECT data
of the system are automatically read out and entered in the tables “RFP-Table” and “PP-
Table”. This procedure is called “Config Request”.

F% DpenMobility DECTNet Monitor 2.0
System  List RFPJ/PP  Yiew Options Help

B Program Messages = |8] * | M Syne Info

Cpen TCP-Link to 172.30.206.41
CP/IP Link open

onfig Reguest

onfig Data End receiwved

gend EventMask

BN RFP-Table - B]x

FFF FPF |FPF [FF [FF |FF |PF [FF [FF [FF [FF . . . . 30PPOOOOOFEOOOS04S
oo fooosfoooz] [ 1 [ [ .06, .51.30PPOOOO0FPOOL1S04
oot [ [ [ [ [ T T [ [ 1 .06, .51.47PPO0003FPOO0
.43 PEOOOOZ FEOOD
. 40PP0000ZFEOO0
. S0PEOOOOZFEOOO

TCP/IP Link active Initial PARK: 31100303462104

10 Maintenance

Page: 253 (280)



SIP-DECT® OM System Manual Release 3.1 10 Maintenance

Next, the defined trace options (Event Mask) are sent to the OMM. The options which are
sent to the OMM are always those which were active the last time the program was exited.

If the trace option “Transaction establish/release” is activated, the OMM will deliver all
existing transactions.

Following this, the OMM system delivers the desired trace data. The user can either
communicate with the program interactively (see below) or he can simply activate a log file in
which to record the data.

Following this initialization, the user can carry out the following modifications:

e The trace settings can be modified using the menu item Options-Event Mask.
Transmission to the OMM takes place after confirmation of the settings with OK.

¢ A Config Request can be sent again to the OMM.

¢ Alog file can be activated.

¢ By means of various dialogs, the configuration data of the telephones, RFPs and control
modules can be displayed and stored in ASCII files.

The following information is displayed dynamically in the tables:

o Transactions between telephone and DECT system. These are displayed in both tables.
Simple transactions are displayed in black on a white background; during handover, both
transactions involved are displayed in white on a red background.

e The Location Registration and Detach events are displayed in the tables for approx. 1-2s
after their occurrence (light green background), if possible. There is no display in the FP
table if there is no column free for display. If the event has already been displayed, it can
be overwritten at any time. The events are not displayed if they occur during an on-going
transaction. Irrelevant of whether the events are displayed in the tables, they are always
entered in the FP/PP-Events window and in the log file (provided that this is open).

The following color scheme is used for display of the RFPs in the RFP table:

o RFP gray-blue: IP DECT base station is not active (not connected or disturbance).

e RFP black: IP DECT base station is active.

The data of an RFP are displayed in a dialogue box after clicking on the respective RFP field
in the RFP table. The statistics data of the RFP can be called up from this dialogue box.

The following color scheme is used for display of the telephone in the PP table:

e PP black: Handset is enrolled. It is assumed that the telephone can be reached.

e PP blue: Handset can presumably not be reached. Detach was received, or when an
attempt was made to reach a telephone, the handset did not answer.

» PP gray blue: Handset not enrolled.

The data of a telephone are displayed in a dialog box after clicking on the respective
telephone field in the FP table.

The Sync Info child window contains all IP DECT base stations and shows their
synchronization and relation states to each other. Selecting the IP DECT base stations with
the right mouse button, the user can change visibility views and can even force a
resynchronization of an IP DECT base station.

There are several optional child windows selectable. They are all listed below and give some
more information about the SIP-DECT® systems. Mostly they are statistics and for internal
use only.
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11 Appendix

11.1 Declaration of Conformity

The CE mark on the product certifies its conformity with the technical guidelines for user
safety and electromagnetic compatibility, valid from the date of issue of the relevant
Declaration of Conformity pursuant to European Directive 99/5/EC.

The Declaration of Conformity can be viewed on the Aastra homepage.

11.2 Communications Regulation Information for Aastra 142d,
Aastra 600d

11.2.1 FCC Notices (U.S. Only)

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must
accept any interference received, including interference that may cause undesired operation.

Modifications not expressly approved by this company could void the user's authority to
operate the equipment.

NOTE: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.
¢ Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.

Health and Safety Information

Exposure to Radio Frequency (RF) Signals:

The wireless phone is a radio transmitter and receiver. It is designed and manufactured not
to exceed the emission limits for exposure to radio frequency (RF) energy set by the Federal
Communications Commission (FCC) of the U.S. Government. These limits are part of
comprehensive guidelines and establish permitted levels of RF energy for the general
population. The guidelines are based on the safety standards previously set by both U.S. and
international standards bodies. These standards include a substantial safety margin
designed to assure the safety of all persons, regardless of age and health.
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This device and its antenna must not be co-located or operating in conjunction with any other
antenna or transmitter.

This EUT has been shown to be capable of compliance for localized specific absorption rate
(SAR) for uncontrolled environment/general population exposure limits specified in
ANSI/IEEE Std. C95.1-1992 and had been tested in accordance with the measurement
procedures specified in FCC/OET Bulletin 65 Supplement C (2001) and IEEE 1528-2003.

11.2.2 Industry Canada (Canada only, not for Aastra 600d)

Operation of this device is subject to the following two conditions: (1) this device may not
cause interference, and (2) this device must accept any interference, including interference
that may cause undesired operation of the device.

Privacy of communications may not be ensured when using this telephone.

Exposure to Radio Frequency (RF) Signals:

The wireless phone is a radio transmitter and receiver. It is designed and manufactured not
to exceed the emission limit for exposure to radio frequency (RF) energy set by the Ministry
of Health (Canada), Safety Code 6. These limits are part of comprehensive guidelines and
established permitted levels of RF energy for the general population. These guidelines are
based on the safety standards previously set by international standard bodies. These
standards include a substantial safety margin designed to assure the safety of all persons,
regardless of age and health.

This device and its antenna must not be co-located or operating in conjunction with any other
antenna or transmitter.

This device has been shown to be capable of compliance for localized specific absorption
rate (SAR) for uncontrolled environment / general public exposure limits specific in
ANSI/IEEE C95.1-1992 and had been tested in accordance with the measurement
procedures specified in IEEE 1528-2003.

11.3 Communications Regulation Information for RFP 32, RFP 34 and
RFP 35

11.3.1 FCC Notices (U.S. Only)

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must
accept any interference received, including interference that may cause undesired operation.

Modifications not expressly approved by this company could void the user's authority to
operate the equipment.

NOTE: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
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particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

o Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

¢ Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

o Consult the dealer or an experienced radio/TV technician for help.

Exposure to Radio Frequency (RF) Signals:

The wireless phone is a radio transmitter and receiver. It is designed and manufactured not
to exceed the emission limits for exposure to radio frequency (RF) energy set by the Federal
Communications Commission (FCC) of the U.S. Government. These limits are part of
comprehensive guidelines and establish permitted levels of RF energy for the general
population. The guidelines are based on the safety standards previously set by both U.S. and
international standards bodies. These standards include a substantial safety margin
designed to assure the safety of all persons, regardless of age and health.

This device and its antenna must not be co-located or operating in conjunction with any other
antenna or transmitter.

The radiating element of the RFP should be installed during operating at a separation
distance greater than 20 cm between user and device. The device comply with the
requirements for routine evaluation limits.

11.3.2 Industry Canada (Canada only)

Operation of this device is subject to the following two conditions: (1) this device may not
cause interference, and (2) this device must accept any interference, including interference
that may cause undesired operation of the device.

Privacy of communications may not be ensured when using this telephone.

Exposure to Radio Frequency (RF) Signals:

The wireless phone is a radio transmitter and receiver. It is designed and manufactured not
to exceed the emission limit for exposure to radio frequency (RF) energy set by the Ministry
of Health (Canada), Safety Code 6. These limits are part of comprehensive guidelines and
established permitted levels of RF energy for the general population. These guidelines are
based on the safety standards previously set by international standard bodies. These
standards include a substantial safety margin designed to assure the safety of all persons,
regardless of age and health.

This device and its antenna must not be co-located or operating in conjunction with any other
antenna or transmitter.

The radiating element of the RFP should be installed during operating at a separation
distance greater than 20 cm between user and device. This device comply with the
requirements for routine evaluation limits.

depl-1669/0.3 Page: 258 (280)



SIP-DECT® OM System Manual Release 3.1 11 Appendix

1.4 Abbreviations

AC Authentication Code

ADPCM Adaptive Differential Pulse Code Modulation
DECT Digital Enhanced Cordless Telecommunication
DHCP Dynamic Host Configuration Protocol

DSP Digital Signal Processor

FCC Federal Communications Commission

GAP Generic Access Profile

OM IMA Integrated Messaging and Alerting Service
IPEI International Portable Equipment Identity
HTTP Hyper Text Transfer Protocol

IPBX IP PBX, a telephony system using IP / VolP
OAM&P Operation, Administration, Maintenance & Provisioning
OM OpenMobility

OM AXI OM Application XML Interface

OoMC OM Configurator

OML OM Locating

OMM OpenMobility Manager

OMP OM Management Portal

PARK Portable Access Rights Key

PBX Private Branch Exchange, a customer premises telephony system
PP Portable Part (DECT handset or device)
SNMP Simple Network Management Protocol

TFTP Trivial File Transfer Protocol

RFP DECT Radio Fixed Part (DECT base station)
RTCP Real Time Control Protocol

RTP Real Time Protocol

11.5 Definitions

Aastra DECT 142/ In the context of the SIP-DECT® solution, an Aastra DECT 142
Aastra 142d handset  handset, Aastra 142d and Portable Part (PP) are interchangeable.

In consideration of differences in regulatory requirements between
North America and all other areas of the world exist two different PP
variants which use specific frequency bands and field strengths:

- Aastra DECT 142: For use in North America and Canada only.
- Aastra 142d: For global use.
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Asterisk Asterisk is a complete Open Source PBX in software. It runs on
Linux, BSD and MacOSX and provides many features. Asterisk
supports voice over IP in many protocols, and can interoperate with
almost all standards-based telephony equipment.

Base station Please see: RFP or Radio Fixed Part

DECT Digital Enhanced Cordless Telecommunication

The standard (ETS 300 175) essentially specifies the air interface,

known as the radio interface. Voice and data can both be transmitted

via this interface.

Its technical key characteristics for Europe are:

Frequency range: approx. 1880 — 1900 MHz (approximately
20 MHz bandwidth)

carrier frequencies (1728 kHz spacing) with 12 time slots each

Doubling the number of time slots (to 24) using the TDMA
process

Net data rate per channel of 32 kbps
(for voice transmission using ADPCM)

Voice coding using the ADPCM method

Its technical key characteristics for North American are:

Frequency range: approx. 1920 — 1930 MHz (approximately
10 MHz bandwidth)

5 carrier frequencies (1728 kHz spacing) with 12 time slots
each)

Doubling the number of time slots (to 24) using the TDMA
process

Net data rate per channel of 32 kbps
(for voice transmission using ADPCM)

Voice coding using the ADPCM method

GAP Generic Access Profile

The GAP standard (ETS 300 444) is based on the same

technology as DECT, but is limited to the most important basic
features. This standard was created in order to allow telephones
of different vendors to be used on any type of DECT system. It
thus represents the smallest common denominator of all
manufacturer-specific variants of the DECT standard.

An important limitation in the GAP standard is that external

handover is not possible. For this reason connection handover

is used, which is supported by GAP terminals.

The operation of GAP-capable telephones is comparable to

that of analogue terminals. For example, features can be called

up via * and ‘# procedures.

Handover A handover is similar to roaming, but occurs during an ongoing call.
A handover normally takes place “in the background”, without
disrupting the call (seamless handover).
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IPEI International Portable Equipment Identity
- 13-digit identification code for PPs
- Example: 00019 0592015 3
(the final digit is the checksum).
- The code is represented in decimal form.
- This code is globally unique.

PARK Portable Access Rights Key
Access code for the Portable Part. This code determines whether a
PP can access a particular DECT system. Used for unique selection
of a dedicated the system from a handset at enrolment/subscription
time. Labeled on the OpenMobility CD and unique to each SIP-
DECT® deployment.

Radio Fixed Part An RFP provides a DECT radio cell and terminates the radio link

(RFP) from the portable DECT device. One or more RFPs build the area of
radio coverage.

Roaming While in motion, the PP performs ongoing measurements to
determine which RFP is best received. The one that can be best
received is defined as the active RFP. To prevent the PP from
rapidly switching back and forth between two RFPs that have similar
signal strength, certain threshold values are in effect.
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16/  RFC 3264, An Offer/Answer Model with Session Description Protocol (SDP),
June 2002

17/ RFC 3326, The Reason Header Field for SIP, December 2002
/18/  RFC 3420, Internet Media Type message/sipfrag, November 2002
/19/  RFC 3515, The Session Initiation Protocol (SIP) Refer method, April 2003

/20/  RFC 3665, The Session Initiation Protocol (SIP) Basic Call Flow Examples,
December 2003

21/ RFC 3842, A Message Summary and Message Waiting Indication Event Package for
the Session Initiation Protocol (SIP), August 2004

122/  RFC 3891, The Session Initiation Protocol (SIP) “Replaces” Header, September 2004

/23/ RFC 3892, The Session Initiation Protocol (SIP) Referred-By Mechanism, September
2004

24/ RFC 4566, SDP: Session Description Protocol

125/ RFC 5806, Diversion Indication in SIP, March 2010

126/  Compendium “OpenMobility SIP-DECT® 3.0 Solution; Installation & Administration”
127/  SIP-DECT®; OM Locating Application; Installation, Administration & User Guide

/28/  SIP-DECT®; OM Integrated Messaging & Alerting Application; Installation,
Administration & User Guide

[29/  SIP-DECT®; OM Handset Sharing & Provisioning; User Guide

130/  SIP-DECT®; Aastra 610d, 620d, 630d; Messaging & Alerting Applications;
User Guide Issue 4

131/  Aastra 610d, 620d, 630d SIP-DECT® User’s Guide Issue 4
132/  aad-0384 OM Application XML Interface specification (OM AXI)
133/ RFC 2782, A DNS RR for specifying the location of services (DNS SRV)

134/  RFC 3262, Reliability of Provisional Responses in the Session Initiation Protocol
(SIP)

135/ RFC 3311, The Session Initiation Protocol (SIP) UPDATE Method
136/  SIP-DECT® XML terminal interface specification

11.7 Pre-Configuration File Rules

The following file format description can be used to administrate the RFP and PP
configuration with external applications, e.g. an external configuration management tool or a
PBX communications system.

The framework of the text file follows strictly defined rules. The main framework is divided in
two parts:

1 An instruction section is used to drive a generic data creation for those fields not filled
within data sequence section.

2 A data sequence section defines data record fields. Each of them are explicitly set.
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Layout rules in detail are:

Comments start with “#”.
Each record is terminated by the regular expressions “\r” or “\n”.
Instruction settings are made like: <tag> = <value>.

Data sequence sections starts with the key word “data_sequence”. This key word is
always mandatory to proceed the file. All instructions have to be written before this row.

“, 9

Data sequence record fields are separated by colon “;”. Colons have also to be set for
empty fields if at least one follows which is not empty. Otherwise a position mismatch of
fields will occur.

If fields have several values assigned (that may be true for a few local RFP configuration

fields like “ntp_address”), they must be separated by comma “,”.

Notes:

Because of data sequence fields are separated by colon the content of that section can
possibly be generated by a *.csv export of Excel Sheet and copied into the configuration
file.

Instructions are only proceeded on those fields which are left empty within the data
sequence section.

11.7.1 PP Configuration File (OMM Database)

11.7.1.1 Supported Instructions

Instruction Explanation

start_number Numbers can be generated automatically.
This instruction defines the start value.

no_of number If “start_number” is given, this instruction
defines the maximum of numbers which are
generated.

ac (authentication code) If set to “number”, “ac” will be equal to
number.

additional_pin

If a value is advised, it will be taken as a start

Sip_user number which will be increased for each new
sip_pw record.
sos_number If these instructions are set, the value will be

mandown_number

taken as default value for the empty
corresponding field within the data sequence

locatable section records.

localization SOS/Mandown denote the user specific

tracking

depl-1669/0.3

numbers. The Locatable, Localization, and
Tracking flags are ignored by Web import.
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11.7.1.2 Data Section Fields

The data section contains the following field order:

Number
Name

AC

IPEI
Additional ID
Sip user name
Sip password
SOS number

0 N o g A O N -

9 Mandown number

10 Locatable (ignored by Web import and always set to “inactive”)

11 Localization (ignored by Web import and always set to “inactive”)

12 Tracking (ignored by Web import and always set to “inactive”)

13 Description1 (ignored by Web import and always set to )

14 Description2 (ignored by Web import and always set to )

11.7.1.3 Example

The following screen shot shows a PP configuration. This corresponds to the given

configuration file.

Sites

* Radio fixed parts
Portable parts

* WLAN

¥ System features Enrclment data

Durchsuchen...

11 Appendix

Licenses
Info
12 Portable parts

[0 name

PP 1
PP 4

Kiel Phonel

Karl May

Karl valentin

Karl Heinz

Radi Radenkowicz
Radi Rettich

Wadi Wade

] (] e ] el (L] gej ] gei

depl-1669/0.3

Number

104

5401
5402
5403
5404
5405
5406
5407
5408
5409
5410

IPEI

0081008625768

0007701154842

0127105395099

DECT

authenticationAdditional ID

code
1001

1002
1003
1004
1005
1006
1007
1008
1009
1010
1011
1012

101

104

5401
5402
5403
5404
5405
5406
5407
5408
5409
5410
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PP configuration file:

# instruction section:

# oo #

# -- start number = {<start value for numbers to be generated>}
# —-- no_of number = {<maximum of generated numbers>}

# -- ac = {<""number"">, <start value for ac's to be generated>}
# —-- additional pin = {<""number"">, <start value for id's >}

# -- sip user = {<""number"">, <start value for id's >}

# —-- SIP password = {<""number"">, <start value for id's >}

# —-— SOS number = {<common default>)

# -- Mandown number

# —-- Locatable (ignored by Web import and always set to inactive)
# -- Localization (ignored by Web import and always set to inactive)
# -- Tracking (ignored by Web import and always set to inactive)
start number = 5401

no of number = 10

ac = 1001

additional pin = number

sip user = number

sip pw = number

sos_number=5002
mandown number=5002

number

name

AC

IPEI
additionallId
SIP user

SIP password
SOs no

9. mandown no

O J o Ul WDN

13. descrl (ignored by Web import and always set to "")
14. descr2 (ignored by Web import and always set to "")

# 1. number;2. name;3. AC;4. IPEI ;5. additionalld;6. SIP user;7.
password;8. sos no;9. mandown no;10. locatable;11l. localization;12.

tracking;13. descrl;14. descr2

;Kiel Phonel;;0127105395099;5401;5401;5401;30;30;;;:;:;:
;Karl Maysiiiiiiiiiis

;Karl Valentin;;;;:;:777577

;Karl Heinz; ;7777707477

;Radi Radenkowicz;;;:::::::::3

;Radi Rettich;;;:777777:7

;Wadi Wade;;;:;7777:777

depl-1669/0.3

10. locatable (ignored by Web import and always set to inactive)
11. localization (ignored by Web import and always set to inactive)
12. tracking (ignored by Web import and always set to inactive)

11 Appendix
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Parse log about import / instruction processing
OK: start number = 5401
OK: ac = 1001
OK: additional pin = number
OK: sip user = number
OK: sip pw = number
OK: sos number = 5002
OK: mandown number = 5002

OK: no of number = 10

Section processing:

[..]

11.7.2 RFP Configuration File / Central (OMM Database)

Import of RFP configurations using files is possible with Web Service or OMM Management

portal.

11.7.2.1 Supported Instructions

All instructions are taken as common value which are set to all records of data sequence
section of that file if the corresponding field is empty.

Instruction
active
cluster

paging_area

sync_source
refl_env

site

wlan_profile
wlan_antenna
wlan_channel_bg
wlan_power

wlan_act

Explanation
Activation of DECT: {'0’ or ‘false = inactive, ‘1’ or ‘true’ = active }
Cluster, the RFP is referred to - RFP-OMM: {1..256}, PC-OMM: {1..2048}

Paging area, the RFP is referred to: {‘unassigned, '0’..’127’}
Ignored by WEB import and always set to ‘0’ (Paging area 0)

Synchronization source: {‘0’ or ‘false '= inactive, ‘1’ or ‘true’ = active }
Reflective environment: {0’ or ‘false '= no, ‘1’ or ‘true’ = yes }

Site 1d: {1..250}

Reference key to an existing WLAN profile

Antenna settings: {O=diversity, 1, 2}

WLAN channel: {0..14 (size depends on regulatory domain) }

WLAN power: {6, 12, 25, 50,100 (in percent)}

Activation of WLAN: {'0’ or ‘false ’= inactive, ‘1’ or ‘true’ = active }

Note: Web import allows currently only ‘0’ or ‘1’ for Boolean parameters.

depl-1669/0.3
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11.7.2.2 Data Section Fields

The data section contains the following field order:

0 N o g A O N -

9

10 Floor (ignored by Web import and always set to “*)

MAC address

Name

DECT activated

DECT cluster
Paging area (ignored by Web import and always set to “0”, PAO)

Preferred sync.

Reflective env.

Site ID (if left empty then set to the lowest Site ID)
Building (ignored by Web import and always set to “*)

13 WLAN antenna
14 WLAN channel

15 WLAN power

16 WLAN activated

11.7.2.3 Example

The following screenshot shows an RFP enrolment data import dialog that is shown if the
corresponding configuration file is imported.

depl-1669/0.3

Enrolment data

11 Room (ignored by Web import and always set to “”)
12 WLAN profile

[

Add ] [ Delew

20 Radio fixed parts

B EEEEREREREREREHXE

Location
R451P31a03054

R439 SWT 31A-0-3-1-2
R440 P31a-03-07-4
Patchschrank Kueche
R414 OpenMob lab
R414 OpenMob lab
R403 System test lab
R451 P31a-4-2-15-8
R439 P31a-4-2-12-13
R447 P31a-4-2-13-18
R447 P31a-4-2-14-13

R433 P31a-4-2-11-10

MAC address

00:30:42:0D:97:1A
00:30:42:0D:95:D8
00:30:42:0C:BD:7B
00:30:42:0D:95:CE
00:30:42:0D:95:CC
00:30:42:0D:95:CA
00:30:42:0C:BD:DD
00:30:42:0D:95:DB
00:30:42:0D:95:D9
00:30:42:0D:95:D6
00:30:42:0D:95:E7

00:30:42:0D:22:5A

I S T S T
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RFP configuration file/central:
B R R R R R R R R R R R R

depl-1669/0.3

# instruction se

ction:

11 Appendix

B R R R R R R R R R R R R R

factive
#

#
#cluster
#

#

#paging area

#
#sync_source
#

#

#refl env

#

#

#site

#

#wlan profile
#
#wlan_antenna
#

#wlan channel bg
#

#wlan power

#

#wlan act

#

#

Activation of DECT:

{'0" or 'false '= inactive, '1'
Cluster, the RFP is referred to:
{1..256} (RFP OMM) or {1..2048}

Ignored by Web import and always set to "O"
the RFP is referred to:

Paging area,

Synchronisation source:

or 'true'

(PC OMM)

'0'" or 'false '= inactive, 'l' or 'true'
Reflective environment:
'0'" or 'false '= no, 'l' or 'true' = yes}

Site Id: {1

Reference key to an existing WLAN profile

Antenna settings:

WLAN channel:
WLAN power = {

Activation of
'0'" or 'false

.250}

{0=diversity,

{0..14

6, 12, 25, 50,100

WLAN :

'= inactive, '1'

or

1, 2}

= active}

(PAO)

{'unassigned,

= active}

(in percent) }

'true'

#Note:

Web import allows only "O0" or "1" for Boolean

= active}

'0'..

(size depends on regulatory domain)

127"}

}

FHAFE A A R A R A R A

active=1
cluster=100
refl evc=1
site=1

B R R R R R R R R R R R R R R R R R R R R R R

data sequence

SR A A A A R R R R R R R
#MAC address;Name; DECT activated;DECT cluster;Paging area;Preferred sync.;

#Reflective env.;Site ID;Building;Floor;Room;WLAN profile;WLAN antenna;
channel;WLAN power; WLAN activated
97:
95:
:7B R440
95:
95:
95:
:BD:
95:
95:
95:
95:
22:
:BD:
92:
:FO:
27:
C9:
E3:
31:
31:

#WLAN

00:30:
00:30:
00:30:
00:30:
00:30:
00:30:
00:30:
00:30:
00:30:
00:30:
00:30:
00:30:
00:30:
00:30:
00:30:
00:30:
00:30:
00:30:
00:30:
00:30:

42:0D:
42:0D:
42:0C:
42:0D:
42:0D:
42:0D:
42:0C
42:0D:
42:0D:
42:0D:
42:0D:
42:0D:
42:0C
42:0B:
42 :FF
42:0D:
42:0A:
42:0D:
42:08:
42:08:

BD

CE; Patch
CC;R414
CA;R414
DD;R403
DB;R451
D9;R439
D6;R447
E7;R447
S5A;R433
68;R433
FC;R443
DO;plexi
7D;R434
62;R439
F6;R436
S5F;R434
64;R440

P31a-03-07-4;1; 1 O O O 3 31 4
schrank Kueche;1;1;0;0;0;3;31;4
OpenMob lab;1;2;0;0;0;3;;
OpenMob lab;1;2;0;0;0;3;31;4
System test lab;1;2;0;0;0;3;31;4
P31a-4-2-15-8;1;1;0;0;0;1;31;4
P3la-4-2-12-13;1;1;0;0;0;3;31;4
P31a-4-2-13-18;1;1;0;0;0;3;31;4
P31la-4-2-14-13;1;1;0;0;0;1;31;4
P31a-4-2-11-10;1;1;0;0;0;3;31;4
P3la-4-2-11-13;1;1;0;0;0;1;31;4
Test board;1;1;0;0;0;1;31;4
glas;1;1;0;0;0;1;;
P31M-0-1-5-19;1;1;0;0;0;3;31;4
Decke re.;1;1;0;0;0;1;;
Wand oben 1n;1;1;0;0;0;1;;
Decke 1n. Tur;1;1;0;0;0;1

Decke re Fnstr;1;1;0;0;0;1
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11.7.3

11.7.3.1

Parse log about import / instruction processing

RFP Configuration File / Local (OM Configurator)

Log file

Instruction parsing:

Not
CK:
CK:
Not
Not
Not
Not
Not
Not
Not
Not

set:

act

location
ive = 1

cluster = 100

set:
set:
set:
set:
set:
set:
set:
set:

paging_area
sync_source
refl env

wlan profile
wlan antenna
wlan channel bg
wlan power

wlan act

Section processing:

[ N BT R e

00:30:42:0D:97:14;R451P31a03054;1;1;0;0;0;1;31;4:;:::7

:30:42:0D:95:D8;R438 SWT 31A-0-3-1- 2,1,1,3,1,3,1;31;
:30:42:0C:BD: 7B;R440 P31a-03-07-4;1; 5
:30:42:0D: 95:CE; Patchschrank Rueche;
:30:42:0D:95:CC;R414 OpenMob lab;1;
:30:42:0D:95:CA;R414 OpenMob lab;1;
:30:42:0C:BD:DD;R403 System test lab,
:30:42:0D:95:DB;R451 P3la-4-2-15-8;

:::::

:30:42:0D:95:D9;R439 P31a-4-2-12-13;1;
:30:42:0D:95:D6;R447 P31a-4-2-13-18;1;

:30:42:0D:95:E7;R447 P31a-4-2-14-13;
:30:42:0D:22:58;R433 P31a-4-2-11-10;
:30:42:0C:BD:68;R433 P31a-4-2-11- 13,
:30:42:0B:92:FC;R443 Test boazd,l,
:30:42:FF:F0:D0;plexiglas;1;1;0;0; 53555
:30:42:0D:27:7D;R434 P31M-0-1-5- 19,1,1,3,3,3,3,31 CIB5RER5

Supported Instructions

11 Appendix

All instructions are taken as common value which are set to all records of data sequence
section of that file if the corresponding field is empty.

Instruction

active

net_mask
tftp_server
tftp_file
omm_1
omm_2
gateway
dns_server
dns_domain
ntp_address
ntp_name

syslog_addr

depl-1669/0.3

Explanation

Local configuration active: {O=inactive(use
DHCP instead), 1=active}

Net mask

IP address of TFTP server

Path and name of boot file

OMM IP address

IP address of backup OMM

Default gateway

Up to two DNS server IP addresses
local DNS domain

Up to two NTP server IP addresses
Up to two NTP server names

IP address of syslog daemon
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11.7.3.2

Instruction
syslog_port
core

use_vlan

srvist
broadcast_addr
vlan_id

country
preferred_tftp
import_url

config_file_server

Data Section Fields

Explanation

Listen port of syslog daemon
Flag to enable core dumps
VLAN is enabled

List of further tftp server
local broadcast address
VLAN Id

Country code

tftp_server is preferred

URL

configuration server

The data section contains the following field order:

MAC address of RFP

IP address of RFP

Net mask

TFTP server

TFTP_FILE

OMM IP address

IP address of backup OMM

© 00 N O a A~ ODN =

Default gateway

10 DNS server

11 DNS domain

12NTP server IP address
13 NTP server name

14 Syslog daemon IP address
15 Syslog listen port

16 Core

17 Use VLAN

18 Server list

19 Broadcast address

20 VLAN Id

21 Country code

depl-1669/0.3

Local configuration active flag

11 Appendix
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22 Preferred TFTP server
23 Import URL

24 Configuration file server

11.7.3.3 Example

RFP configuration file/local (OM Configurator):

depl-1669/0.3

# o #

# instruction section #

# oo #

active =1

net mask = 255.255.0.0

tftp server= 172.30.200.92

tftp file = iprfp2G.tftp

omm 1 = 172.30.111.188

omm 2 = 172.30.11.181

gateway = 172.30.0.2

dns server = 172.30.0.4,172.30.0.21
dns_domain = aastra.de

ntp addr = 192.53.103.108,192.53.103.104
ntp name = ptbtimel.ptb.de,ptbtime2.ptb.de
syslog addr= 172.30.200.92

core = 0

use vlan =1

srvlist = 172.30.0.4,172.30.0.21
broadcast addr = 172.30.255.255
vlan id = 4

country = 1

preferred tftp = 1

import url = https://server/importfiles/ommxy conf.gz

confi

H oS Sk S HE e S Sk e $E S S
©d U WN

e

#10.
#11.
#12.
#13.
#14.
#15.
#l6.
#17.
#18.
#19.
#20.
#21.
#22.
#23.
#24.

data

g file server = https://server/configfiles/

MAC ADDR
ACTIVE FLAG
RFPADDR

NET MASK
TFTP_SERVER
TFTP_FILE

OMM1

OMM2

GATEWAY
DNS_SERVER
DNS_DOMATN
NTP_ADDR

NTP NAME
SYSLOG_ADDR
SYSLOG_PORT
CORE

USE_VLAN
SRVLIST
BROADCAST ADDR
VLAN ID
COUNTRY
PREFERRED TETP
IMPORT URL
CONFIG_FILE SERVER

sequence

no instruction supported

no instruction supported

!

!

11 Appendix

Page: 271 (280)



SIP-DECT® OM System Manual Release 3.1 11 Appendix

00-30-42-01-01-01;;172.30.111.1
00-30-42-02-02-02;;172.30.111.2

Parse log about import / instruction processing
ok: active =1
ok: net mask = 255.255.0.0
ok: tftp server = 172.30.200.92
ok: tftp file = iprfp2G.tftp
ok: omm 1 = 172.30.111.188
ok: omm 2 = 172.30.11.181
ok: gateway = 172.30.0.2
ok: dns server = 172.30.0.4,172.30.0.21
ok: dns domain = Aastra.com
ok: ntp addr = 192.53.103.108,192.53.103.104
ok: ntp name = ptbtimel.ptb.de,ptbtime2.ptb.de
ok: syslog addr = 172.30.200.92
not set: syslog port
ok: core = 0
ok: use vlan = 1
ok: srvlist = 172.30.0.4,172.30.0.21
ok: broadcast addr = 172.30.255.255
ok: vlan id = 4

ok: country =1

ok: preferred tftp =1

ok: import url = https://server/importfiles/ommxyz conf.gz
ok: config file server = https://server/configfiles/

:parsing ok:
processing of section: data sequence
[..]

create data:

[..]
RFP configuration:

[..]

11.8 RFP Export File Format

General

RFP export files are created by OMM Management Portal in ‘csv’-file format which can be
easily viewed by a spreadsheet application. Export file contains all or a part of the following
parameters:

e MAC address

¢ Location name

e DECT active

o Cluster

e Paging area

e Synchronisation source
o Reflective environment
o Site

¢ Building

e Floor
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Room

WLAN profile reference
WLAN antenna

WLAN Channel_bg
WLAN power

WLAN active

Example

Following example RFP export file contains all exportable RFP parameters and is re-
importable by OMM Management Portal.

depl-1669/0.3

FHEHEFH AR R R
# RFP data export file: '/home/user/example.csv'
# Date: 24.09.10 Time: 15:58:19
iiddssdddsadadaadddadaadaaaRRARARE AR S SRR AR A S A A
#

Exported parameters:

#

#

# MAC address

# Name

# DECT activated
# DECT cluster

# Paging area

# Preferred sync.
# Reflective env.
# Site ID

# Building

# Floor

# Room

# WLAN profile

# WLAN antenna

# WLAN channel

# WLAN power

# WLAN activated
#

#

FHEHHFH AR AR AR
MAC address;Name;DECT activated;DECT cluster;Paging area;Preferred
sync.;Reflective env.;Site ID;Building;Floor;Room;WLAN profile;WLAN
antenna;WLAN channel;WLAN power;WLAN activated

data sequence

00:30:42:0E:71:41;License RFP 1;
true;1;0;false;true;1;B1;F1;R1;1;0;;100;false

00:30:42:0E:26:F1;License RFP 2;
true;1;0;false; false;1;B1;F2;R1;1;0;;100; false

00:30:42:0E:75:59;License RFP 3;
true;1;0;true; false;1;B1;F2;R2;1;0;;100; false

11 Appendix
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Protocols and Ports

Protocol
HTTPS server tcp server
HTTP server (redirect tcp server
to https)
HTTP/HTTPS client  tcp
for the SIP-DECT®
XML terminal
interface
RFP control protocol | tcp server
OMM Standby tcp server
OM AXI tcp server
DECTnet monitor tcp server
LDAP tcp client
TFTP client udp
HTTP client tcp
HTTPS client tcp
explicit FTPS client tcp
implicit FTPS client tcp
OM AXI server TCP | tcp server
OM AXI server TLS tcp server
SIP udp
Telnet (OMM tcp server

console, Linux x86
server based OMM

only)

Note: Unbound ports start at port 1024.

depl-1669/0.3

OpenMobility Manager

Server port
443 or as configured

80 or as configured

80/443

16321

16322

12622

8106

389 or as configured
69 / given by server
80 or as configured
443 or as configured
21 or as configured
990 or as configured
12621

12622

5060

localhost 8107

Client port
any

any

> 1024

any
any
any

any

11 Appendix

>=1024 (see note)
>=1024 (see note)
>=1024 (see note)

>=1024 (see note

)
>=1024 (see note)
)

>=1024 (see note

any

any

as configured

localhost any

Page: 274 (280)



SIP-DECT® OM System Manual Release 3.1 11 Appendix

Protocol IP-RFP
Server port Client port

HTTP/HTTPS client  tcp 80/443 > 1024
for the SIP-DECT®
XML terminal
interface
RFP control protocol  tcp client 16321 >=1024 (see note)
HTTP server (redirect tcp server 80 or as configured any

to OMM web server
(http))

SSH server tcp server 22 any

DHCP client udp 67 68

TFTP client udp 69/ given by server  >=1024 (see note)
OMCFG server udp 64000 64000

NTP client udp 123 123

Syslog client udp 514 or as configured 514

DNS client udp 53 >=1024 (see note)
SNMP agent (server) udp 161 any

SNMP trap agent udp >=1024 (see note) 162

(client)

RSXport (debug only) tcp server 38477 any

RTP/RTCP (server) udp Range of [RTP port any

base + 71] even ports
for RTP, odd ports for
RTCP. Port base is
16320 or as
configured.

RTP/RTCP (client) udp any Range of [RTP port
base + 71] even ports
for RTP, odd ports for
RTCP. Port base is
16320 or as
configured.

Note: Unbound ports start at port 1024.
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Auto calltestmode...................oooeee. 245
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